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Recent Press Coverage

» Latest Zeus Trojan discovered compromising 3000 accounts of one
global financial institution, US$1m stolen over 20 days

« 3 days of interviews resulting in:-

— 134 preSS Stories Is Zeus v3 Virus a Threat to U.S.?
— Live interview on Fox — - ON THE PHONE Zatl
Business News >, 2 "BRADLEY ;
. . . . - ANSTIS
— Slgnlflcant discussion and M86 VICE PRESIDENT,
.. . TECHNICAL STRATEGY
activity around this event ) vius cLeanme our

" BANK ACCOUNTS
!

g e e — (& :
WHAT SHOULD U.S. GOVERNMENT DO DEVELOPING
TO STOP THREAT OF ZEUS v3 VIRUS? STORY

EOYA & FIND US IN YOUR AREA AT
gl,qT{;\l FOXBUSINESS.COM/CHANNELFINDER

http://video.foxbusiness.com/v/4309656/is-zeus-v3-virus-a-threat-to-us/?playlist id=87185
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Background

In July 2010, an organized network of cybercriminals launched a
complex, multi-level scheme that targeted online customers of a large
UK financial institution

— Close to £675,000 taken between July 5 and August 4t

— Approximately 3000 customer accounts compromised

M86 Security Labs detected this illegal operation after discovering a
malicious code attack used to infect users’ PCs with a Trojan

The team then followed the trail to the Command & Control center

According to our research, these cybercriminals used a combination of
the new Zeus v3 Trojan and exploit toolkits to successfully avoid anti-
fraud systems while robbing bank accounts
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How we uncovered the attack

« MB86 Security labs takes in threat feed
data from customers, 3" party feeds and
from Secure Browsing

* Analyzing the Secure Browsing feed
identified a pattern of infected legitimate
UK orientated sites

* We purposely infected ourselves with the
Trojan and started tracking its command
and control communication

» After identifying the actual C&C servers o
we were able to recover logging data e 0
from the active attack

 We handed the logging data to law

enforcement and the institution involved

SE826
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The Stages of the Attack

SECURITY




Overview of the attack

Legitimate Websites

Malvertisment

©

Uploads malicious advertisements to legitimate and fraud advertisements servers

O
&/t

The malicious advertisements published among the legitimate websites
Command & Control Main
User accesses to an infected website

The website content contains redirection to the malicious Exploit Kit

The user is redirected to the malicious Exploit Kit

The user’s PC exploited, the payload was downloaded successfully

The Trojan reports for a new bot to the C&C Financial Institution

Command & Control
The C&C sends instruction to the Trojan Bank System

- 0000000 -

User access to financial institution
The Trojan reports for the user activities

The C&C sends commands to the Trojan to manipulate user bank transactions

Trojan manipulates User’s bank transaction Ll

eee

130 Trojan reports the C&C about successful/failed transaction 7 SECURITY
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Selecting the Exploit
Kit
 Combination of Phoenix &

Eleonore Exploit kits used in
this attack

« EXxploit kit is used to control the
attack, provide reports, load
vulnerability exploits and new
malware samples

« Exploit kits can be purchased
easily and cost just a few
hundred dollars

« An exploit is a piece of code
taking advantage of
vulnerability in software in
order to cause unanticipated or
malicious behavior

Current version 2.2 1 prices
S400 - 1 License
1 License includes

Domain loc ked one gomain (Subdo
+ 2 new domain bulias if blacklistea
+ Support
+ Minor updates for free

+ Discount on new releases

Extras

1. Domain re-bulld for other comain (508)

*** NOTE YOU ARE NOT ALLOWED TO RESELL/SHARE. F WE CATCH YOU DOING THIS YOUR

LICENSE WILL BE REVOKED "™

2. AV-Cleaning ($80 first time, $50 after)

IT you are interested in promoting/reselling. you will get a good offer

Screenshots can be found at

Contacts

MSN

M

SECURITY




_

Infecting Legitimate Websites

* Infecting legitimate websites with malware
« Creating fraudulent online advertisement websites
* Publishing malicious advertisements among legitimate websites

« Statistics show the individual URLS, how many hits in total and number of

SucceSSfL” InfeCtionS HTTP Referer Trafic Loads Percent
‘ e emediacom 168966 18989 11.24

. . adsZ.ne
| Home | Advertisers = Webmast

Ver.com

Connect to Higher Standards

15 an internet advertising and marketing service cannecting advertisers
(buyers of ad space), and webmasters (publishers of web sites), with one another in a fast
and easy to use method. Publishers can set their own pncing per week, per month or at per
click rates. What sets apart from other forms of intemet advertising seraces |
are 3 distinct features: Any Ad Types, Human Placement Technology, SmartCache XML 9 SECURITY




Load the Exploit Kit with Exploits

« EXxploits are pieces of code that have been developed to make use
of a vulnerability to infect a computer

« All the vulnerabilities used in this attack have been patched

- 1. IE MDAC Vulnerability CVE-2006-0003
C\E_' commanwanerss 2. AdObe Reader Collab Getlcon
Vulnerability - CVE-2009-0927
s 3. Adobe Reader CollectEmailinfo
| CVE- 2006 0003 Learn more at National Vu\nerabmtv Database (NVD) VUInerabIIIty ) CVE-2007-5659
(onderreview)  SE5 i Sne « P fermason + inerable sofvare versi 4. Adobe Reader newPlayer Vulnerability
CVE-2009-4324

Documents

rch Unspecified vulnerability in the RDS.Dataspace Ac on
CVE In Use ActiveX Data Ob] cts (ADO) and distribu t d Microsoft Data Access Components (MDAC)
Adoption 2.7 and 2.8, allows remote attackers to cute arbitrary code via unknown attack 5 J D I t K't V I b' I 't
= Compatible Products | Vectors. . ava pevelopment KIt Vuinerapility
NVD for CVE Fix

Mot e e o o o e o il Gt CVE-2008-5353
6. Java Web Start Vulnerability - CVE-
2010-1423

=======

10 SECURITY
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Track the successful
Infections

Top table shows the
number of hits on the
Infected Web pages by OS

Bottom table shows the
number of successful
exploit loads or completed
Infections

This was a windows
targeted attack, but all that
would have been required
In infect other platforms
was an exploit for the
platform and a piece of
malware

Operation Systems:
Windows XP
Windaws Wista
Windaws 7
hfac 05

Lirux

FPaower PC
PlayStation
Windaows 2000
Windaws 2003
Windows 95
Bots

Unknown 05 o
Symbian 0%
Mirnte ndo Wi
Windaws MT 4
iPhone O3
Suncs

indows ME

Sploit:
SD30mdac
SDmdac

_Newy
_geticon
_email
rmdac
_pack

jawa_gsh

FANE

Totals:
121582
105000
BEBZE
3851
3E4Q
31z
308
304
2ES
=]
=]
z7
2z
7
2
1
1
1
Loads=
1
z
2
55
155
z59
1465
748z
10055
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Also track by country
Country: Traffic: Load=s: Percent:
| ZE 287685 3eg0z2 1279 %
« Targeting a specific country is as easy as — ——
Infecting websites orientated towards that " . i Iy
Country IE 22 <4 1815 %
. DE : 5 7143 %
* Here you see the number of hits on the L ; | 20%
website from which country and how P g 3| 60X
. CR 4 0 0%
many were successfully infected = . = =
 The loads you get outside of your o ‘ " 0
. . PE 1 0 0%
targeted country are just considered - : - —
collateral damage 5A 1 0 0%
= 1 0 0%
MG 1 1 100 %

SECURITY
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| ocal Anti-virus detecti ng
the malware samples 7 IOIAL
 Two different samples uploaded to VirusTotal
wo differen u Iru
« 2.39% detection rate for one and 14.64% for the othe
. 0 ionr r one an . o for r
e Feel luck
INg lu ?
File eleeonore.html received on 2010.07.27 13:46:40 (UTC) File 1.html received on 2010.07.27 13:35:12 (UTC)
current status: finished Current status: finished
Result: 1/42 {2.39%) Result: /41 (14.64%)
vB4 Compact Prinit results |5 +84 Compact Print resutts |5
Antivirus Version Last Update  Result Antivirus Version Last Update Result
AhnLah-V3 2010.07.27.00 2010.07. 26 - AmLab-V3 2010.07.27.00 2010.07.26 -
AntiVir §.2.4.26 2010.07.27 - AntiVir 8.2.4.26 2010.07.27 J5/4g. 13173
Antiy-AVL 2.0.3.7 2010.07.26 - Antiy-AVL 2.0.3.7 2010.07.26 -
Authentium 5.2.0.5 2010.07.27 - Authentium 5.2.0.5 2010.07.27 -
Avast 4,8,1351.0 2010.07.27 - Lwvast 4.8.1351.0 2010.07.27 HTML:Dowvmloader-H
Awasth 5.0.332.0 2010.07.27 - byasth 5.0.332.0 2010.07.27 HTML:Dowmloader-H
AVE 9.0.0.851 2010.07.27 J53/Dovmloader. Agent AVG 9.0.0.851 2010.07.27 -
EitDefender 7.2 2010.07.27 - BitDefender 7.2 2010.07.27 -
CAT-QuickHeal 11.00 2010.07.27 - CAT-QuickHeal 11.00 2010.07.27 -
Clamdy 0.96.0.3-git 2010.07.27 - ClamdV 0.96.0.3-git 2010.07.27 -
Comodao 5556 2010.07.27 - Conodo 5556 2010.07.27 -
Drlileb 5.0.2.03300 2010.07,.27 = Drileb 5.0,2.03300 2010.07.27 -
Emzisoft 5.0.0.34 2010.07.27 - Enzisoft 5.0.0.34 2010.07.27 -
eSafe 7.0.17.0 2010.07. 26 - ejafe 7.0.17.0 2010.07.26 -
eTrust-Vet 36.1.7742 2010.07.27 - eTrust-Vet 36.1.774z2 2010.07.27 -
F-Prot 4.6.1.107 2010.07.27 - F-Prot 4.6.1.107 2010.07.27 J5/Crypted.CV.gen Semndt |
F-Zecure 9.0.15370.0 2010.07.27 - F-Secure 9.0,15370.0 2010.07.27 - '
SECURITY
Fortinet 4.1.143.0 2010.07.24 - Fortinet 4.1.143.0 2010.07.24 -



http://www.virustotal.com/index.html

.
©
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Zeus Trojan...
(Aka Zbot)

>

SECURIT
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» I*livejournal.com*
o M - » I*facebook.com*
rl g I ns EEE * I*myspace.com*
+ I*youtube.com*
» I*blogger.com*
» I*amazon.com*

« Zeus family first appeared ion - t-microsoftcom/*

«  I*flickr.com*
2007 + Ihttp://*myspace.com*
+  @*//www.svbconnect.com/security/challengeVerify.do
) + https://chsec.wellsfargo.com/login/login.fcc
» http://ultrex.info/webstat/03/03x.htm
¢ B aC k th e n It WaS a p aSSWO rd » https://wellsoffice.wellsfargo.com/portal/signon/index.jsp?UpdateProfilelnfo
*/my.ebay.com/*CurrentPage=MyeBayPersonallnfo*

stealing Trojan targeting a specific - eba.comresayisapLa-

* https://www.us.hsbc.com/*
I I » https://online.wellsfargo.com/das/cgi-bin/session.cgi*
| I St Of S IteS e * https://www.paypal.com/*/webscr?cmd=_account
. . . * https://www.paypal.com/*/webscr?cmd=_login-done*
» https://wwwi#.usbank.com/internetBanking/LoginRouter
¢ Send I ng any COl IeCted Inform atlon * https://www#.citizensbankonline.com/*/index-wait.jsp
» https://onlinebanking.nationalcity.com/OLB/secure/AccountList.aspx

baCk to |tS C&C eve ry hour * https://www.suntrust.com/portal/server.pt*parentname=Login*

* https://www.53.com/serviet/efsonline/index.html*

- 0] %] * https://web.da-us.citibank.com/*BS_Ild=MemberHomepage*
| Ele Edit View Took Message Hep | e » https://onlineeast#.bankofamerica.com/cgi-bin/ias/*/GotoWelcome
€ & = x S i » https://online.wamu.com/Servicing/Servicing.aspx?targetPage=AccountSummary
j “8 3 Q ot i * https://businessonline.tdbank.com/CorporateBankingWeb/Core/Login.aspx*
Reply Reply Al Forward Print Delete Previous MRk Addresses . .
* https://online.citibank.com/*
from:  NEESEE_— «  https://webexpress.tdbanknorth.com/wcmfd/wcmpw/CustomerLogin
Date: Monday, 22 June 2009 11:57 p.m. .
—_ [ * https://onb.webcashmgmt.com/wcmfd/wcmpw/CustomerLogin
Subject:  You have received an Greeting eCard M httpS//WWW SterllngWIres.com/
= * https://ffice.webcashmgmt.com/wcmfd/wempw/CustomerLogin
Good day. Il » https://web3.secureinternetbank.com/ebc_ebc1961/ebc1961.asp*
You have received an eCard + https://trading.scottrade.com/home/default.aspx
» https://www.svbconnect.com/security/integratedLoginAuth.do
To pick up your eCard, choose from any of the following options: *  https://www.svbconnect.com/useraccess/Login.jsp
Click on the following link (or copy & paste it into your web browser): +  https://www.svbconnect.com/*

* https://chaseonline.chase.com/MyAccounts.aspx
« https://www.securechemicalbankmi.com/onlineserv/CM/

hitp://ile-de-re.org/ecard exe

Your card will be aviailable for pick-up beginning for the next 30
days.
Please be sure to view vour eCard before the days are up!

We hope you enjoy vou eCard. —

Thank You!

|

SECURITY
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Zeus Now...

e This Zbot/Zeus v3 version is an evolved mutation of Zbot 2

— The versions we discuss are related to changes in behavior of the
malware not actual software versions

* Now in addition to collecting credentials, also actively participating as
a Man-in-the-Browser attack
— Reassembling partial credentials supplied by the victim
— Injecting its own transactions into a users banking session
— Re-writing on-screen account balances & hiding its transactions
— Re-generating pdf delivered statements
« Unlike older versions, this one focused specifically on online banking
— This particular attack targeted just one financial institution
— Waited for a minimum account balance ~US$1000
— Communicated with C&C using SSL, based on a legitimate certificate
— Each transfer between US$500-$2500

SECURITY
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Man-in-the-Browser attacks

e Subset of Man-in-the-middle attacks

« Attack is running inside the victims
computer

« Generally used to collect advanced
credentials or take over transactions
to web based applications

* Most seen in Internet banking
attacks, example of configuration
screen...

 Recent M86 whitepaper:-

http://www.m86security.com/labs/resources.asp

| NAME: | POST1 |
DROPSTATUS: || |ENABLED v
IF ACC BALANS <" || -1
MIN_AMOUNT: || 4000
MAX_AMOUNT: || 15000
LEAVE % (default 23} “ 5
CORRECT (default 100); || 0
DROPNAKE: || VIKTOR KLOSE
KOMTONUMMER: || 1(° 909706
BLZ || 60290070
c1: || Ref Num 995345
c2 || Ref Num 995345
c3 | [RefNum 995345
ca: || Ref Num 995345
COMMENT: || Tigr
iexplore: firefox:
BROWSER: mozilla: avant
maxthon: [¥] MyE:
| <Back || Add/Save |

*Example from another Internet Banking attack

17
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Hijacked Transaction Sequence

The malware began reporting to a different C&C server once the user accessed the desired bank.

IV/I

After the user logged in to his personal banking account, it appears the Trojan transferred the login ID, date of
birth, and a security number to the C&C server

Once the user accessed the transactional section of the site, the Trojan reported to the C&C. It then received new
JavaScript code to replace the original bank JavaScript that was used for the transaction form.

)

After the user submitted the transaction form, the relevant data was sent to the C&C system instead of the bank

After analyzing the data, the system determined whether the user had enough money in the account. It selected
the most appropriate mule account to retrieve the money, wrapped all the data, and sent it back to the Trojan
installed on the victim’s machine.

The Trojan then updated the data in the form and sent it to the bank to complete the transaction. The bank
received the requested operation and sent back the transaction result as the Trojan continued to listen to the bank
response, reporting it to the C&C system.




The Cyber-crime gang

Each role has a specific function
Some Individuals do multiple roles

Money mules are typically innocent

bystanders with accounts in the
country being targeted

Money
Mule
Recruiter
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Operator

Traffic

Web
Provider I
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How do you defend yourself? (For individuals)

« Keep all your applications and operating system up to date with security
patches

« Make sure your AV product is up to date, consider running multiple
products, some banks offer them for free, M86 Security also offers
SecureBrowsing

« Consider using less popular applications for web browsing, pdf viewing etc.,
these are less targeted with vulnerability exploits

« Be suspicious of any web link in email, any 3" party plug-in or codec update
« Know what your bank balance should be at all times, and validate with
means other than Internet Banking
— ATM balance
— Telephone banking
— Visit a branch

« Do you need to have the ability to transfer to 3" party external accounts
active?

SECURITY
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How do you defend yourself? (For Businesses)

* Review all currently deployed Internet security products:-

— Ensure you are running reactive controls like AV scanning/URL Filtering
from reputable vendors

— Also layer in with newer innovative technologies like M86 Securities
Real-time code analysis

— Ensure these solutions are scanning all web content, from all websites
(This attack was based on legitimate sites never previously infected)

« Educate all staff to the perils of Internet use
* Look to tighten up access to:-
— Executable files needed by all staff?
— All staff need access to all types of websites?
— How are remote/mobile staff protected?

These measures will not guarantee protection but will raise your security
posture

SECURITY
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How did our customers fare?

SECURITY
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Exploit Vulnerability — Zeus Attack

Secunia Advisory SA37690
Adobe Reader newPlayer Vulnerability - CVE-2009-4324

Secunia Advisory
Release Date
Last Update

Popularity
Comments

Criticality level
Impact

Where
Authentication lewvel

Report reliability
Solution Status

Secunia PoC
Secunia analysis

3rd party PoC/exploit

Systems affected
Approve distribution

SAIF0O0
2009-12-15
2010-01-14

47,563 views

Secunia

mments

Extremely critical e

System ac
From remote

Vendor Patch

55 Site Scriptin

5

if (isset(§_REQUEST[ ini']) && 'empty(§_REQUEST[ ini ])){
NL']

if (See=='GE' || sg€=='IE' || Sec==
if (§_REQUEST['ini'] == 'd'}{
header ("Location: u:L_JL.
exit;
}
if (§_REQUEST['ini'] == 'i'}{
header ("Location: get inf.ptl
exit:
i
if (preg _match("/https?:i/\
if {§_REQUEST['ini'] ==
if (§browser ==
if ({browser ==

php?e=".§ REQUEST['e']):

p?e=".§ REQUEST[' eexu']);:

'"IE') dineclude ("./resour ") :
IFF'} dineclude ("./resour _.ism

/i™, §referer) |

exit;
} else {

include (404, homl™) ;
exit:

Code snippet, Zeus injecting its own transaction

Adobe Vulnerability from 2009 still being used for successful attacks

SECURITY




Exploit Vulnerability — Zeus Attack

Users | Policies | Logs and Reports | Administration | Help |

Logout MBG SWG ME%
s v Cs AN

Active real-time code analysis combined with behavioral analysis is essential to detect

=]
and stop stealthy crimeware that targets unknown and un-patched vulnerabilities
Buffer Overflows 3rd Parties
[ SelectDeselect al
| ALUL TIPS SACIWVES DUTTET LIVET TTUWY '."IJIIIL'.‘Ii:lL?I'I'I'l_‘i N
[ | Acrobat reader XS5 vulnerabiliby ]
|_[S—+rribe Acrobat § ActiveX Vuln eﬁﬁ\
</ [ | Adobe Reader media.new Plaver Yulnerability \
\ Adobe Reader media.newPlaver Vulnerability Tw:-ej]/
e
[+ | Akama f ack Buffer Overflow Yulnerability
[+ | Akamai Download Manager Arbitrary File Download Vulnerability
[+ | Anzio Web Print ActiveX Vulnerability
[+ | Askleeves Toolbar ActiveX Remote Code Execution Vulnerability lTl
Incoming
Incoming
Behavior Profile (Script)

Default Profile - Script Behavior
Generic Shelicode detection
Suspected Maicous String Content

powered by fil‘]—ian £ -

| Policies -= Condition Settings -> Vulnerability A...

Rule Actiop
Block
Logged Use Blocked




All vulnerabilities exploited successfully detected

IE MDAC Vulnerability CVE-2006-0003

Adobe Reader Collab Getlcon Vulnerability - CVE-2009-0927
Adobe Reader CollectEmailinfo Vulnerability - CVE-2007-5659
Adobe Reader newPlayer Vulnerability CVE-2009-4324

Java Development Kit Vulnerability CVE-2008-5353

Java Web Start Vulnerability - CVE-2010-1423

oOUhwWNE

Applicatip,,
Controy
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0003
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0003
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0003
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0003
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0003
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0927
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0927
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0927
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0927
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0927
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5659
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5659
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5659
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5659
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5659
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-4324
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-4324
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-4324
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-4324
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-4324
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5353
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5353
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5353
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5353
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5353
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1423
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1423
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1423
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1423
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1423
http://www.clker.com/clipart-12246.html

Conclusions

« Demonstrated yet again the importance of Real-time code analysis

« Organizations need to be effectively layering reactive & proactive
controls

» Application security patches still not being installed in a timely
manner

« Financial Institutions have very secure applications and websites but
now their customers are the ones being targeted, an area they have
much less control over, and this has an impact on reputation

« Man-in-the-middle attacks take sophistication to a whole new level
« User education can go a long way to staying safe
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Questions?

http://www.m86security.com/documents/p
dfs/security labs/cybercriminals target o
nline banking.pdf



http://www.m86security.com/documents/pdfs/security_labs/cybercriminals_target_online_banking.pdf
http://www.m86security.com/documents/pdfs/security_labs/cybercriminals_target_online_banking.pdf
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