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Recent Press Coverage 

• Latest Zeus Trojan discovered compromising 3000 accounts of one 

global financial institution, US$1m stolen over 20 days 

• 3 days of interviews resulting in:- 

 

 

 

 

 

 

 

 

http://video.foxbusiness.com/v/4309656/is-zeus-v3-virus-a-threat-to-us/?playlist_id=87185  

 

– 134 press stories 

– Live interview on Fox 

Business News 

– Significant discussion and 

activity around this event 
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Background 

• In July 2010, an organized network of cybercriminals launched a 

complex, multi-level scheme that targeted online customers of a large 

UK financial institution 

– Close to £675,000 taken between July 5 and August 4th 

–  Approximately 3000 customer accounts compromised 

• M86 Security Labs detected this illegal operation after discovering a 

malicious code attack used to infect users’ PCs with a Trojan 

• The team then followed the trail to the Command & Control center  

• According to our research, these cybercriminals used a combination of 

the new Zeus v3 Trojan and exploit toolkits to successfully avoid anti-

fraud systems while robbing bank accounts 
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How we uncovered the attack 

• M86 Security labs takes in threat feed 

data from customers, 3rd party feeds and 

from Secure Browsing 

• Analyzing the Secure Browsing feed 

identified a pattern of infected legitimate 

UK orientated sites 

• We purposely infected ourselves with the 

Trojan and started tracking its command 

and control communication 

• After identifying the actual C&C servers 

we were able to recover logging data 

from the active attack 

• We handed the logging data to law 

enforcement and the institution involved 

 



The Stages of the Attack 
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Overview of the attack 
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Financial Institution 



Selecting the Exploit 

Kit 

• Combination of Phoenix & 

Eleonore Exploit kits used in 

this attack 

• Exploit kit is used to control the 

attack, provide reports, load 

vulnerability exploits and new 

malware samples 

• Exploit kits can be purchased 

easily and cost just a few 

hundred dollars 

• An exploit is a piece of code 

taking advantage of 

vulnerability in software in 

order to cause unanticipated or 

malicious behavior 
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Infecting Legitimate Websites 

• Infecting legitimate websites with malware 

• Creating fraudulent online advertisement websites  

• Publishing malicious advertisements among legitimate websites 

• Statistics show the individual URLS, how many hits in total and number of 

successful infections  
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Load the Exploit Kit with Exploits 

• Exploits are pieces of code that have been developed to make use 

of a vulnerability to infect a computer 

• All the vulnerabilities used in this attack have been patched 
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1. IE MDAC Vulnerability CVE-2006-0003 

2. Adobe Reader Collab GetIcon 

Vulnerability - CVE-2009-0927 

3. Adobe Reader CollectEmailInfo 

Vulnerability - CVE-2007-5659 

4. Adobe Reader newPlayer Vulnerability 

CVE-2009-4324 

5. Java Development Kit Vulnerability 

CVE-2008-5353 

6. Java Web Start Vulnerability - CVE-

2010-1423  
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Track the successful 

infections 

• Top table shows the 

number of hits on the 

infected Web pages by OS 

• Bottom table shows the 

number of successful 

exploit loads or completed 

infections 

• This was a windows 

targeted attack, but all that 

would have been required 

in infect other platforms 

was an exploit for the 

platform and a piece of 

malware 
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Also track by country 

• Targeting a specific country is as easy as 

infecting websites orientated towards that 

country 

• Here you see the number of hits on the 

website from which country and how 

many were successfully infected 

• The loads you get outside of your 

targeted country are just considered 

collateral damage 
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Local Anti-virus detecting 

the malware samples? 

• Two different samples uploaded to VirusTotal 

• 2.39% detection rate for one and 14.64% for the other 

• Feeling lucky? 
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http://www.virustotal.com/index.html


The payload:- 

 

Zeus Trojan… 

(Aka Zbot) 
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Origins… 

• Zeus family first appeared ion 

2007 

• Back then it was a password 

stealing Trojan targeting a specific 

list of sites… 

• Sending any collected information 

back to its C&C every hour 
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•    !*livejournal.com*                                                            

•    !*facebook.com*                                                               

•    !*myspace.com*                                                                

•    !*youtube.com*                                                                

•    !*blogger.com*                                                                

•    !*amazon.com*                                                                 

•    !*.microsoft.com/*                                                            

•    !*flickr.com*                                                                 

•    !http://*myspace.com*                                                         

•    @*//www.svbconnect.com/security/challengeVerify.do                            

•    https://chsec.wellsfargo.com/login/login.fcc                                  

•    http://ultrex.info/webstat/03/03x.htm                                         

•    https://wellsoffice.wellsfargo.com/portal/signon/index.jsp?UpdateProfileInfo  

•    */my.ebay.com/*CurrentPage=MyeBayPersonalInfo*                                

•    *.ebay.com/*eBayISAPI.dll?*                                                   

•    https://www.us.hsbc.com/*                                                     

•    https://online.wellsfargo.com/das/cgi-bin/session.cgi*                        

•    https://www.paypal.com/*/webscr?cmd=_account                                  

•    https://www.paypal.com/*/webscr?cmd=_login-done*                              

•    https://www#.usbank.com/internetBanking/LoginRouter                           

•    https://www#.citizensbankonline.com/*/index-wait.jsp                          

•    https://onlinebanking.nationalcity.com/OLB/secure/AccountList.aspx            

•    https://www.suntrust.com/portal/server.pt*parentname=Login*                   

•    https://www.53.com/servlet/efsonline/index.html*                              

•    https://web.da-us.citibank.com/*BS_Id=MemberHomepage*                         

•    https://onlineeast#.bankofamerica.com/cgi-bin/ias/*/GotoWelcome               

•    https://online.wamu.com/Servicing/Servicing.aspx?targetPage=AccountSummary    

•    https://businessonline.tdbank.com/CorporateBankingWeb/Core/Login.aspx*        

•    https://online.citibank.com/*                                                 

•    https://webexpress.tdbanknorth.com/wcmfd/wcmpw/CustomerLogin                  

•    https://onb.webcashmgmt.com/wcmfd/wcmpw/CustomerLogin                         

•    https://www.sterlingwires.com/                                                

•    https://ffce.webcashmgmt.com/wcmfd/wcmpw/CustomerLogin                        

•    https://web3.secureinternetbank.com/ebc_ebc1961/ebc1961.asp*                  

•    https://trading.scottrade.com/home/default.aspx                               

•    https://www.svbconnect.com/security/integratedLoginAuth.do                    

•    https://www.svbconnect.com/useraccess/Login.jsp                               

•    https://www.svbconnect.com/*                                                  

•    https://chaseonline.chase.com/MyAccounts.aspx                                 

•    https://www.securechemicalbankmi.com/onlineserv/CM/  
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Zeus now… 

• This Zbot/Zeus v3 version is an evolved mutation of Zbot 2 

– The versions we discuss are related to changes in behavior of the 

malware not actual software versions 

• Now in addition to collecting credentials, also actively participating as 

a Man-in-the-Browser attack 

– Reassembling partial credentials supplied by the victim 

– Injecting its own transactions into a users banking session 

– Re-writing on-screen account balances & hiding its transactions 

– Re-generating pdf delivered statements 

• Unlike older versions, this one focused specifically on online banking 

– This particular attack targeted just one financial institution 

– Waited for a minimum account balance ~US$1000 

– Communicated with C&C using SSL, based on a legitimate certificate 

– Each transfer between US$500-$2500 
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Man-in-the-Browser attacks 

• Subset of Man-in-the-middle attacks 

• Attack is running inside the victims 

computer 

• Generally used to collect advanced 

credentials or take over transactions 

to web based applications 

• Most seen in Internet banking 

attacks, example of configuration 

screen… 

 

• Recent M86 whitepaper:- 

http://www.m86security.com/labs/resources.asp 
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*Example from another Internet Banking attack 

http://www.m86security.com/labs/resources.asp
http://www.m86security.com/labs/resources.asp


Hijacked Transaction Sequence 

The Trojan then updated the data in the form and sent it to the bank to complete the transaction. The bank 
received the requested operation and sent back the transaction result as the Trojan continued to listen to the bank 

response, reporting it to the C&C system. 

After analyzing the data, the system determined whether the user had enough money in the account. It selected 
the most appropriate mule account to retrieve the money, wrapped all the data, and sent it back to the Trojan 

installed on the victim’s machine. 

After the user submitted the transaction form, the relevant data was sent to the C&C system instead of the bank 

Once the user accessed the transactional section of the site, the Trojan reported to the C&C. It then received new 
JavaScript code to replace the original bank JavaScript that was used for the transaction form. 

After the user logged in to his personal banking account, it appears the Trojan transferred the login ID, date of 
birth, and a security number to the C&C server 

The malware began reporting to a different C&C server once the user accessed the desired bank.  
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The Cyber-crime gang 

Exploit Kit 

Creator 

Exploit 
Creator 

Botnet/ 

Exploit Kit 
Operator 

Web 
Traffic 

Provider 

Money 
Mule 

Recruiter 

Money 
Mule 

19 

• Each role has a specific function 

• Some Individuals do multiple roles 

• Money mules are typically innocent 

bystanders with accounts in the 

country being targeted 

 

 

  



How do you defend yourself? (For individuals) 

• Keep all your applications and operating system up to date with security 

patches 

• Make sure your AV product is up to date, consider running multiple 

products, some banks offer them for free, M86 Security also offers 

SecureBrowsing 

• Consider using less popular applications for web browsing, pdf viewing etc., 

these are less targeted with vulnerability exploits 

• Be suspicious of any web link in email, any 3rd party plug-in or codec update 

• Know what your bank balance should be at all times, and validate with 

means other than Internet Banking 

– ATM balance 

– Telephone banking 

– Visit a branch 

• Do you need to have the ability to transfer to 3rd party external accounts 

active? 
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How do you defend yourself? (For Businesses) 

• Review all currently deployed Internet security products:- 

– Ensure you are running reactive controls like AV scanning/URL Filtering 

from reputable vendors 

– Also layer in with newer innovative technologies like M86 Securities 

Real-time code analysis 

– Ensure these solutions are scanning all web content, from all websites 

(This attack was based on legitimate sites never previously infected) 

• Educate all staff to the perils of Internet use 

• Look to tighten up access to:- 

– Executable files needed by all staff? 

– All staff need access to all types of websites? 

– How are remote/mobile staff protected? 

These measures will not guarantee protection but will raise your security 

posture 
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How did our customers fare? 
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Exploit Vulnerability – Zeus Attack   

Adobe Vulnerability from 2009 still being used for successful attacks 

Code snippet, Zeus injecting its own transaction 



Exploit Vulnerability – Zeus Attack  

Active real-time code analysis combined with behavioral analysis is essential to detect  

and stop stealthy crimeware that targets unknown and un-patched vulnerabilities 



All vulnerabilities exploited successfully detected 
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1. IE MDAC Vulnerability CVE-2006-0003 

2. Adobe Reader Collab GetIcon Vulnerability - CVE-2009-0927 

3. Adobe Reader CollectEmailInfo Vulnerability - CVE-2007-5659 

4. Adobe Reader newPlayer Vulnerability CVE-2009-4324 

5. Java Development Kit Vulnerability CVE-2008-5353 

6. Java Web Start Vulnerability - CVE-2010-1423   
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Conclusions 

• Demonstrated yet again the importance of Real-time code analysis 

• Organizations need to be effectively layering reactive & proactive 

controls 

• Application security patches still not being installed in a timely 

manner 

• Financial Institutions have very secure applications and websites but 

now their customers are the ones being targeted, an area they have 

much less control over, and this has an impact on reputation 

• Man-in-the-middle attacks take sophistication to a whole new level 

• User education can go a long way to staying safe 
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Questions? 

http://www.m86security.com/documents/p

dfs/security_labs/cybercriminals_target_o

nline_banking.pdf 
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