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Key Points

• Of the 15 most exploited vulnerabilities observed by M86 Security 
Labs, four involved Adobe Reader and five were for Internet Explorer. 

• Most exploits were first reported more than a year ago and have been 
addressed by the software vendors, highlighting the need to keep 
software updated with the latest versions and patches.

• Advanced Persistent Threat attacks made headlines after being used 
against commercial organizations such as Google and Adobe.

• More Java-based vulnerabilities have been actively exploited, 
reflecting the exploits’ high “success rate” for attackers.

• Mass website infections continue to be a huge problem, as attackers 
use botnet malware, such as Asprox, to carry out automated mass 
attacks.

• Anti-detection techniques proliferated as cybercriminals aim to stay 
under the radar as long as possible.
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Security Labs Statistics
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World Malware Map
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• Geo-location of Malicious Code Hosted on Servers in the First Half of 2010



Top 15 Most Observed Vulnerabilities- 1H 2010
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• Vulnerability patch update times are definitely getting better
• Not seeing the same gain in the actual time organizations update their 

application installations



Spam Statistics - Volume
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• Spam volumes ebb and flow but are generally climbing, seemingly uninhibited
• Botnet takedowns, hosting takedowns all have short term gains but little 

impact longer term



Spam Statistics - Source
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• Rustock is the dominant Botnet
• Pharmaceuticals primary category
• Rustock primarily spammed 

Canadian Pharmacy Spam in June 
2010



Spam Domain Lifetimes
• Nearly all spam messages contain at least one link to a Website
• Spammers register new domains regularly in an attempt to keep 

ahead of Web and email filters 
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Malicious Spam

• Email remains a key vector for the distribution and advertising of 
malware

• biggest concerns arise from malicious attachments, and blended 
threats – where spam contains a link to a malicious Web page
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Events and Trends from 1H, 2010
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Operation Aurora
The Emergence of Advanced Persistent Threats in the Commercial World

• APT is a collection of individual attacks aimed against an 
organization over a period of time

• Google first to announce it had been compromised by a APT, 
followed by Juniper, Abode & Rackspace

• In The past APT’s had only been used against nation state 
governments and terrorism by intelligence organizations

• Aurora started by using the social networks of targeted employees 
to encourage them to click on an infected link, then backdoors 
installed and the attack widens to find more vulnerable machines 
and higher security privileges

• Main concern here is that these more complex attacks follow the 
route of the simpler one off attacks, attack kits created that widen 
access and lower the knowledge required to initiate attacks

12



The Ongoing Battle of Trust and Privacy
Why the Continued Debate of Privacy and Security of Data is Important

• Privacy concerns becoming a major issue for companies like Google 
with their Wi-Fi scanning street-view cars and Facebook

• Targeting the social networks of targeted victims is a very popular 
way the cyber-criminal has to deploy successful attacks

• Sites need to look to err more on the side of caution with users 
privacy

• Rapid feature development and Open API’s cause further issues
• Users should be looking at the privacy credentials of any new sites 

they are joining
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Combined Attacks: Flash and JavaScript
The Newest Technique to Combat Proactive Security Controls

• Code obfuscation in attacks is now normal as hackers use this 
technique to bypass the simpler reactive security controls

• Proactive technologies such as real-time code analysis have been 
developed to address these types of attacks by analyzing each 
piece of active content

• New combined attacks only observed this year can bypass these 
newer proactive controls by appearing benign when examining code 
separately but only execute when the portions are run together as 
they would in a browser

• Implementing Behavioral analysis catches this, many leading SWG’s 
are open to this attack
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It’s All About Evasion
The Aim is to Stay Under the Radar for as Long as Possible

• To be as successful as possible, attackers need to evade as many 
security solutions as possible
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• Past Evasive techniques have 
been to avoid sending a 
particular malicious code 
sample to the same IP 
address twice – dynamic 
malware creation

• Now we have seen more 
targeted evasive behavior to 
dodge common web security 
analysis tools and directly test 
to see if their infected domain 
is listed in any common 
blacklists



Java-based Exploits on the Rise
Not to be Confused with “JavaScript”

• Use of actual Java based 
exploits is rising

• Java is widely deployed 
like the other popular 
attack vectors

• Most popular Java 
related exploits detailed 
in the report
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Twitter Attacks and URL Shorteners
As Spam and Phishing Continue to Plague the Service, Twitter Takes Action

• Our last report highlighted the growing trend towards the abuse of 
URL shortening services. Masking the destination site behind 
commonly used short URLs makes it easier to convince users to 
click on malicious links 

• Late Feb 2010, twitter was hit with multiple phishing attacks on its 
service, twitter then launched their own shortening service

• That's great but it is still not being used with direct messages sent 
through Smartphone's
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Mass Website Compromises
Automation Is the Name of the Game when it Comes to Mass Website Hacks

• Infected websites are the stock in trade for any cyber-criminal, they 
need infected sites to drive traffic to in order to get infected

• June 2010 saw the return to life of the Asprox Botnet, apart from 
sending Spam it was also now using SQL injection techniques to 
infect vulnerable ASP based sites on a large scale

• In the course of 2 days we observed 12,800 sites being infected
• Bot also ran a customized Google search to find more vulnerable 

websites
• Gootkit also active using stolen FTP credentials
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Malicious Spam Examples
Still a significant attack vector

• Normal mix of blended threats 
and actual malicious 
attachments

• PDF attachments exploiting 
recently announced 
vulnerabilities

• Embedded executables in 
RTF files

• Malicious HMTL attachments
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Conclusions

• Several themes emerge:-
– Most common exploits tend to target old vulnerabilities
– Adobe reader/Acrobat and Internet Explorer continue to be favorite 

targets for attackers
– Rise of attacks in Java
– Vulnerabilities being exploited are commonly already patched by the 

vendor

• Demonstration of the continuing cat and mouse game between 
attackers and security providers, as seen by the instances of more 
evasive attacks

• Users need to be concerned over privacy and privacy settings
• Botnets play a significant role in the threat landscape, the attackers 

weapon of choice providing distributed computing power and 
anonymity – at next to no cost
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Recommendations

1. Review your current Security Products

2. Education is paramount

3. Stay up to date

4. Consider using browser add-ons/extensions to add an additional 
layer of security

5. Review and familiarize yourself with privacy settings
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