
Safe and Social: Web 2.0 in the 
Enterprise

June 2010



Today’s Speakers
Michael Osterman
President, Osterman Research, Inc.
Michael is the president and founder of Osterman Research. He has more than 

27 years experience in the high-tech research industry and has spent nearly 
16 years following the messaging and collaboration industries. Prior to 
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Malware 2.0: Current Overview



Customer Challenge for 2010: Web-based Threats

Web-based Threats

92% Of new threats come 
from the Web

Increase in Web 671% Increase in Web 
malware over 2008

84% Web malware from 
legitimate sites*

*Source: Websense



Why has malware shifted to the Web so quickly?

• Most organizations have secured the Email gateway well, that’s where 

• Low hanging fruit: It’s the 
easiest way in!

• Very high success rates of 
infection as seen from this 
attack toolkit screenshot 
from the LuckySploit kit

• Most organizations have secured the Email gateway well, that’s where 
Malware used to come from

• Now on the Web gateway, if anything they might have URL filtering and 
perhaps AV scanning on their Web gateways

• Web applications bridge a gap between the internet and an organizations 
internal infrastructure, they are a big target

• People are suspicious of email, less so of a well known website or social 
networking site



Hacked Legitimate Sites 
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Dynamic Malicious Code
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Required Controls

• Security driven controls might be the most important but don’t 
assume that's all you need

• Productivity controls such as ability to control access by time of day, 
by volume of data etc are also an important part of an AUP

• Look for newer capability such as:-
– DLP driven content controls also rising in importance
– Dynamic web page content categorization
– Social Networking controls



Strong Foundation
Current M86 Security Products

Compliance

/
��%���

Web Security

Anti-virus
Malware Detection
Application Control

Messaging Security

Anti-virus
Malware Detection
Outbound Security

Reporting

Granular Reporting
Real-time Monitoring

Compliance

Encryption
Data Loss Prevention
Archiving

"	# ���	
���#���
�

Appliances Software Cloud Service (SaaS)



True real-time, deep, content inspection on actual 
content that users are accessing

26

• Inspection and scanning active on the actual
stream of Web and email content users are 
accessing

• Use innovative code analysis and behavioral 
techniques to detect malicious intent of new & 
emerging threats

• Strip any malicious content & deliver safe



Proving the protection – auditing & reporting
• Very important to ensure the solution you use delivers the reporting 

and auditing requirements you require
– Customized reporting
– Automated & regular scheduled reporting
– Logging Classifications
– Email notifications of policy actions



Final thoughts

• No one size fits all: When defining AUP/Governance type policies 
don’t expect to be able to do everything out of the box, 
customization for your organizations particular requirements is key

• Be careful to get the right mix between security controls and user 
privacy: Be aware of any local laws you need to abide by, can you 
scan 100% of all SSL traffic?

• Ensure that you enforce your policies consistently across all staff• Ensure that you enforce your policies consistently across all staff
• Act when you need to
• Be open and transparent in defining policies, get user feedback, 

user testing to help with acceptance
• Don’t expect they will notice nothing when you implement!

CONTROL THE RISK



Questions?

***Look for upcoming whitepaper on Web 2.0 Security

Michael Osterman
President, Osterman Research, Inc.

Bradley AnstisBradley Anstis
VP of Technical Strategy, M86 Security


