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President, Osterman Research, Inc.

Michael is the president and founder of Osterman Research. He has more than
27 years experience in the high-tech research industry and has spent nearly
16 years following the messaging and collaboration industries. Prior to
founding Osterman Research in 2001, Michael was the Vice President of
Market Research for Creative Networks, and has held senior analyst
positions with SRI International and Ryan Hankin Kent.
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VP of Technical Strategy, M86 Security

Bradley is responsible for Technical Strategy at M86 Security and primary
spokesperson for the company on aspects related to the evolution of the
technical and strategic product direction beyond the immediate roadmap.
Bradley also heads up the M86 Security Labs which provides 24/7
monitoring of email and Internet traffic to ensure that M86 keeps ahead of
emerging threats, security trends and market requirements to provide
solutions that protect customers from the latest threats and attacks to their
electronic communication channels. M_;
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Employee use of the Web “ 60% l l'
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Malware 2.0: Current Overview

Real-Time Security for the Borderless Network




Customer Challenge for 2010: Web-based Threats

Web-based Threats

Total Number of Unique Samples in AV-Test.org's Malware Collection
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Why has malware shifted to the Web so qwckly’?
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« Most organizations have secured the Email gateway well, that’'s where
Malware used to come from

 Now on the Web gateway, if anything they might have URL filtering and
perhaps AV scanning on their Web gateways

 Web applications bridge a gap between the internet and an organizations
internal infrastructure, they are a big target

« People are suspicious of emaill, less so of a well known website or SW’—;;

networking site SECURITY




Hacked Legitimate Sites

BlueCoat

Web Page Review Process

The page you want reviewed is A idsusa.0rd (ched another site)
This page is currently categoriged as Sports/Recreation , and SocietwDaily Living
Last Time RatediReviewed: = 7 tag O
Ifyou feel these categories are CORRECGT, click here to learn more ahout yvour Internet Use Policy.

Ifyou feelthese categories are INCORRECT, please fill out the form below to have the weh page reviewed.,
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Dynamic Malicious Code
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Required Controls

e Security driven controls might be the most important but don’t
assume that's all you need

* Productivity controls such as ability to control access by time of day,
by volume of data etc are also an important part of an AUP

* Look for newer capability such as:-
— DLP driven content controls also rising in importance
— Dynamic web page content categorization
— Social Networking controls
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Strong Foundation
Current M86 Security Products
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Anti-virus Anti-virus Granular Reporting Encryption
Malware Detection Malware Detection Real-time Monitoring Data Loss Prevention
Application Control Outbound Security Archiving
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Software Cloud Service (SaaS)

Appliances




True real-time, deep, content inspection on actual
content that users are accessing

-
® http

4

e Inspection and scanning active on the actual
stream of Web and email content users are
accessing

« Use innovative code analysis and behavioral
techniques to detect malicious intent of new &
emerging threats

e Strip any malicious content & deliver safe 26



Proving the protection — auditing & reporting

* Very important to ensure the solution you use delivers the reporting
and auditing requirements you require

— Customized reporting

— Automated & regular scheduled reporting
— Logging Classifications

— Email notifications of policy actions




Final thoughts

* No one size fits all: When defining AUP/Governance type policies
don’t expect to be able to do everything out of the box,
customization for your organizations particular requirements is key

» Be careful to get the right mix between security controls and user
privacy: Be aware of any local laws you need to abide by, can you
scan 100% of all SSL traffic?

* Ensure that you enforce your policies consistently across all staff
e Actwhen you need to

 Be open and transparent in defining policies, get user feedback,
user testing to help with acceptance

* Don’t expect they will notice nothing when you implement!

CONTROL THE RISK



Questions?

***Look for upcoming whitepaper on Web 2.0 Security

Michael Osterman
President, Osterman Research, Inc.

Bradley Anstis
VP of Technical Strategy, M86 Security



