
Digital Certificate Updates 
A fraudulent certificate could be used to spoof content, perform phishing attacks, or 
perform man-in-the-middle attacks against all Web browser users.  This is due to CA 
certificates belonging to DigiNotar being compromised. 
 
The following CA certificates have become untrusted by SWG as a result: 
 
DigiNotar Root CA 
DigiNotar Root CA G2 
DigiNotar PKIoverheid CA Overheid 
DigiNotar PKIoverheid CA Organisatie - G2 
DigiNotar PKIoverheid CA Overheid en Bedrijven 
 
This change can be observed and verified via the product's web administration interface 
under Administration > System Settings > Digital Certificates. These certificates have 
been removed from the "M86 Security Trusted Root CA" and can now be found under 
"M86 Security Untrusted Publishers". 
 
Fraudulent certificates issued following this incident are known to have been used in 
active attacks. As such, customers are highly advised to install this update. 
 
 

Security Update No.120 Release Notes 
Secure Web Gateway Web Appliance Series customers will receive constant updates 
from M86 Security, based on M86 Security Malware Lab findings. 
 

TRY BEFORE YOU BUY 

M86 Security offers free product trials and evaluations. Simply contact us or visit 
www.m86security.com/downloads 
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