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Formatting Conventions

This manual uses the following formatting conventions to denote specific information.

Format and Meaning

Symbols

Blue Underline A blue underline indicates a Web site or email address.

Bold Bold text denotes UI control and names such as commands, menu items, tab and field

names, button and check box names, window and dialog box names, and areas of windows
or dialog boxes.

Code Text in this format indicates computer code or information at a command line.

Italics Italics are used to denote the name of a published work, the current document, or another
document; for text emphasis; or to introduce a new term. In code examples italics indicate a
placeholder for values and expressions.

[Square brackets] In code examples, square brackets indicate optional sections or entries.

/ i Note: This symbol indicates information that applies to the task at hand.

Tip: This symbol denotes a suggestion for a better or more productive way to use the prod-

[ g uct.

Caution: This symbol highlights a warning against using the product in an unintended man-

: ' ner.
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1 Introduction

The Trustwave Web Filter Authentication Guide contains information about setting up authentication on
the network.

1.1 About this Guide

This Guide addresses the network administrator designated to configure and manage the Web Filter on the
network.

This section provides information on how to use this Guide, and also includes an overview of filtering com-
ponents and authentication solutions.

Sections 2 and 3 describe the Web Filter Administrator console entries that must be made in order to pre-
pare the network for using authentication for LDAP domains.

information on installing the unit on the network. This document also provides information on how to
access the Web Filter Administrator console to perform the initial installation setup defined in Chapter 2:
Network Setup.

i Tip: Refer to the Trustwave Web Filter Installation Guide or Trustwave WFR Installation Guide for

After all settings have been made, authentication is ready to be used on the network. Section 4 explains
how to assign groups and members for management by Sub Admin group administrators, and how group
administrators create and maintain filtering profiles for entities in their assignment.

Section 5 outlines the step you need to take to test and to activate your settings before deploying authen-
tication on the network.

Appendices include: instructions on authentication operations; information on how to obtain or export an
SSL certificate and upload it to the Web Filter; notes on customizations to make on specified LDAP servers;
filtering profile file components and setup; and tips on how to override pop-up windows with pop-up
blocker software installed.

1.2 How to Use this Guide
1.2.1 Terminology

The following terms are used throughout this Guide. Sample images (not to scale) are included for each
item.

e alert box - a message box that opens in response to an entry you x|
made in a dialog box, window, or screen. This box often contains a .

. A . \V Successfully saved Alert emailis).
button (usually labeled “"OK") for you to click in order to confirm or

execute a command.

e button - an object in a dialog box, window, or screen that can be clicked with your ——
Execut
mouse to execute a command. [xi]

Introduction
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e check box - a small square in a dialog box, window, or screen used for indicating
whether or not you wish to select an option. This object allows you to toggle between

[+ Profile

two choices. By clicking in this box, a check mark or an “X” is placed, indicating that you selected the

option. When this box is not checked, the option is not selected.

o dialog box - a box that opens in response to a command made in
a window or screen, and requires your input. You must choose an
option by clicking a button (such as “Yes” or “No”, or “Next” or
“Cancel”) to execute your command. As dictated by this box, you

~

Select an Dption

y Are you sure you want to apply the changes?

| Mo |

£

also might need to make one or more entries or selections prior to
clicking a button.

o field - an area in a dialog box, window, or screen that either accommo-
dates your data entry, or displays pertinent information. A text box is a
type of field.

o frame - a boxed-in area in a dialog box, window, or screen that includes a
group of objects such as fields, text boxes, list boxes, buttons, radio buttons,
check boxes, and/or tables. Objects within a frame belong to a specific func-
tion or group. A frame often is labeled to indicate its function or purpose.

Short Mame ICHAT

Page Content
[V Basic
[ Filter Info

[ Override Account

Date Filename Cantent

e grid - an area in a frame that displays rows and columns

Comment

WJul 22, 2003 lib1 tar.oz LIBRARY_ONLY

backup old library

WJul 23, 2003 configd.tar.gz COMNFIG_ONLY

backup old configurations

of data, as a result of various processes. This data can be

0l 22, 2003 config dargz  |CONFIG_ONLY

testing

lJul 22, 2003 bath tar.gz

CONFIG_AND_LIBRARY  |backup library and configs

reorganized in the Administrator console, by changing the
order of the columns.

e list box - an area in a dialog box, window, or screen that accommodates and/or
displays entries of items that can be added or removed.

e navigation panel - the panel that displays at the left of a screen. This panel
can contain links that can be clicked to open windows or dialog boxes at the right of
the screen. One or more tree lists also can display in this panel. When an item in the
tree list is clicked, the tree list opens to reveal items that can be selected.

Introduction
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Al Groups

Cert Publishers
DnslUpdateProxy

Domain Admins

Domain Computers

Domain Controllers

Domain Guests

Domain Users

Enterprise Admins

Group Policy Creator Cwners
MTS Trusted Impersonators

VS Library

Upiiates

- Liarary Lookup
Customer Feedback hiodle
Category Weight System
NNTP Newsgroup

- Category Graups

]
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13

pop-up box or pop-up window - a box or window that opens after T i
you click a button in a dialog box, window, or screen. This box or win- 2 e Teeeinnursies e
dow may display information, or may require you to make one or more A s e
entries. Unlike a dialog box, you do not need to choose between Ereran el ks 4 il b st

this address to test the SMTP Server settings
options.

P [

pull-down menu - a field in a dialog box, window, or screen that con- [Defaut =]

tains a down-arrow to the right. When you click the arrow, a menu of
items displays from which you make a selection.

radio button - a small, circular object in a dialog box, window, or screen used for
selecting an option. This object allows you to toggle between two choices. By click-
ing a radio button, a dot is placed in the circle, indicating that you selected the option. When the circle
is empty, the option is not selected.

= on  Off

screen - a main object of an application that displays across
your monitor. A screen can contain panels, windows, frames,
fields, tables, text boxes, list boxes, icons, buttons, and radio
buttons.

weorier  RATrustwave:

—_—

sub-topic - a subset of a main topic that displays as a menu E-cg_gm e,

item for the topic. The menu of sub-topics opens when a perti-
nent topic link in the left panel—the navigation panel—of a s
screen is clicked. If a sub-topic is selected, the window for that | e
sub-topic displays in the right panel of the screen, or a pop-up ) andhwidth

window or an alert box opens, as appropriate.

text box - an area in a dialog box, window, or screen that accommodates your data entry. A text box
is a type of field. (See “field".)

topic - a topic displays as a link in the left panel—the

weoFiter B Trustwave:
navigation panel—of a screen. By clicking the link for
a topic, the window for that topic displays in the right
panel of the screen, or a menu of sub-topics opens.
Introduction
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e tree - a tree displays in the navigation panel of a screen, and is comprised of @ & category Groups
hierarchical list of items. An entity associated with a branch of the tree is pre- e
ceded by a plus (+) sign when the branch is collapsed. By double-clicking the [-Businessinvestmerts
item, a minus (-) sign replaces the plus sign, and any entity within that branch of
the tree displays. An item in the tree is selected by clicking it.

Explicit Art
DhecenelTasteless
PornographyiAduft Co
i R Rated
E-Bandwicth
--Businessﬂnvestments

e window - a window displays on a screen, and can contain frames, fields, EE—  —— x|
text boxes, list boxes, buttons, check boxes, and radio buttons. A window  zerenowesaing i customerFeedbaktiotie-
for a topic or sub-topic displays in the right panel of the screen. Other ;zh,:;;j:t{ig';ﬁ”;é";%fj;;lgah”;,";‘f"';,g'v"g:;;j';mvD,
types of windows include pop-up windows, login windows, or ones from

the system such as the Save As or Choose file windows.

I'have read the above information and agree to
artivate the Customer Feedback Module.

[ Cenicel ] Accept

1.3 Filtering Elements

Filtering operations include the following elements: groups, filtering profiles and their components, and
rules for filtering.

1.3.1 Group Types

In the Policy section of the Administrator console, group types are structured in a tree format in the navi-
gation panel. There are four group types in the tree list:

e Global Group
e IP groups
e LDAP domain groups

e Note: If authentication is enabled, the global administrator—who has all rights and permissions on the
@ Web Filter—will see all branches of the tree: Global Group, IP, and LDAP. If authentication is disabled, only
the Global Group and IP branches will be seen.

A group administrator will only see entities assigned to him/her by the global administrator.

Introduction
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1.3.1.1 Global Group

The first group that must be set up is the global group, represented in the tree structure by the global

icon @ . The filtering profile created for the global group represents the default profile to be used by all
groups that do not have a filtering profile, and all users who do not belong to a group.

1.3.1.2 IP Groups

=]
The IP group type is represented in the tree by the IP icon . A master IP group is comprised of sub-

group members and/or individual IP members .

The global administrator adds master IP groups, adds and maintains override accounts at the global level,
and establishes and maintains the minimum filtering level.

The group administrator of a master IP group adds sub-group and individual IP members, override
account and time profiles, and maintains filtering profiles of all members in the master IP group.

Figure 1: IP diagram with a sample master IP group and its members

..

IP Groups

!

Master IP Group

e 2 =)

Sub Group Sub Group Individual IP
209.11.120.0/24 210.11.110.0/32 211.11.108.4

1.3.1.3 LDAP Domain Groups

An LDAP (Lightweight Directory Access Protocol) domain on a network server is comprised of LDAP groups
and their associated members (users), derived from profiles on the network’s authentication server.

The LDAP group type is represented in the tree by the LDAP icon . This branch will only display if
authentication is enabled. Using the tree menu, the global administrator adds and maintains LDAP

domains .:Eu, and assigns designated group administrators (Sub Admins) access to specific entities
(nodes) within that domain. The group administrator creates and maintains filtering profiles for nodes
assigned to him/her. For Active Directory or “Other” server types, these nodes include primary or static
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and users. For Novell eDirectory, Sun One, Sun IPlanet, or Netscape Directory server types, these nodes

also include dynamic groups &% If users belong to more than one group, the global administrator sets the
priority for group filtering.

Figure 2: LDAP domain diagram, with sample groups and members
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1.3.2 Filtering Profile Types

A filtering profile is used by all users who are set up to be filtered on the network. This profile consists of
rules that dictate whether a user has access to a specified Web site or service on the Internet.

The following types of filtering profiles can be created, based on the set up in the tree menu of the Policy
section of the console:

e Global Group

e global filtering profile - the default filtering profile positioned at the base of the hierarchical tree
structure, used by end users who do not belong to a group.

e IP group (Master Group)
e master group filtering profile - used by end users who belong to the master group.
e master time profile - used by master group users at a specified time.
e [P group member
e sub-group filtering profile - used by a sub-group member.
e individual filtering profile - used by an individual IP group member.

e time profile - used by a sub-group/individual IP group member at a specified time.
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e Authentication filtering profiles
e LDAP group filtering profile - used by an LDAP group.

e LDAP workstation filtering profile - used by an LDAP workstation in an LDAP domain. This is a
static profile that is tied to the IP address of a given workstation and not to a particular user.

e LDAP member filtering profile - used by an LDAP group member.
» LDAP container filtering profile - used by an LDAP container in an LDAP domain.
e LDAP time profile - used by an LDAP entity at a specified time.
e Other filtering profiles
e override account profile - set up in either the global group section or the master group section of

the console.

Note: An override account set up in the master IP group section of the Web Filter Administrator console
takes precedence over an override account set up in the global group section of the console.

e lock profile - set up under X Strikes Blocking in the Filter Options section of the profile.

e Radius profile - used by end users on a Radius accounting server if the Radius server is connected
to the Web Filter and the Radius authentication feature enabled.

e TAR profile - used if a Trustwave Security Reporter (SR) or Trustwave Threat Analysis Reporter
(TAR) is connected to the Web Filter and an end user is locked out by the TAR module when
attempting to access blocked content in a library category.

1.3.2.1 Static Filtering Profiles

Static filtering profiles are based on fixed IP addresses and include profiles for master IP groups and their
members.

1.3.2.1.1 Master IP Group Filtering Profile

The master IP group filtering profile is created by the global administrator and is maintained by the group
administrator. This filtering profile is used by members of the group—including sub-group and individual IP
group members—and is customized to allow/deny users access to URLs, or warn users about accessing
specified URLSs, to redirect users to another URL instead of having a block page display, and to specify
usage of appropriate filter options.

1.3.2.1.2 IP Sub-Group Filtering Profile

An IP sub-group filtering profile is created by the group administrator. This filtering profile applies to end
users in an IP sub-group and is customized for sub-group members.

1.3.2.1.3 Individual IP Member Filtering Profile

An individual IP member filtering profile is created by the group administrator. This filtering profile applies
to a specified end user in a master IP group.
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1.3.2.2 Active Filtering Profiles

Active filtering profiles include the global group profile, LDAP authentication profile, override account pro-
file, time profile, and lock profile.

1.3.2.2.1 Global Filtering Profile

The global filtering profile is created by the global administrator. This profile is used as the default filtering
profile. The global filtering profile consists of a customized profile that contains a list of library categories
to block, open, add to a white list, or assign a warn setting, and service ports that are configured to be
blocked. A URL can be specified for use instead of the standard block page when users attempt to access
material set up to be blocked. Various filter options can be enabled.

1.3.2.2.2 LDAP Filtering Profiles

A filtering profile for an LDAP group, workstation, member, or container is created by the group administra-
tor assigned to that entity within a domain.

For group profiles, if users belong to more than one group, all groups to which they belong must be ranked
to determine the priority each filtering profile takes over another.

For workstation profiles, the profile remains at a given workstation set up within an LDAP domain, so that
any user who logs into that workstation will use the same profile as the previous user who logged onto
that machine.

1.3.2.2.3 Override Account Profile

If any user needs access to a specified URL that is set up to be blocked, the global administrator or group
administrator can create an override account for that user. This account grants the user access to areas set
up to be blocked on the Internet.

1.3.2.2.4 Time Profile

A time profile is a customized filtering profile set up to be effective at a specified time period for desig-
nated users.

1.3.2.2.5 Lock Profile

This filtering profile blocks the end user from Internet access for a set period of time, if the end user’s pro-
file has the X Strikes Blocking filter option enabled and he/she has received the maximum number of

strikes for inappropriate Internet usage.

WFR Administrator Guide for additional information on the Override Account Profile, Time Profile, and

Note: Refer to the Trustwave Web Filter Administrator Guide, or the Web Filter portion of the Trustwave
@ Lock Profile.

1.3.3 Filtering Profile Components
Filtering profiles are comprised of the following components:

e library categories - used when creating a rule, minimum filtering level, or filtering profile for the global
group or any entity
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e service ports - used when setting up filter segments on the network, creating the global group
(default) filtering profile, or establishing the minimum filtering level

e rules - specify which library categories should be blocked, left open, assigned a warn setting, or white
listed

o filter options - specify which features will be enabled: X Strikes Blocking, Google/Bing/Yahoo!/Ask/AOL
Safe Search Enforcement, Search Engine Keyword Filter Control, URL Keyword Filter Control

e minimum filtering level - takes precedence over filtering profiles of entities who are using a filtering
profile other than the global (default) filtering profile

o filter settings - used by service ports, filtering profiles, rules, and the minimum filtering level to indi-
cate whether users should be granted or denied access to specified Internet content

1.3.3.1 Library Categories

A library category contains a list of Web site addresses and keywords for search engines and URLs that
have been set up to be blocked or white listed. Library categories are used when creating a rule, the mini-
mum filtering level, or a filtering profile.

1.3.3.1.1 Trustwave Supplied Categories

Trustwave furnishes a collection of library categories, grouped under the heading “Category Groups”
(excluding the “Custom Categories” group). Updates to these categories are provided by Trustwave on an
ongoing basis, and administrators also can add or delete individual URLs within a specified library cate-

gory.

1.3.3.1.2 Custom Categories

Custom library categories can be added by either global or group administrators. As with Trustwave sup-
plied categories, additions and deletions can be made within a custom category. However, unlike Trust-
wave supplied categories, a custom category can be deleted.

Note: Trustwave cannot provide updates to custom categories. Maintaining the list of URLs and keywords
is the responsibility of the global or group administrator.

1.3.3.2 Service Ports

Service ports are used when setting up filter sesgments on the network (the range of IP addresses/net-
masks to be detected by the Web Filter), the global (default) filtering profile, and the minimum filtering
level.

When setting up the range of IP addresses/netmasks to be detected, service ports can be set up to be
open (ignored). When creating the global filtering profile and the minimum filtering level, service ports can
be set up to be blocked or filtered.

Examples of service ports that can be set up include File Transfer Protocol (FTP), Hyper Text Transfer Pro-
tocol (HTTP), Network News Transfer Protocol (NNTP), Secured HTTP Transmission (HTTPS), and Secure
Shell (SSH).
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1.3.3.3 Rules

A rule is comprised of library categories to block, leave open, assign a warn setting, or include in a white
list. Access to an open library category can be restricted to a set number of minutes. Each rule that is cre-
ated by the global administrator is assigned a number. A rule is selected when creating a filtering profile for
an entity.

1.3.3.4 Minimum Filtering Level

The minimum filtering level consists of library categories set up at the global level to be blocked or
opened, and service ports set up to be blocked or filtered. If the minimum filtering level is created, it
applies to all users in IP and LDAP groups, and takes precedence over filtering settings made for group,
member, and workstation filtering profiles.

The minimum filtering level does not apply to any user who does not belong to a group, and to groups that
do not have a filtering profile established.

® Note: If the minimum filtering level is not set up, global (default) filtering settings will apply instead.

If an override account is established at the IP group level for a member of a master IP group, filtering set-
tings made for that end user will override the minimum filtering level if the global administrator sets the
option to allow the minimum filtering level to be bypassed. An override account established at the global
group level will automatically bypass the minimum filtering level.

1.3.3.5 Filter Settings

Categories and service ports use the following settings to specify how filtering will be executed:

e block - if a category or a service port is given a block setting, users will be denied access to the item
set up as “blocked”

e open - if a category or the filter segment detected on the network is given an open (pass) setting,
users will be allowed access to the item set up as “opened”

@ Note: Using the quota feature, access to an open category can be restricted to a defined number of
minutes.

e always allowed - if a category is given an always allowed setting, the category is included in the user’s
white list and takes precedence over blocked categories

Note: A category that is allowed will override any blocked settings except if the minimum filtering level is
set to block that category.

e warn - If a category is given a warn setting, a warning page displays for the end user to warn him/her
that accessing the intended URL may be against established policies and to proceed at his/her own
risk
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o filter - if a service port is given a filter setting, that port will use filter settings created for library cate-
gories (block or open settings) to determine whether users should be denied or allowed access to that
port

e ignore - if the filter segment detected on the network has a service port set up to be ignored, that ser-
vice port will be bypassed

1.3.4 Filtering Rules

Individual User Profiles - A user in an LDAP domain can have only one individual profile set up per domain.
Filtering Levels Applied:
1. The global (default) filtering profile applies to any user under the following circumstances:

¢ the user does not belong to a master IP group

¢ the user has not been assigned a domain default profile from an LDAP authentication domain

2. If a minimum filtering level is defined, it applies to all master IP groups (and their members) and LDAP
groups who have been assigned filtering profiles after authenticating. The minimum filtering level
combines with the user’s profile to guarantee that categories blocked in the minimum filtering level are
blocked in the user’s profile.

3. For master IP group members:
a. A master IP group filtering profile takes precedence over the global profile.
b. A master IP group time profile takes precedence over the master IP group profile.
4. For IP sub-group members:
a. An IP sub-group filtering profile takes precedence over the master IP group’s time profile.
b. An IP sub-group time profile takes precedence over the IP sub-group profile.
5. For individual IP members:
a. An individual IP member filtering profile takes precedence over the IP sub-group’s time profile.
b. An individual IP member time profile takes precedence over the individual IP member profile.

6. For LDAP users, if a user is authenticated, settings for the user’s group or individual profile from the
LDAP domain are applied and take precedence over any IP profile.

a. If the user belongs to more than one group in an authentication domain, the profile for the user is
determined by the order in which the groups are listed in the Group Priority list set by the global
administrator. The user is assigned the profile for the group highest in the Group Priority list.

Note: In an LDAP domain, if a user belongs to a container, that profile takes precedence over the group
profile for that user.

b. If a user has an individual profile set up, that profile supercedes all other profile levels for that
user. The user can have only one individual profile in each domain.

c. A profile for a workstation takes precedence over a user’s individual profile.
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d. If the user has a time profile, that profile takes precedence over other profiles. A container time
profile takes precedence over a domain time profile, and a group time profile takes precedence

over a container time profile. An individual time profile takes precedence over a group time profile,

and a workstation time profile takes precedence over an individual time profile.

Note: A Radius profile is another type of authentication profile and is weighted the same as LDAP

@ authentication profiles in the precedence hierarchy.

7. A Threat Analysis Reporter (TAR) profile is a type of lockout profile. If using a Security Reporter or TAR
with a Web Filter, the TAR low level lockout profile takes precedence over an authentication profile or a

time profile, locking out the end user from library categories specified in the lockout profile in TAR.

8. An override account profile takes precedence over a TAR lockout profile. This account may override
the minimum filtering level—if the override account was set up in the master IP group tree, and the

global administrator allows override accounts to bypass the minimum filtering level, or if the override

account was set up in the global group tree.

takes precedence over an override account set up in the global group section of the console.

@ Note: An override account set up in the master IP group section of the Web Filter Administrator console

9. An X Strikes lockout profile takes precedence over all filtering profiles. This profile is set up under Filter

Options, by enabling the X Strikes Blocking feature.

Figure 3: Sample filtering hierarchy diagram

Global (Default)
Filtering
Profile

MINIMUM FILTERING
LEVEL

LDAP Groups
Group Group

O S B

one three

Master IP

Profile

Introduction
Copyright © 2013 Trustwave Holdings, Inc. All rights reserved.

22



Trustwave Web Filter - Authentication Guide - Version 5.1.00

1.4 Authentication Solutions

1.4.1 LDAP Authentication Protocol

The Web Filter supports the authentication protocol Lightweight Directory Access Protocol (LDAP).

LDAP authentication supports all versions of LDAP, such as Microsoft Active Directory, Novell eDirectory,
Sun One, OpenLDAP, and Open Directory.

1.4.2 Web Filter Authentication Tiers and Options
1.4.2.1 Web Filter authentication tiers

The Web Filter authentication architecture for the LDAP authentication protocol is comprised of three tiers.
When using LDAP authentication with the Web Filter, one of these three tiers is selected for use on the net-
work, depending on the server(s) used on the network and the preferred authentication method(s) to be
employed.

e Tier 1: Single sign-on, net use based authentication for Active Directory domains.
e Tier 2: Time-based, Web authentication for the LDAP authentication method.

e Tier 3: Session-based, Web authentication for the LDAP authentication method.
1.4.2.2 Web Filter authentication options

Depending on the setup of your network, the following authentication options can be enabled to ensure
the end user is authenticated when logging into his/her workstation: Authenticator, and/or Novell eDirec-
tory Agent.

- Note: See Appendix A: Authentication Operations for information on using Tier 1, Tier 2, and Tier 3 on
the network, and configuring Authenticator and Novell eDirectory Agent.

1.4.3 Authentication Solution Compatibility

Below is a chart representing the authentication solution compatibility for a single user:

Tier 2 Tier 3

nzlte:;e time session Authenticator eD:ge:::ry
based based
Tier 1 - Yes Yes N/R N/A
Tier 2 Yes -- Yes * Yes Yes
Tier 3 Yes Yes * -- Yes Yes
Authenticator N/R Yes Yes -- N/R
eDirectory Agent N/A Yes Yes N/R --
KEY:
Introduction
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e * = Time-based option is available for Tier 3
e N/A = Not Applicable
¢ N/R = Not Recommended

1.4.4 Authentication System Deployment Options

Below is a chart representing authentication system deployment options on a network:

- a A a Force
Authentication m ingle Sign-On .
uthentication Syste Single Sign-On (SSO) Authentication
Sun One None Tier 2 or Tier 3
OpenLDAP
CommuniGate Pro (Stalker)
Windows 2000/2003 Server (both Mixed Tier 1 “net use” Tier 2 or Tier 3
and Native modes) Authenticator for Windows

NOTE: Windows 2008 also can be used with

Authenticator
Novell eDirectory Authenticator for Windows Tier 2 or Tier 3
Novell eDirectory Agent (for
eDirectory server version 8.7 and
higher)
Windows 2000/2003 Server and Novell Authenticator for Windows Tier 2 or Tier 3
eDirectory Mixed environment Novell eDirectory Agent
NOTE: Windows 2008 also can be used with
Authenticator
Open Directory Authenticator for Apple (Macintosh)  Tier 2 or Tier 3

1.4.5 Ports for Authentication System Access

The following ports should be used for authentication system access:

Port .
Function
number

TCP 8081 Used between the Web Filter’s transmitting interface and the SSL block
page for Tier 2 or Tier 3 authentication.

TCP 836 Used between the Web Filter’s Virtual IP address and Java applet for Tier
3 authentication.

TCP 139 Used between the Web Filter and workstations requiring Tier 1 or Tier 3
authentication.

TCP/UDP 137 Used between the Web Filter and workstations requiring Tier 1

authentication.

LDAP 389 Used for communicating with domain controllers in order to bind with

them so that user/group information can be queried/accessed.
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Port Function

number

LDAPS 636 Used for communicating with domain controllers in order to bind with
them so that user/group information can be queried/accessed.

1.4.6 Configuring Web Filter for Authentication
1.4.6.1 Configuration procedures

When configuring the Web Filter for authentication, settings must be made in System and Policy windows
in the Administrator console.

Notes:

@ e If the network has more than one domain, the first one you add should be the domain on
which the Web Filter resides.

e The entries described in this section represent entries to be made on a typical network.

1.4.6.1.1 System section

The first settings for authentication must be made in the System section of the Administrator console in
the following windows: Operation Mode, LAN Settings, Enable/Disable Authentication, Authentication Set-
tings, Authentication SSL Certificate (if Web-based authentication will be used), and Block Page Authenti-
cation.

1. Select “"Mode” from the navigation panel, and then select “Operation Mode” from the menu.

The entries made in the Operation Mode window will vary depending on whether you will be using the
invisible mode, or the router or firewall mode.

a. In the Listening Device frame, set the Listening Device to “"LAN1",
b. In the Block Page Device frame:
o If using the invisible mode, select “"LAN2".
e If using the router or firewall mode, select "LAN1".
2. Select "Network” from the navigation panel, and then select “LAN Settings” from the menu.

The entries made in this window will vary depending on whether you are using the invisible mode, or
the router or firewall mode. The LAN1 and LAN2 IP addresses usually should be in a different subnet.

o If using the invisible mode: For the LAN1 IP address, select "255.255.255.255” for the subnet
mask.

e If using the router or firewall mode: Specify the appropriate IP address and subnet mask in the
applicable fields.

3. Select “"Authentication” from the navigation panel, and then select “Enable/Disable Authentication”
from the menu.

Enable authentication, and then select one of three tiers in the Web-based Authentication frame:
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e Tier 1: Choose this tier if you will only be using net use based authentication for Active Directory
servers.

e Tier 2: Choose this tier if you wish to use timed Web-based authentication for LDAP domains. This
tier gives the user a timed session for his/her Internet access. After the timed profile expires, the
user will have to log in again if he/she wants to continue to have Internet access.

e Tier 3: Choose this tier if you wish to use persistent Web-based authentication for LDAP domains.
This tier gives the user a persistent network connection via a Java applet window that keeps the
user’s session open until the window is closed, so the user does not have to log in repeatedly.

For end users with Android or iOS-based devices that do not permit the Java applet to launch, an
option in this tier provides end users a timed session for their Internet access, in this scenario.

If you wish to use the tier you specified as a fallback authentication solution, you have the option
to enable any of the following authentication solutions as appropriate to your environment:
Authenticator, and/or Novell eDirectory Agent.

4. Select “Authentication” from the navigation panel, and then select “"Authentication Settings” from the
menu.

a. In the Settings frame, enter general configuration settings for the Web Filter such as IP address
entries.

b. From the NIC Device to Use for Authentication pull-down menu:
e If using the invisible mode: Select "LAN2" as the device to send traffic on the network.
e If using the router or firewall mode: Select “"LAN1".

5. Select “Authentication” from the navigation panel, and then select Authentication SSL Certificate from
the menu. This option should be used if Web-based authentication will be deployed on the Web Filter.

Using this option, you create either a self-signed certificate or a Certificate Request (CSR) for use by
the Secure Sockets Layer (SSL). The certificate should be placed on client machines so that these
machines will recognize the Web Filter as a valid server with which they can communicate.

6. Select “Control” from the navigation panel, and then select “Block Page Authentication” from the
menu.

In the Block Page Authentication window, select the Re-authentication Options to be used. The items
you select will be listed as options for re-authentication on the Options page, accessible from the stan-
dard block page. If the “Re-authentication” (NET USE) option is selected, enter the login script path to
be used by the Web Filter for re-authentication purposes.

7. Select "Administrator” from the navigation panel to access the Administrator window. Add group
administrator (Sub Admin) accounts in this window. Sub Admin group administrators will later be
assigned to manage entities (nodes) in the LDAP branch of the Policy tree.

1.4.6.1.2 Policy section

In the Policy section of the Administrator console, choose LDAP, and then do the following:
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1.

2

3

27

Add a domain from the network to the list of domains that will have users authenticated by the Web
Filter.

Note: If the network has more than one domain, the first one you add should be the domain on which
the Web Filter resides.

. Do either of the following as necessary:

e Assign a group administrator to oversee the newly-added domain and to set up filtering profiles for
all groups and members within that domain

e Assign Sub Admin group administrators to specific groups and let them create filtering profiles for
their group and its members

. Set the group priority by designating which group profile will be assigned to a user when he/she logs

in. If a user is a member of multiple groups, the group that is positioned highest in the list is applied.
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2 Network Setup

2.1 Network Requirements

* High speed connection from the Web Filter server to client workstations
e HTTPS connection to Trustwave’s software update server
o Internet connectivity for downloading Java Virtual Machine—and Java Runtime Environment, if neces-

sary—if not already installed

2.2 Workstation Requirements

2.2.1 Administrator Workstation
System requirements for the administrator’s workstation include the following:

Client OS IE version Flrei_’ox Chro_me Safzim
version version version

Windows XP 8 16 23 N/A
Windows Vista 9 16 23 N/A
Windows 7 9 16 23 N/A
Macintosh 10.6

(Snow Leopard) N/A 17 23 >
Macintosh 10.7 (Lion) N/A 17 23 6
Macintosh 10.8 N/A 16 N/A 6

(Mountain Lion)

e JavaScript enabled

e Java Virtual Machine

e Java Plug-in (use the version specified for the Web Filter software version)
¢ Java Runtime Environment, if using Tier 3 authentication

e  Pop-up blocking software, if installed, must be disabled

- Note: Web Filter administrators must be set up with software installation privileges in order to install Java
used for accessing the user interface.

2.2.2 End User Workstation
System requirements for the end user’s workstation include the following:

e JavaScript enabled
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29 Copyright © 2013 Trustwave Holdings, Inc. All rights reserved.



Trustwave Web Filter - Authentication Guide - Version 5.1.00

Clentos  IEvesin  Fror  Chome st
Windows XP 8 16 23 N/A
Windows Vista 9 16 23 N/A
Windows 7 9 16 23 N/A
Macintosh 10.6 N/A 17 23 5
(Snow Leopard)

Macintosh 10.7 (Lion) N/A 17 23 6
Macintosh 10.8 N/A 16 23 6

(Mountain Lion)

¢ Java Runtime Environment, if using Tier 3 authentication

e Pop-up blocking software, if installed, must be disabled

The following features are available for these supported tablets:

. Auth Block Safe YouTube
Client OS for VuSafe
Form Page Search
Schools

iPad1 (iOS 5.5) Y Y Y N Y Y
iPad2 (iOS 6) Y* Y Y N Y Y
Galaxy Tab 7.0 (Android Y Y Y Y Y Y
2.2, Froyo)
Kindle Fire Gen. 1 Y Y** N* N Y Y
(Android 2.3

Gingerbread OS)

Nexus 7 Y Y** N* N Y Y
(Android 4.1.1)

KEY - Functionality with the following exceptions:

e Y* = CA certificate must be imported to the browser
e Y** = No keyword blocking for Google and Bing
e N* = SafeSearch works for Yahoo! but not Google and Bing

2.3 Set up the Network for Authentication

The first settings for authentication must be made in the System section of the console in the following
windows: Operation Mode, LAN Settings, Enable/Disable Authentication, Authentication Settings, Authenti-
cation SSL Certificate (if Web-based authentication will be used), and Block Page Authentication. Entries
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for customizing the block page and/or authentication request form are made in the Common Customiza-
tion, Authentication Form Customization, and Block Page Customization windows.

View Log File can be used for troubleshooting authentication setup.

2.3.1 Specify the operation mode
Click Mode and select Operation Mode from the menu to display the Operation Mode window.

Figure 4: Operation Mode window and non-WFR Web Filter

Home | Poicy | Library | Reportng | System | Heip | Logout web Fiter - P& Trustwave:

System : Mode : Operation Mode &/

Mode

@ nvisble ' Router € Firewal € cap € Bridge ' Mobie
Listening Device Block Page Device
Device [Lanz = Davics to send block page [LANT =

Block Page Delivery Method
Protacol Methods:

@ Send Block Page via ARP Table  Send Block to Specified Host MAC Address.

Block Page Route To:

L

Current MAC Address | ]

[ apay |

t Name: WF.example.local | IP:182.188.1.248. | Vemion: Web Filter 5.1.00.172

The entries made in this window will vary depending on whether you will be using the invisible, router,
Bridge, or firewall mode.

In the Mode frame, select the mode to be used: “Invisible”, “Router”, “Firewall”, or “Bridge”.

A Note: See the Trustwave Mobile Security Client Guide for information about configuring and using the
mobile mode option.

2.3.1.1 Invisible, Router, or Firewall Mode
1. In the Listening Device frame, set the Device to “"LAN1".
2. In the Block Page Device frame:

e If using the invisible mode, select “LAN2".

e If using the router or firewall mode, select "LAN1".

If using the invisible mode, the Block Page Delivery Method frame displays. Choose from either of the
two Protocol Methods:
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e "“Send Block Page via ARP Table" - this option uses the Address Resolution Protocol method to find
the best possible destination MAC address of a specified host, usually the Web Filter gateway.

e “Send Block to Specified Host MAC Address” - using this preferred method, the block page will
always be sent to the MAC address of a specified host, usually the Web Filter gateway.
Choose from either of the two Block Page Route To selections:

o “Default Gateway” - this option indicates that the default gateway on your network will be used for
sending block pages.

o “Alternate IP Address” - this option should be used if block pages are not being served.

Enter the IP address of the router or device that will serve block pages.
3. Click Apply.
2.3.1.2 Bridge Mode
In the Bridge Settings frame:
1. In the IP Address field, specify the IP address of the Bridge interface.
2. IN the Subnet mask field, specify the mask for the subnet of the Bridge interface.
3. In the Default gateway field, specify the gateway for the subnet.
2.3.2 Specify the subnet mask, IP address(es)
Click Network and select LAN Settings from the menu to display the LAN Settings window.

Figure 5: LAN Settings window

Home | Policy | Library | Reporting | System | Welp | Logout Web Fiter -~ B Trustwave:

System : Hetwork : LAN Settings & % 8| 2010/01/07 14:00:56

Host Name [FRE4-1ogo com

IP / Mask Sefting
Lamt P [192.168.20.7 I |essoon -
Lam2IP 1234 I |ssoon e

DNS
Frimary, I 192.168.201
Secondary P 192 168 168 20

Gateway

Gateway P (132166201

B Apply

Host Nams: IFRG4-20-77.qe.Bsfinet. | IP:182:168.20.77. | Memion: IFR 2.0.004
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The entries made in this window will vary depending on whether you are using the invisible mode, router
or firewall mode. Bridge mode settings are configured on the Mode screen (see above)

Note: If the gateway IP address on the network changes, be sure to update the Gateway IP address in
this window.

2.3.2.1 Invisible mode
For the LAN1 IP address, select "255.255.255.255" for the subnet mask, and click Apply.

2.3.2.2 Router or firewall mode

1. Enter the following information:

e In the LAN1 IP field of the IP/Mask Setting frame, enter the IP address and specify the corre-
sponding subnet of the "LAN1"” network interface card to be used on the network.

e Inthe LAN2 IP field, enter the IP address and specify the corresponding subnet of the “LAN2"
network interface card to be used on the network.

J) Tip: The LAN1 and LAN2 IP addresses usually should be placed in different subnets.

e In the Primary IP field of the DNS frame, enter the IP address of the first DNS server to be used
for resolving the IP address of the authentication server with the machine name of that server.

e Inthe Secondary IP field of the DNS frame, enter the IP address of the second DNS server to be
used for resolving the IP address of the authentication server with the machine name of that
server.

e In the Gateway IP field of the Gateway frame, enter the IP address of the default router to be
used for the entire network segment.

2. Click Apply to apply your settings.

Note: Whenever modifications are made in this window, the server must be restarted in order for the
changes to take effect.
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2.3.3 Enable authentication, specify criteria

1. Click Authentication and select Enable/Disable Authentication from the menu to display the
Enable/Disable Authentication window:

Wome | poley | Lirary | Reportng | System | dep | Logom Web Fiter - P Trustwave:

System § i i @

O system
Control

Authentication
Authentication mode: Enabled Enable Disable
Web-based Authentication
Tier 1: Web-based Authentication disabled (Net Use enabled)
) Tier 2 Use time-based profiles. Timeout minutes: |30

© Tier 3: Use persistent logins via a Java Applet

Reset [¥7] This. option is recommended for authnticating Android and i05-based devices, sincs browsers on these devicas failto launch the Java applet. Timeout minutes: |60
Radius Authentication Setting:

Tier 2 & 3 Note: In an orgarization with mere than 5000 users, slowness may be expenienced during the autheniication process. In tis scenario, MSS recommends using 2 Web Fiter with an SSL accelerator card
¢ MBS for more information.

Name Across All Domain Labels

on @ off

W86 Authenticator

@ on @ Off Download M8 Kit

Q g
UISSL Certificate

It is highly recommended that the MBS Authenticator apbion be turned on at all imes.
Novell eDirectory Agent

on @ orf
Sending Keep Alive

@ on © off Inactive session ifetime (in minutes): | 20160

[_epy |

2. Click Enable to enable authentication.

3. Select one of three tiers in the Web-based Authentication frame:

= Notes:
@ e See information on the following pages for details about each of the tiers, and for steps
that must be executed to enable your tier selection.

e See Appendix A: Authentication Operations for more information about each tier and for
configuring various authentication options.

4. Enable the following authentication options, as pertinent to your environment:

e If using LDAP authentication and workstation profiles, click *On” in the Map Workstation Name
Across All Domain Labels frame to enable the Web Filter to search other domain labels if it can’t
find the workstation’s NetBIOS name under a specified domain label, based on the user’s full Dis-
tinguished Name.

e In the Authenticator frame, be sure the Authenticator is “*On"—unless the Novell eDirectory Agent
option will be used instead. Enabling the Authenticator option, and then downloading, installing,
and configuring the Authenticator Deployment Kit on a Windows machine results in the deploy-
ment of a platform-specific package that can be installed on a network share accessible by an
Active Directory domain controller, a Novell eDirectory server, or on a Windows or Macintosh work-
station joined to a domain via Active Directory or OpenDirectory. When installed on a workstation,
the Authenticator automatically authenticates the end user when the user logs into the worksta-
tion. If installing the deployment kit in a Macintosh environment, an Open Directory server should
be used. The end user will be automatically authenticated when logging into the workstation.
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e If you have a Novell eDirectory server and the Authenticator will not be used, turning *On” Novell
eDirectory Agent will enable end user logon and logoff events to be logged. To use this option, the
LDAP domain must be set up and activated in the Policy tree.

' Caution: When enabling Novell eDirectory Agent, the agent will immediately begin scanning Novell
o eDirectory-based domain labels.

5. [If using Tier 1, in the Sending Keep Alive frame, click "On" to specify that keep alives should be sent
on a connection to verify whether it is still active. Click "Off" to specify that the end user's session will
be kept alive based on the number of minutes entered in the text box.

6. Click Apply.

2.3.3.1 Net use based authentication

2.3.3.1.1 Tier 1: Web-based Authentication disabled

Choose Tier 1 if you will be using net use based authentication for Active Directory.

1. Click “Tier 1",

2. In the Sending Keep Alive frame, click the radio button corresponding to the option to be used:

e "On" - This option specifies that keep alives should be sent on a connection to verify whether it is still
active.

o “Off” - This option specifies that the end user's session will be kept alive based on the number of
minutes entered in the text box.

In the Inactive session lifetime (in minutes) field, enter the number of minutes the end user’s
session will be kept alive.

3. Click Apply to open the alert box that confirms your selection.

2.3.3.2 Web-based authentication
Choose either Tier 2 or Tier 3 if Web-based authentication will be used.

users, slowness may be experienced during the authentication process. In this scenario, Trustwave
recommends using a Web Filter with an SSL accelerator card installed. Please contact Trustwave for more
information.

ﬂ Note: If selecting either Tier 2 or Tier 3, please be informed that in an organization with more than 5000

2.3.3.2.1 Tier 2: Use time-based profiles

Choose this tier if using LDAP authentication, and you want the user to have a time limit on his/her Inter-
net connection. This option uses an authentication servlet that lets the user log into either domain with no
persistent connection between the client PC and the Web Filter.

1. Click “Tier 2",

2. In the Timeout minutes field, enter a whole number for the duration of time the user will retain
his/her Internet connection; 30 minutes displays by default.
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3. Click Apply to open the alert box that confirms your selection.

Note: See Set Tier 2, Tier 3 timeout minutes in Chapter 4 if you wish to define a customized number of
timeout minutes for a domain, group, or user authentication profile.

2.3.3.2.2 Tier 3: Use persistent logins via a Java Applet

Choose this tier if using LDAP authentication, and you want the user to maintain a persistent network con-
nection.

This option opens a profile window that uses a Java applet:

=10l x|

/3 Authenticator - Keep Opent

Username: JSmith

Keep this wimdow mimming fo mrair autihesticatea

The profile window must be kept open during the user’s session in order for the user to have continued
access to the Internet.

PCs. In some cases, a JRE will need to be downloaded and installed on workstations and the Web Filter
will allow the JRE download at the time of login. However some operating systems may require this action
to be performed manually.

I Note: Tier 3 Authentication requires a current version of Java Runtime Environment (JRE) on end-users'

If the user’s browser fails to launch the Java applet, an option is available for that user to have a time-
based authentication profile activated for a set number of minutes.

1. Click “Tier 3",

2. If any users have Android or iOS-based devices such as iPad tablets, click the check box corresponding
to the option: “Enable time-based profiles if browsers fail to launch the Java Applet,” and specify the
number of Timeout minutes users will retain their Internet connections; 7 minute displays by
default.

Note: See Set Tier 2, Tier 3 timeout minutes in Chapter 4 if you wish to define a customized number of
timeout minutes for a domain, group, or user authentication profile.
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3. Click Apply to open the dialog box that informs you about the requirement of a current Java Runtime
Environment (JRE) to be installed on each end user’s workstation:

£

Tier 3 Authentication requires a current version of Java Runtime Environment (JRE) on
end-uzers' PCs. In some cases, a JRE will need to be downloaded and installed on
workstations and the Web Fiter will allowy the JRE download &t the time of login.
However some operating systems may require thiz action to be performed manually.

To ensure that the end-uzers are using the most current version of JRE, choose the
method for distributing the current version to their workstations:

L automatically distributes JRE during user login

% Administrator manually distributes JRE to user workstations

Cortinue Cancel

4. To ensure that end-users are using the most current version of JRE, choose the method for distributing
the current version to their workstations: “Trustwave automatically distributes JRE during user login”
or the default selection, "Administrator manually distributes JRE to user workstations”.

5.

Click Continue to open the alert box that confirms your selection.

2.3.4 Enter network settings for authentication

1. Click Authentication and select Authentication Settings from the menu to display the Authentication
Settings window:
Home | Poiicy | Library | Reporting | System | Helb | Logout webFiter B Trustwave®
—. ; oo )

2. In the Settings frame, at the Web Filter NetBIOS Name field the NetBIOS name of the Web Filter
displays. This information comes from the entry made in the Host Name field of the LAN Settings
window.

Network Setup
37

Copyright © 2013 Trustwave Holdings, Inc. All rights reserved.



Trustwave Web Filter - Authentication Guide - Version 5.1.00

3. Inthe IP Address of WINS Server field, if using a WINS server for name resolution, enter the IP
address of each Windows DNS server to be filtered by this Web Filter, with a space between each IP
address.

4. 1Inthe Virtual IP Address to Use for Authentication field,”1.2.3.5” displays by default. If using
Tier 1 or Tier 3, enter the IP address that from now on will be used for communicating authentication
information between the Web Filter and the PDC. This must be an IP address that is not being used,

on the same segment of the network as the Web Filter.

' Caution: If the IP address entered here is not in the same subnet as this Web Filter, the net use
) connection will fail.

5. Enter the NAT IP Address to Use for Authentication if the Web Filter is configured behind the NAT
router.

6. From the NIC Device to Use for Authentication pull-down menu:

e if using the invisible mode, select “"LAN2" for sending traffic on the network—in particular, for
transferring authentication data.

e if using the router or firewall mode, select "LAN1",

7. Click Apply to apply your settings.

2.3.5 Create an SSL certificate

Authentication SSL Certificate should be used if Web-based authentication will be deployed on the Web Fil-
ter. Using this feature, a Secured Sockets Layer (SSL) self-signed certificate is created and placed on client
machines so that the Web Filter will be recognized as a valid server with which they can communicate.

Click Authentication and select Authentication SSL Certificate from the menu to display the Authentication
SSL Certificate window.

Network Setup
Copyright © 2013 Trustwave Holdings, Inc. All rights reserved. 38



Trustwave Web Filter - Authentication Guide - Version 5.1.00

Figure 6: Authentication SSL Certificate window

Home | Policy |

System : Authentication : Authentication SSL Certificate &

[ e | Logout web Fiter - P& Trustwave:

010/03/18 16138144

%l

2 system
Control
Network
Administrator
Secure Logon
Diagnostics
Alert

‘Synchronization
Mode

‘BackupRestore
Reset

SHMP

Hardware Faiur

Customization
Quota Setting

kl

Software Lpdate

Radius Authentication Setting

X Strikes Blocking
W¥arn Option Setting

U SSL Certificate

The Web Filter uses a S5L certificate to secure its communications with clhents for Web-based Authentication, After creating a self-signed certificate or a Certificate Request (CSR), the DMS name of the Web Filter
shouid not be changed. TF the DS name changes, a new certificate must be created and possibly added to each dient workstetion's brusted certiicate st

Self Signed Cerificate | Thirg Party certiticate | DownloadiviswiDeiste Certiticate |
Creste Sef Signed Certifcate to generate a self-signed SSL cartFicats for the Web Fiter.

Creste Self Signed Certificate

& Detection

T

Host Name: IFR-BLE-20-77.q0.8efnet | IF: 1021852077

| version: WFR 20,0011

This window is comprised of three tabs: Self Signed Certificate, Third Party Certificate, and Down-
load/View/Delete Certificate. These tabs are used to create, view, upload, and/or delete self-signed or
third party SSL certificates.

2.3.5.1 Create,

Download a Self-Signed Certificate

1. On the Self Signed Certificate tab, click Create Self Signed Certificate to generate the SSL certifi-

cate.

2. Click the Download/View/Delete Certificate tab:

web Fiter - P& Trustwave:

2010/03/18 16140103

%

E Systen The Weh Filter uses a 551 certificate to secure its communications with clients for Web-based Authentication. After creating a self-signed certificate or a Certfficate Request {C5R), the DMS name of the Web Fiter
onirg) should not be changed. IF the DS name changes, a new certificate must be created and possibly added to each client workstation's trusted certificate ist.
Tetwark
Administrator Self Signed Certificate I Third Party Cerificate  DOvnloadiview Delete Certificate
‘Securs Logon Click Dovirload/ies: Certiicate to save a copy of the Web Fiter's current 5L certficate file ta your warkstation, This will allow you ta obtain the Web Fiter's certificae sa vou can distribute It to client warkstations.,
Diagnostics
et Click Delete Certificate to erase the Wb Fiter's current 5L certificate. This should be dane ONLY if the DS name of the Yeb Fiter has changed. After deleting the current certificate, vou wil need to create anew
Sottware Lpdate certificate or CSR and distribute it to any workstation that wil use the Web Filter's Web-based Authentication
‘Synchronization

‘BackupiRestore

Reset

Readus Authentication Setting
SHMP

‘Hardware Faiure Detection
1 Stikess Blocking

Warm Option Sefting
Customization

Quota Setting

U SSL Certificate:

‘ o

S5L Certiieate =] [ cownloaarview | [ oelete

Host Hame: [FR-BLE-20-77.qc Beflnat | IP: 1821852077

Version: WER 2,0,00.11
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3. Select the type of certificate from the pull-down menu: “SSL Certificate” or “Intermediate Certificate”.
An intermediate certificate is a signing certificate for an SSL certificate.

4. C(lick Download/View Certificate to open the File Download dialog box where you indicate whether
you wish to Open and view the file, or open the Save As window so that you can Save the certificate to
a specified folder on your workstation.

certificate is via the Authentication Request Form, when prompted by the Security Alert warning message

Py~ Note: While the certificate can be downloaded on a Macintosh computer, the best method to import the
@ to add the certificate to the trusted certificate store.

Once the certificate is saved to your workstation, it can be distributed to client workstations for users
who need to be authenticated.

Q Tip: Click Delete Certificate to remove the certificate from the server.

2.3.5.2 Create, Upload a Third Party Certificate

2.3.5.2.1 Create a Third Party Certificate
1. Click the Third Party Certificate tab

Home | Policy | Library | Reporiing J System | Help | Logout Web Filter P2 Trustwave:

System : Authentication : Authentication SSL Certificate 1) 2 (B 2010/03/18 16:40:51

The Web Fiter uses a S5L certificate to secure its communications with cients For web-based Authentication. After creating a self-signed certificate or a Certficate Request (CSR), the DNS name of the web Fiter
should not be changed. TF the DNS name changes, a new certificate must be created and possibly added ba each cient workstation's trusted certificate it
Self Signed Certificate  Third Party Certificate | pownload/vievwDelete Certificate |
Create a Third Party Cemﬁcake Request (csk)
Click Create CSR. to generate a request for a Third Party Certficate Authority.
Click anr\\nad/wew CSR m msmav the ex\stlr\q request for download,
Click Upload Certficate to save the completed Third Party Certificate to the Web Fiter.
Clek Do CoR 1 c\ear e i € renuest,

Crests CSR Downlaad/View CSR Upload Certificats Delste CSR

LSS Ce m ate

4] i

Host Name: IFR-BLA-20-77, qe.8e0.net | IF: 192.198.20.77 | Vemian: WFR 20,0011

- Note: If a third party certificate has not yet been created, the Create CSR button is the only button
activated on this tab.
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2. Click Create CSR to open the Create CSR window:

© © N o u B

Common Mame (Host Name)
Email Address

Organization

Organization Unit

Locality

State or Province

Country (2 character country coce)

|

logo.com

piohnson@logo.com

(Relcie)

aciminiztration

Crange

California

us

Create Cancel

The Common Name (Host Name) field should automatically be populated with the host name. This
field can be edited, if necessary.

Enter your Email Address.

Enter the name of your Organization, such as Trustwave.

Enter an Organizational Unit code set up on your server, such as Corp.

Enter Locality information such as the name of your city or principality.

Enter the State or Province name in its entirety, such as California.

Enter the two-character Country code, such as US.

10. Click Create to generate the Certificate Signing Request.

41

®

Note: Once the third party certificate has been created, the Create CSR button displays greyed-out and
the Download/View CSR, Upload Certificate, Delete CSR buttons are now activated.
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2.3.5.2.2 Upload a Third Party Certificate

1. In the Third Party Certificate tab, click Upload Certificate to open the Upload Signed SSL Certificate
for Web Filter window:

/2 Upload Signed 5L Certificate for Web Filter - Window =10l x|

D e hd |

File Edit Wiew Favorites Tools Help

w e ] Upload Signed S5L Certific... i | 3 - [ - = - i Page v
Upload Signed SSL Certificate for Web Filter

File _Browse.. |
Upload Intermediate Certificate for Web Filter if Any

File Browse |

]

Upload File |
[l

Done ’_’_’_’_’_’_‘@ Internet [®0% - 4

The Message dialog box also opens with the message: "Click OK when upload completes."

@ Note: Do not click this button until performing the actions in the following steps.

@ Tip: Click Cancel in the dialog box to cancel the procedure.

2. Inthe Upload Signed SSL Certificate for Web Filter window, do one of the following, as appropriate:

¢ C(lick Browse... in the Upload Signed SSL Certificate for Web Filter section if the certificate to be
uploaded is an SSL certificate.

e Click Browse... in the Upload Intermediate Certificate for Web Filter if Any, if an intermediate cer-
tificate is required for signing an uploaded SSL certificate.
Clicking the Browse... button opens the Choose file window.

3. Select the file to be uploaded.
4. Click Upload File to upload this file to the Web Filter.

5. Click OK in the Message dialog box to confirm the upload and to close the dialog box.

2.3.5.2.3 Download a Third Party Certificate
1. In the Third Party Certificate tab, choose either “SSL Certificate” or “Intermediate Certificate.”
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2. Click Download/View CSR to open a window containing the contents of the certificate request:

e View  Fawor

m.r3000.server.upload.DownloadBi

rtites  Tools  Help

J d=back ~ = - () 7t | Qisearch (GFavorites @iMedia (4 | B-S = 5

J Address I@ http: 200,10, 100, 75: 88 fservlet/com,r3000, server .upload, DownloadBinary Serviet Fobj=AuthC SR j WGD “Lmks

HMIIBODCCATRCAQLWGTSXCz AJEBGNVEAYTAIVTHRIWE QVDVOQIEwpDYUXp ZmS vhlh
HOSwDQYDVOOHEWZPcroF W22 Ux DD AKEGNVE Ao TAzh INJEMNAOGAIUECxMDRWSnMZEw
Hu¥DVOODEXhyMz AuMGrETXAChIRhLnF JLih1Ni SuZ0x G AZEgkahk iGOwOBECQEW
DGRrdGEAOGUZ Lidtlvh TCEnz ANBgkahk iGRwOBAQEF ALOBE J QhwgThCyTEAGh Tecixd
SeqalSunZzyl lIEuwlTeeGI/ mI43UJSkRU=7VESZ2810z00e3vC THvEbgup lgibGn
T3 uap AHNO0 1RZMRENNGGRIZERTTh TEQMESXAS T eFu? e Kzglyul 1xHEM1 sK13 ZWkL
e4zUrZ8i/ ImnTh+5 1 ThHESNePOPUxGeLZt8CAVEAAaAAMADGCSgGS Ih3 DOEBBAUA
AAGEAIVEZES I+onTWaEN43 3 E=JNLVepHEgWicShPhv 343 xwuD RS r v+ 2t Uh
LEr54cifo/ 1H2 TAVdwth+usChmi Ry 1 tRETgRenLKe ShnynF AyLhu+ ALY 5207 2w 7h
At 8ScCBUV Ui+ DAHHOS 1 H2 k/ LuimZdf WUXEncrSg¥SiuE/ S

|®j Dane

TIQI&I
=
=

L e

3. Click the “X” in the upper right corner of the window to close it.

Tip: Click Delete CSR to remove the certificate from the server.

2.3.6 Specify block page settings

Click Control and select Block Page Authentication from the menu to display the Block Page Authentication
window:

43

Home | Policy | Library {

System | Help | Logout

System : Control : Block Page Authentication &

web Fiter - P& Trustwave®

2010/01407 11126123

System
Cortrol
Metwork

Adinistrator

“Secure Logon

Diagnostics

Alert

‘Software Update

‘Synehronization

‘Mode

Authertication

‘Backup/Restore

Reset

‘Radius Authertication Setting:

“SNMP

‘Harcivvare Failure Detection

X Strikes Blocking

Warn Cption Sefting

‘Customization

‘Quota Sefting

Ul SSL Certificats

4 | 3

Details

Re-authentication Options.

Logon Seript Path =

anpy |

Host Name: MBBTT:20-170.90.8¢6 net. | _IP: 182.188.20.470. | Vession: IFR 2.0.00.4
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2.3.6.1 Block Page Authentication

1. In the Re-authentication Options field of the Details frame, all block page options are selected by
default, except for Web-based Authentication. Choose from the following options by clicking your
selection:

e Web-based Authentication - select this option if using Web authentication with time-based
profiles or persistent login connections for the LDAP authentication method.

e Override Account - select this option if any user has an Override Account, allowing him/her to
access URLs set up to be blocked at the global or IP group level.

e Re-authentication - select this option for the re-authentication option. The user can restore
his/her profile and NET USE connection by clicking an icon in a window to run a NET USE script.

J) Tip: Multiple options can be selected by clicking each option while pressing the Ctrl key on your keyboard.

Notes:
@ e See the Trustwave Web Filter Administrator Guide or the Web Filter portion of the Trust-
wave WFR Administrator Guide for information about the Override Account feature.

e The Re-authentication option only supports Internet Explorer browsers. End users who are
using other browser types (Firefox, Safari, Chrome, etc.) will not be able to re-authenticate
themselves.

2. If the “Re-authentication” option was selected, in the Logon Script Path field,
"\PDCSHARE\scripts “displays by default. In this field, enter the path of the logon script that the
Web Filter will use when re-authenticating users on the network, in the event that a user's machine
loses its connection with the server, or if the server is rebooted. This format requires the entry of two
backslashes, the authentication server’s computer name (or computer IP address) in capital letters, a
backslash, and name of the share path.

3. Click Apply to apply your settings.
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2.3.6.1.1 Block page

When a user attempts to access Internet content set up to be blocked, the block page displays on the
user’s screen:

é Trustwave Web Filter - Windows Internet Explorer i 10| x|
J File Edit Miew Favorites Tools  Help ﬁ
J HBack - = - @ @ 7ad | @Search (3] Favarites @History | %v =8 i J%
Jngdress |@ w.coors,comf&IP=200, 10,100, 75: 81 &CAT=ALCOMISER=LOGO\Domain® 206dmins G LANG j @6 |] Links **
C
ACCESS DENIED! HELP
Internet access to the requested website has been denied based on your user profile
and organization's Internet Usage Policy.
UserMachine: LOGODomain AdminsiGLANG
IP: 20010101140
Categony:  Alcohol
Blocked URL:  hitp: fhneweve coors.com!
For further options, click here.
To submit this blocked site for review, click here. For ist: tact your Admini: tor.
Trustwave Web Filter provided by Trustwave. Copyright 201 3. All rights reserved.
H
& ’_ ’_ |4 Internet %

P Notes:

@ e See Block Page Customization for information on adding free form text and a hyperlink at
the top of the block page. Appendix B: Create a Custom Block Page from the Trustwave
Web Filter Administrator Guide or the Web Filter portion of the Trustwave WFR Administra-
tor Guide for information on creating a customized block page using your own design.

e If using the Mobile Security Client (MSC), block pages served from the mobile server do not
include the options link.

By default, the following data displays in the User/Machine frame:

¢ User/Machine field - The username displays for the LDAP user. This field is blank for the IP group
user.

e IPfield - The user’s IP address displays.

e Category field - The name of the library category that blocked the user’s access to the URL displays.
If the content the user attempted to access is blocked by an Exception URL, “Exception” displays
instead of the library category name.

¢ Blocked URL field - The URL the user attempted to access displays.

By default, the following standard links are included in the block page:
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e HELP - Clicking this link takes the user to Trustwave’s Technical Support page that explains why

access to the site or service may have been denied.

* Trustwave - Clicking this link takes the user to Trustwave's Web site.

By default, these links are included in the block page under the following conditions:

* For further options, click here. - This phrase and link is included if any option was selected at the
Re-authentication Options field in the Block Page Authentication window. Clicking this link takes the

user to the Options window, described in the Options page sub-section that follows.

¢ To submit this blocked site for review, click here. - This phrase and link is included if an email

address was entered in the Submission Email Address field in the Common Customization window.
Clicking this link launches the user’s default email client. In the composition window, the email address

from the Submission Email Address field populates the “To” field. The user’s message is submitted to
the global administrator.

2.3.6.1.2 Options page
The Options page displays when the user clicks the following link in the block page: For further options,

click here.

E'Tru stwave Web Filter - Windows Internet Explorer 1B

=10l x|

J File Edit Miew Favorites Tools  Help

J Back = - (@) (8] 4} | Qisearch [EdFavorites & #History ||%v = e |

J Address |@ http:f{200,10,100,75:81 /cgifblock. cgi

=] @en ||unks »

OPTIONS

UserMachine: LOGODomain Admins\GLANG

IP: 20010 .101.140

Categony:  Alcohol
Blocked URL:  hitp: itwvwnewy coors comi

Option 1:

Option 2:

Option 3:

Click here for secure YWeh-hased authertication.

If you have an override account, enter your username and password.

Username: I

Password: I Cwerride |

Warning! The averride gccount aption will not tion if antt up software s inst: an
Your system.

If the above profile is incorrect or there has been an error, you can:
= Re-gtart your system and re-login or
= Try re-authenticating your user profile

=

HELP

|@ Done

’_ |_ |4 Internet

H
4

The following items previously described for the Block page display in the upper half of the Options page:
e BACK and HELP links

e User/Machine frame contents
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The frame beneath the User/Machine frame includes additional options, based on settings made in the
Block Page Authentication window. These options are described in the following sections.

2.3.6.1.3 Options page, Web-based Authentication

This option is included in the Options page if "Web-based Authentication” was selected at the Re-authenti-
cation Options field in the Block Page Authentication window. The following phrase/link displays:

Click here for secure Web-based authentication.

When the user clicks the link, the Authentication Request Form opens:

/= web Access Authentication - Windows Internet Explorer e = o [m] 3]
J File Edit Wew Favortes Tools Help ﬁ
J Ggack - = - @ B | Doearch [Favorites (HHstory | Fh- S W S
JAddl’ESS !@ https: fr3000a.qc.local: 8081 authenticationServer/AuthenticationForm, jspPURL=192. 168, 20. 10finde:x. htmigIP=192. 168,20, 808 AT=SPORTSISER=DEFALLT L! ﬁGﬂ
WEB ACCESS AUTHENTICATION HELP
Please log in to access the Internet.
Authentication Login
Username: ItJDnes
Password: I"“"“‘“"“‘
Domain INovell (LDAP) =
Alias IQC_Server -
Lag In |
Trustwave Web Fitter provided by Trustwave. Copyright 2013. All rights reserved.
E
|@ Done rg |O Internet 4

A Note: See Authentication Form Customization for information on adding free form text and a hyperlink at
the top of the Authentication Request Form.

2.3.6.1.4 Options page, Override Account

This option is included in the Options page if “Override Account” was selected at the Re-authentication
Options field in the Block Page Authentication window.

This option is used by any user who has an override account set up for him/her by the global group admin-
istrator or the group administrator. An override account allows the user to access Internet content blocked
at the global or IP sub-group level.
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The user should enter his/her Username and Password, and then click Override to open the Profile
Control window. This window must be left open throughout the user’s session in order for the user to be

able to access blocked Internet content.

Notes:
@ e See Appendix E: Override Pop-up Blockers for information on how a user with an override
account can authenticate if a pop-up blocker is installed on his/her workstation.

e See the Trustwave Web Filter Administrator Guide or the Web Filter portion of the Trust-
wave WFR Administrator Guide for information about the Override Account feature.

2.3.6.1.5 Options Page, Re-Authentication
The following phrase/link displays, based on options selected at the Re-authentication Options field in the
Block Page Authentication window:

¢ Re-start your system and re-login - This phrase displays for Web-based Authentication, whether
or not either of the Re-authentication Options (Re-authentication, or Web-based Authentication) was
selected in the Block Page Authentication window. If the user believes he/she was incorrectly blocked
from a specified site or service, he/she should re-start his/her machine and log back in.

 Try re-authenticating your user profile - This link displays if “Re-authentication” was selected at

the Re-authentication Options field, and an entry was made in the Logon Script Path field. When the
user clicks this link, a window opens:

=101 |

@& netlogon on LOGOO - Microsoft Internet

yad f

logonFa. bat

o

netlogon

This Folder is Online,

Select an item to view its
description,

Network Logon Scripk

Capacity: 3,99 GB
O used: 2,26 GB
O Free: 1.72 GB

El

e The user should click the logon.bat icon to run a script that will re-authenticate his/her profile on the
network.

Note: If the end user is using a non-IE browser type (i.e. Firefox, Safari, or Chrome) he/she will see a
message specifying that IE is the only browser type supported for re-authentication.

2.3.6.2 Common Customization
Common Customization lets you specify elements to be included in block pages and/or the authentication
request form end users will see.
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Click Customization and then select Common Customization from the menu to display the Common Cus-
tomization window:

Home | Poicy | Library | Reporting | System | Holp | Logout web Fiter P Trustwave®

System : Customization : Block Page Customization & |8y 2010/0112.15:125 41

Radius Autherticstion Setting
ShivP

Hardware Failre Detection
s

Quota Setting
Ul SSL Certificate

Details

Header [access penen

Itermet access o the requested website has been deried based on your user profile and organization's Internet Uisage Policy.

Description

Link Text |

Link URL |

Restore Defaut | [ Preview | [ apply

By default, in the Details frame all elements are selected to display in the HTML pages, the Help link points
to the FAQs page on Trustwave's public site that explains why access was denied, and a sample email
address is included for administrator contact information. These details can be modified, as necessary.

2.3.6.2.1 Enable, disable features

1.

49

Click “*On" or “Off” to enable or disable the following elements in the HTML pages, and make entries in
fields to display customized text, if necessary:

Username Display - if enabled, displays “User/Machine” followed by the end user’s username in
block pages

IP Address Display - if enabled, displays “IP” followed by the end user’s IP address in block
pages

Category Display - if enabled, displays “Category” followed by the long name of the blocked cat-
egory in block pages

Blocked URL Display - if enabled, displays “Blocked URL" followed by the blocked URL in block
pages

Copyright Display - if enabled, displays Trustwave Web Filter copyright information at the footer
of block pages and the authentication request form

Title Display - if enabled, displays the title of the page in the title bar of the block pages and the
authentication request form
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+ Help Display - if enabled, displays the specified help link text in block pages and the authentica-
tion request form. The associated URL (specified in the Help Link URL field described below) is

accessible to the end user by clicking the help link.

Note: If enabling the Help Display feature, both the Help Link Text and Help Link URL fields must be
JE) populated.

¢ Help Link Text - By default, “HELP” displays as the help link text. Enter the text to display for
the help link.

e Help Link URL - By default, *http://www. trustwave.com/support/r3000/accessde-
nied.asp” displays as the help link URL. Enter the URL to be used when the end user clicks the
help link text (specified in the Help Link Text field).

e Submission Review Display - if enabled, displays in block pages the email address of the
administrator to receive requests for a review on sites the end users feel are incorrectly blocked.
The associated email address (specified in the Submission Email Address field described below) is

accessible to the end user by clicking the click here link.

Note: If enabling the Submission Review Display feature, an email address entry of the designated
administrator in your organization must be made in the Submission Email Address field.

¢ Submission Email Address - By default, "admin @company.com” displays in block pages as the
email address of the administrator to receive feedback on content the end user feels has been incor-
rectly blocked. Enter the global administrator's email address.

2. Click Apply to save your entries.

J) Tip: Click Restore Default and then Apply to revert to the default settings.
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2.3.6.3 Authentication Form Customization
To customize the Authentication Request Form, click Customization and select Authentication Form from
the menu:

Homo | Polcy | Library | Reporiing | System | He | Logout web Fiter B Trustwave:

(8 systen Details

Network Header [wEs access auTHENTICATION

Please log into access the Infernet

Mode Link Text [

Link URL

Radius Authentication Setting
SHMP

‘Hardware Faiure Detection

Restore Defautl | | Preview | [ apply

(]

Hast Name: [FR-20:170.q0.8e5.n8t | IP:182.185.20.470. | Wamion: [FR 20,005

& Note: This window is activated only if Authentication is enabled via System > Authentication >
Enable/Disable Authentication, and Web-based Authentication is specified.

Tip: An entry in any of the fields in this window is optional, but if an entry is made in the Link Text field,
‘ a corresponding entry must also be made in the Link URL field.

1. Make an entry in any of the following fields:

¢ In the Header field, enter a static header to be displayed at the top of the Authentication Request
Form.

+ In the Description field, enter a static text message to be displayed beneath the Authentication
Request Form header.

e Inthe Link Text field, enter text for the link's URL to be displayed beneath the Description in the
Authentication Request Form, and in the Link URL field, enter the corresponding hyperlink in
plain text using the http:// or https:// syntax.

Any entries made in these fields will display centered in the Authentication Request Form, using the
Arial font type.

2. Click Apply.

Q Tip: Click Restore Default and then Apply to revert to the default text in this window.
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2.3.6.3.1 Preview sample Authentication Request Form

1. Click Preview to launch a separate browser window containing a sample Authentication Request
Form, based on entries saved in this window and in the Common Customization window:

3 Web Access Ruthentiation - MicrosaftInernet Exglorer il
J File Edit View Favortes Tools Help ﬁ
J d=pack - = - (G 2] | Qisearch [GFavorites @FMeda £4 | B S E
Jnddress I@https;p’,iZUU‘ID.100.?5:BDBIp’Authsnti:at\unServsr,iPrsvwewAuthsnti:at\unFurm‘isp j ﬁGo HLlnks w
=
Please log in to access the Internet
Authentication Login
Username : I—
Password : |
Domain m
Alias m
| Log In I
Trustwave Web Fiter provided by Trustwave. Copyright 2013. All rights reserved
=l
&]Done [ @wens

By default, the following data displays in the frame:
¢ Username field - The username displays.
o Password field - The user’s IP address displays.
« Domain field - All LDAP domain names set up on the Web Filter display in the pull-down menu.

o Alias field (optional) - All alias names associated with the LDAP domain specified in the field
above display in the pull-down menu, if the account names were entered for that LDAP domain.

By default, the following standard links are included in the Authentication Request Form:

e HELP - Clicking this link takes the user to Trustwave'’s Technical Support page that explains why
access to the site or service may have been denied.

e Trustwave - Clicking this link takes the user to Trustwave's Web site.

2. Click the “X" in the upper right corner of the window to close the sample Authentication Request Form.

Customization window, and then click Preview in this window again to view a sample Authentication

B Tip: If necessary, make edits in the Authentication Form Customization window or the Common
b Request Form.
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2.3.6.4 Block Page Customization
To customize the block page, click Customization and select Block Page from the menu:

Home | Policy | Library ‘ Reporting J System. | Help | Logout \Web Filter ']T}"Ustwave

System : Customization : Block Page Customization £ %) |y 2oro0ranasizsian

System Details
Cartrol

Metwark Heauer [access penen
Administrator

rternet access tothe recuested weksite has been deried based on your user profile and organizatio's internet Usage Folicy.

Description

Link Text |

Link URL |

Restore Defaut | [ Preview | [ Apply
4 | 21 e ——

Host Name. 1120218, o 8efinet | IP:182.168.20.218 | Version IFR2.000.4

the Web Filter portion of the Trustwave WFR Administrator Guide for information on creating a customized

Py~ Note: See Appendix B: Create a Custom Block Page from the Trustwave Web Filter Administrator Guide or
@ block page using your own design.

Tip: An entry in any of the fields in this window is optional, but if an entry is made in the Link Text field,
D 4 a corresponding entry must also be made in the Link URL field.
1. Make an entry in any of the following fields:
+ In the Header field, enter a static header to be displayed at the top of the block page.

e In the Description field, enter a static text message to be displayed beneath the block page
header.

e In the Link Text field, enter text for the link's URL to be displayed beneath the Description in the
block page, and in the Link URL field, enter the corresponding hyperlink in plain text using the
http.// or https.// syntax.

Any entries made in these fields will display centered in the customized block page, using the Arial font

type.
2. Click Apply.

@ Tip: Click Restore Default and then Apply to revert to the default text in this window.
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2.3.6.4.1 Preview sample block page

1. Click Preview to launch a separate browser window containing a sample customized block page,
based on entries saved in this window and in the Common Customization window:

/2 web Access Authentication - Microsoft Internet Explorer T =101 x|

| Fie Edt Vew Favartes Tods Help E

| wEak - = - D 4 | @search CilFavortes meda B | Bh- S =1 =

JAddress |é_“| https:ff200. 10, 100.75:808 1 /AuthenticationServer/PreviewauthenticationForm. jsp j 6o HLwnks 2
|

Please log in to access the Internet

Authentication Login

Username :

Password :
Domain [LOGSYS (NT) =]

Alias | Diszhled =

| Log In I
Trustwave Web Fitter provided by Trustwave. Copyright 2013. All rights reserved

sl

|&] Done RE T

By default, the following data displays in the User/Machine frame:

¢ User/Machine field - The username displays for the LDAP user. This field is blank for the IP
group user.

e IPfield - The user’s IP address displays.

e Category field - The name of the library category that blocked the user’s access to the URL dis-
plays. If the content the user attempted to access is blocked by an Exception URL, “Exception” dis-
plays instead of the library category name.

* Blocked URL field - The URL the user attempted to access displays.
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By default, the following standard links are included in the block page:

e HELP - Clicking this link takes the user to Trustwave’s Technical Support page that explains why
access to the site or service may have been denied.

e Trustwave - Clicking this link takes the user to Trustwave's Web site.
By default, these links are included in the block page under the following conditions:

« For further options, click here. - This phrase and link is included if any option was selected at
the Re-authentication Options field in the Block Page Authentication window. Clicking this link
takes the user to the Options window, described in the Options page sub-section.

e To submit this blocked site for review, click here. - This phrase and link is included if an
email address was entered in the Submission Email Address field in the Common Customization
window. Clicking this link launches the user’s default email client. In the composition window, the
email address from the Submission Email Address field populates the “To" field. The user’s mes-
sage is submitted to the global administrator.

2. Click the “X" in the upper right corner of the window to close the sample customized block page.

7l Tip: If necessary, make edits in the Block Page Customization window or the Common Customization
window, and then click Preview in this window again to view a sample block page.

2.4 Set up Group Administrator Accounts

The global administrator creates group administrator (Sub Admin) accounts so that these group adminis-
trators can be assigned to manage specific LDAP entities (nodes) set up in the Policy tree. Sub Admin
group administrator accounts are set up in the Administrator window from the System section of the con-

sole.

are created. See Chapter 2: Policy screen from the Global Administrator Section of the Trustwave Web
Filter Administrator Guide or the Web Filter portion of the Trustwave WFR Administrator Guide for
information on creating IP groups.

ﬂ Note: IP group administrator accounts are set up in the IP branch of the Policy tree when new IP groups
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2.4.1 Add Sub Admins to manage nodes
Click Administrator to display the Administrator window:

Home | Policy | Library | Reporting | System | Hew | Logow Web Filter %2 Trustwave®

System : Administrator & % @ 2010/01407 15,2314

Administrator Accounts
Currert User ————
Delete

iy [Acimin
cochau [Acimin

crike 15U Admin
ot IHelp Desk

Ul SSL Certificate

]

Host Name: [FR8420.77 qo.8e8inet | IP: 182.188.20.77 | Vesion IFR2.000.4

2.4.1.1 Add a group administrator account
To add an LDAP group administrator (Sub Admin) account:

1.
2.

In the Account Details frame, enter the username in the Username field.

In the Password field, enter eight to 20 characters—including at least one alpha character, one
numeric character, and one special character. The password is case sensitive.

Make the same entry again in the Confirm Password field.
Select “Sub Admin” from the Type pull-down menu.

Click Add to include the username and account type in the Current User list box.

2.4.1.2 Update the group administrator’s password

1.

3.
4.

Select the username from the Current User list box; this action populates the Account Details frame
with data.

In the Password field, enter eight to 20 characters for a new password—including at least one alpha
character, one numeric character, and one special character. The password is case sensitive.

Enter the same new password again in the Confirm Password field.

Click Modify to apply your settings.

2.4.1.3 Delete a group administrator account
To delete an administrator account:
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1. Select the username

from the Current User list box.

2. Click Delete to remove the account.

removed from assignment to that node and another group administrator set up for assignment to manage
that node. See Chapter 4: Manage Nodes for information on assigning and re-assigning a node for

management.

» ﬂ Note: If a group administrator assigned to an LDAP node is deleted, that group administrator must be

2.5 View Log Results

Use the View Log File window if you need to troubleshoot any problems with the authentication setup pro-

cess.

1. Click Diagnostics and select View Log File from the menu to display the View Log File window:

Home | Policy | Library | Reporting | System | Helw | Logout web Fiter P Trustwave®

Systsm : Diagnostics : View Log File &

2| | @4 2010/01408 05:12:04

Log File Details

Log File

i

Ul S5L Certificate

]

Last Number of Lines

[authenticetion Mockie Log (authmoduelog) = |

oo >

Host Name: FRB420.77.q0. 885 net | IP:182.185.20.77

Version: IFR2.0004

options, see the View Log File window in the Trustwave Web Filter Administrator Guide or the Web Filter
portion of the Trustwave WFR Administrator Guide.

ﬂ Note: In this Guide, only authentication-related options will be addressed. For information about all other

2. Inthe Log File Details frame, select the type of Log File to view:

“User Name Log (usage.log)” - used for viewing the time and date a user logged on and off the

network, along with the user's profile information.

e “Authentication Log (AuthenticationServer.log)” - used for viewing information about the authenti-
cation process for users, including SEVERE and WARNING error messages.

e “Admin GUI Server Log (AdminGUIServer.log)” - used for viewing information on entries made by
the administrator in the console.

e “eDirectory Agent Debug Log (edirAgent.log)” - used for viewing the debug log, if using eDirectory
LDAP authentication.
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o “eDirectory Agent Event Log (edirEvent.log)” - used for viewing the event log, if using eDirectory

LDAP authentication.

e “Authentication Module Log (authmodule.log)” - used for viewing information about SEVERE error

messages pertaining to LDAP authentication connection attempts.
3. Choose the Last Number of Lines to view (100-500) from that file.

4. Click View to display results in the Result window:

lnjx
web Fiter P Trustwave®
Result ;‘

an 18, 2010 3:38:56 PM FINE: (Threac]Thread-25,main]) - Current ProfleD Name String: Nowell 30201 INDIVIDUALVJSERS_CA_USA_chao
/an 18, 2010 3:38:56 PM FINER: (Thread[Thread-2,5 main]) - RETURN com.r3000.server 2L ion. AL finctP Domain
/an 18, 2010 3:38:56 PM FINEST: (Thresc{ Thread-2,5,main]) - Freeing Connection: com.r3000.server common i dap.comnectionimpl LD&
jan 18, 2010 3:38:56 PM FINEST: (Threac| Thread-2,5 main]) - Into the Paol. org apache commons pool impl SenericObjectPool@cga0ca(ac
lan 18, 2010 3:38:58 PM FINER: (Thread[Thread-2,5 main]) - RETURM com r3000 server authentication AuthManager findProfileByLDAPDN
jan 18, 2010 3:36:56 PM FINE: (Thread(Threac-2 5 main]) - Looking for workstation profile

/an 18, 2010 3:38:56 PM FINE: (ThreacThread-2,5,main]) - User autherticated using eDirectory Agent

jan 18, 2010 3:38:56 PM FINE: (Threac]Thread-2,5,main]) - eDirectory Agent workstation authentication is disabled. VWil KOT look for wor
jan 18, 2010 3:38:56 PM FINEST: (Threac] Threac-2,5,main]) - Warkstation profi logkup took 1 milis

/an 18, 2010 3:38:56 PM FINE: (Threac]Thread-25,main]) - LogonHandler Setting Profile.

/an 18, 2010 3:38:56 PM FINE: (Threac|Thread-2,5,main]) - AuthManager Attempting to Set Profile (Rule, ,0x4) for Novel30201 INDIVIDUE
jan 18, 2010 3:38:56 PM FINE: (Thread|Thread-2 5 main]) - Profile Being Wiritten is: IPNPSM 0 LGOM

ontert-Length: 196

Di=Hovel 30861
I=cn=chan oU=USERS, 0u=CA su=LIS &, 0=0C-ORG

LM=NovellZ0961INDIVIDUALYSERS_CA_USA,_chan
P=192.196.10.116
ET=0x0

jan 18, 2010 3:38:56 PM FINE: (ThreadThreac-25 main]) - The result back from the dazmon is IPMPA 01 Ok

jan 18, 2010 3:38:58 PM FINE: (Thread|Thread-2 5 main]) - Result string is OK

jan 18, 2010 3:38:55 PM FINE: (Thread| Threac-2 5 main]) - LogonHancler Writing Response

/an 18, 2010 3:38:55 PM FINER: (Threac(Thread-2,5,main]) - RETURN com r3000 server authentication fopService LogonHandler process
/an 18, 2010 3:38:56 FM FINE: (Threac Threati-2 5 main]) - AuthRetuest Viriing Output

4 . o

5. Click the "X" in the upper right corner of the window to close it.
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3 LDAP Authentication Setup

3.1 Create an LDAP Domain

In the Policy section of the console, add an LDAP domain that contains entities to be authenticated.

3.1.1 Add the LDAP domain

1. Click LDAP in the navigation panel to open the menu, and select Add Domain to open the Create LDAP
Domain dialog box:

Create LDAP Domain |

LD&P Server IPHostname [190.160.20 54
LDAP Server Port 359
LDAP Domain Label ADMative

Apply Cancel

2. Inthe LDAP Server IP/Hostname field, enter either the IP address or the hostname of the authen-
tication server.

3. Inthe LDAP Server Port field, enter the LDAP server port number. By default, enter 389.

4. In the LDAP Domain Label field, enter the name of the LDAP domain. This entry does not need to
match the NetBIOS name.

in length, and can contain a hyphen (-) and underscore ( _ ), though the hyphen cannot be the first or

Note: The alphanumeric LDAP domain name must be at least two characters but less than 64 characters
@ last character of the name.

5. Click Apply to add the domain to the tree. This action takes you directly to the LDAP domain window
(see View, modify, enter LDAP domain details).

3.1.2 Refresh the LDAP branch

Click LDAP in the navigation panel to open the menu, and select Refresh whenever changes have been
made in this branch of the tree.
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3.1.3 View, modify, enter LDAP domain details

Double-click LDAP in the navigation panel to open the LDAP branch of the Policy tree. Select the LDAP
domain you added, and choose Domain Details from the menu to display the default Type tab of the LDAP
Domain Details window:

Policy : LDAP ; ADHative : LDAP Server Type &)

Home. | palcy | Lbrary | Reporing | System | Hem | Logout web Fiter P Trustwave:

Palicy
(@) Giohel Group

€ Sun One, Sun Planet or Netscape Directory Server

€ Navell eDirectory
€ open Directory
© Cther

gock | [ save | [ Mext Activate

Hast Name: [FR-20-77.9¢ Se6unet | IP: 192.168.20.77 | wemsion: IFR2.0.005

The LDAP domain window is comprised of the following wizard tabs: Type, Group, User, Workstation,
Address, Account, SSL, Alias List, and Default Rule. By going through the entire wizard, domain details are
established for the LDAP domain, preparing the LDAP domain for group and user filtering profile setup.
After all entries are made on the wizard tabs, the domain can be activated.

Caution: The instructions in this Guide have been documented based on standard default settings in
LDAP for Microsoft Active Directory Services. The suggested entries and examples may not be applicable

to all other server types, or if any changes have made to default settings on the LDAP Active Directory
server.

3.1.3.1 Type

Based on the entries made when creating the LDAP domain, the Web Filter will attempt to auto-detect the

type of server being used, and if successfully detected, the appropriate LDAP server Type radio button will
be pre-selected on the Type tab.

1. If making a selection on this tab, the following options are available: “Microsoft Active Directory Mixed
Mode”, “Microsoft Active Directory Native Mode”, “Sun One, Sun IPlanet or Netscape Directory Server”,

“Novell eDirectory”, “Open Directory”, and “Other”. If the server type is not detected, “Other” will be
selected.

The server type setting on this tab defines the content that displays on all other tabs of the wizard.

A Note: If the server type is changed on this tab, object type settings will be overwritten with the new
object type settings. User settings will not be modified.
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2.

If a selection was made on this tab, click Save to save your setting.

3. Click Next to go to the Group tab.

Caution: The contents of the tabs for User and Group do not normally need to be changed. The settings
on these tabs are made automatically when you select the server type at the beginning of the setup
process. Unless you have made changes to the Schema of your LDAP server and are sure of the
consequences of altering these settings, do not alter anything in these tabs. The only action you need to
execute on these tabs is to confirm the settings by clicking the Next button at the bottom of the window,
until you reach the Address tab.

3.1.3.2 Group
The Group tab is used for including or excluding group objects in the LDAP domain.

Figure 7: Domain Details window, Group tab

Home | Policy | Library | Reporting J ‘System | Help | Logout Web Filter P2 Trustwave:

Policy : LDAP ; ADNative : Group Objects & 2010/03/18 09:55:48

Folicy
(@) ciobal Group

Type Groub | user | workstation| Server | 55 | Accourt | atas List|

=gl Loar ctClass E 4
s SunOME cludde List xclude List

roun [ Remove | [ Remove

include | | Exclude

Membershi Atirkute  ember

I use primary Group [ Use Mested Group

Back || save || mewt Activate

By default, this tab is populated as follows:

61

The Include List is populated with appropriate group objects, based on the server type.

The Membership Attribute field is populated with the name of the LDAP attribute from the group
record that identifies members of the group.

Generally, no action needs to be performed on this tab. However, under special circumstances, the fol-
lowing actions can be performed:

A group object can be added or excluded by making an entry in the appropriate field, and then
clicking the Include or Exclude button.

A group object name can be edited by selecting the group object from the appropriate list box,
editing the name in the field, and then clicking the Edit button.

A group object can be removed by selecting the group object and then clicking Remove.
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2. Based on the selected server type, the following action(s) is/are available for specifying a particular
group profile assignment, if necessary:

e If using Active Directory, the “Use Primary Group” action displays on this tab. You may wish to
check this box to indicate that profiles based on user groups should be assigned to users.

e If using Novell eDirectory or Sun One, the “Use Dynamic Group” action displays on this tab. You
may wish to check this box to indicate that profiles based on dynamic groups should be assigned
to users.

e If using Active Directory Native mode, Sun One, Novell eDirectory, or Open Directory, the “Use
Nested Group” action displays on this tab. This feature saves you time when configuring policies.
After the group policy is configured, all sub-groups within that group will use the same policy and
do not need to be configured, unless a special policy is required for a sub-group and that policy is

given a higher priority than the group policy.

- Note: If the options for “Use Dynamic Group” and “Use Nested Group” are both available, Trustwave
recommends using nested groups over dynamic groups for optimum performance of the Web Filter.

3. If any modifications were made on this tab, click Save.

4. Next to go to the User tab.

3.1.3.3 User
The User tab is used for including or excluding user objects in the LDAP domain.

Figure 8: Domain Details window, User tab

Home | Policy | Library | Reporting J System | Help | Logowt Web Filter %2 Trustwave:

Policy : LDAP : ADHative : User Objects &) - 2010/01/18 09:55:03

Type | Group User | workstation | Server | 558 | Account | Al List|

cludde List xclude List

[ Remove | [romputer [ Remove

[ (et ][ Exclude

[ Use Case-Senstive Comparison

Back || save || mewt Activate

By default, the Include List and Exclude List are populated with appropriate user objects, based on the
server type.
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1. Generally, no action needs to be performed on this tab. However, under special circumstances, the fol-
lowing actions can be performed:

e A user object can be added or excluded by making an entry in the appropriate field, and then
clicking the Include or Exclude button.

e A user object name can be edited by selecting the user object from the appropriate list box, edit-
ing the name in the field, and then clicking the Edit button.

e A user object can be removed by selecting the user object and then clicking Remove.

o If the user DN cannot be auto-detected during the profile setup process, click “Use Case-Sensitive
Comparison” to perform a manual comparison check.

2. If any modifications were made on this tab, click Save.

3. Click Next to go to the Workstation tab.

3.1.3.4 Workstation
The Workstation tab is used for including or excluding workstation objects in the LDAP domain.

Figure 9: Domain Details window, Workstation tab

Home | Paiicy | Library | Reporting | System | Help | Logout web Fiter — P@ Trustwave:
Policy : LDAP ; ADHative : Workstation Objects & 3 2010/01/18 0358127
"Z‘Dha‘ v Tyve | Group| User Workstation | Server | 551 | accourt | atas List|
=gl Loap ANY of the Cb C
o SunOME cludde List xclude List
RN Dhative computer [ Remove ) [ Femore
[ en | [ e

(Cinewse [ [ Exclge |

[ Back || save || mext | sctvate |

Host Name: [FR-20-77.qe fetinet. | IP: 182.168.20.77 | Wersion: IFR2.0.005

By default, the Include List and Exclude List are populated with appropriate workstation objects, based on
the server type.

1. Generally, no action needs to be performed on this tab. However, under special circumstances, the fol-
lowing actions can be performed:

e A workstation object can be added or excluded by making an entry in the appropriate field, and
then clicking the Include or Exclude button.
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e A workstation object name can be edited by selecting the workstation object from the appropriate
list box, editing the name in the field, and then clicking the Edit button.

e A workstation object can be removed by selecting the workstation object and then clicking
Remove.

2. If any modifications were made on this tab, click Save.

3. Click Next to go to the Address tab.

3.1.3.5 Server
The LDAP domain address information populates the Server tab.

Figure 10: Domain Details window, Server tab

Home | Pollcy | Lirary | Reporting | System | Heln | Logou Web Fiter P& Trustwave:

Policy : LDAP.; ADNative : Server ) 2010/03/18 09155129

Type | Group | User | workstation  Server | sst| account | Alias List|

Server DNS Name. WF122-10.8e6.com
Server P Address 122104211
DNS Domain Name
NOTE: NETBIOS Bomain Name s requived if this server is configured in Mobie mode
NETBIOS Demain Name
Server LDAPSPort B3
Server LDAP Port asa

LDAP Query Base DC=Be5 DC=com

Back || save |[ mMext Activate

Host Name: [FR-20-77.qe fetinet. | IP: 182.168.20.77 | Wersion: IFR2.0.005

Name, and LDAP Query Base fields will not be populated automatically. Functioning forward and reverse
DNS name resolution is one of the requirements for LDAP authentication. Please ensure the correct DNS
settings are set.

/ﬂ Note: If the DNS settings are not published in the LDAP directory, the Server DNS Name, DNS Domain

1. This tab includes the following fields, some pre-populated by default, and some that you may wish to
edit:
e The Server DNS Name field should contain the DNS name of the server. If this field is already
populated, it may need to be edited if there is more than one DNS server available.

- Notes:
@ e If your LDAP server's name is not a resolvable, fully qualified DNS name, you may be able
to enter the domain name.

e If using a Novell server, be sure the Server DNS Name exactly matches the name on the
SSL certificate that will be uploaded to the server.
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e The Server IP Address that displays by default is the one that was entered in the LDAP Server
IP field of the Create LDAP Domain dialog box.

e The DNS Domain Name should be the DNS name of the LDAP domain, such as logo.com, and
may need to be edited if the entire domain name does not display by default.

2 Notes:
3 o If your LDAP server's name is not a resolvable, fully qualified DNS name, you may be able
to enter the domain name.

e A fully qualified domain name entry is required on a mobile Web Filter using an LDAP
server to authenticate mobile end users.

e If using a Novell server, be sure the DNS Domain Name exactly matches the name on the
SSL certificate that will be uploaded to the server.

e If necessary, the NETBIOS Domain Name can be entered.
e By default, "636” displays in the Server LDAPS Port field.

e By default, the value that was entered in the LDAP Server Port field of the Create LDAP Domain
dialog box displays in the Server LDAP Port field.

e By default, the LDAP Query Base displays the root of the LDAP database to query using the
LDAP Syntax, e.g. DC=domain,DC=com, or o=server-org. The entry in this field is case sensitive
and should be edited, if necessary.

If this field is not populated, enter the LDAP query base exactly as set up on the LDAP server. For
example, if the entry on the LDAP server is DC=QA,DC=local, you must enter
DC=QA,DC=1ocal—not dc=QA,dc=Tocal or DC=QA,DC=Local.

2. If any modifications were made on this tab, click Save.

3. Click Next to go to the SSL tab.

3.1.3.6 SSL

SSL settings should be made if your network requires a secure connection from the Web Filter to the LDAP
server.
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Figure 11: Domain Details window, SSL tab

Home | Policy | Library | Roporting | System | Hel | Logout

Policy : LDAP ; ADNative : SSL Settings &)

%2 Trustwave:

2010/03/18 09:58:24

Tyve | Group | User | workstation| Server | SSL | account | aias List|
g P I” Enable Secure LDAP over SSL

Manually Upload SSL Certificate for LDAPS
Enter the path o the 550 certificat For your LDAP se
reauired to communicate with your LDAP server with securs en
The certificate should be a Basefié encaded .der or .cer format 351 Certificate.

Upinad

Automatically Upload SSL Certificate for LDAPS
R3000 can autcmatically generate and upload SSL certiicate for your LDAP server,
Make sure secure LDAR is properly set up and the hostname you specified For your
LDAP server i correct, Depending on the nbwork srwirornment, the Hims it kakes to
Fitch the certficate can vary. Vou may wait up to 15 seconds.

Uploac | wait [3 | seconds for cetificate

Activate

Host Name: [FR-20-77.qe fetinet. | IP: 182.168.20.77 | Wersion: IFR2.0.005

P Note: See Appendix B: Obtain, Export an SSL Certificate for information on how to obtain a Sun One
@ server's SSL certificate, or how to export an Active Directory or Novell server’s SSL certificate to your

desktop and then upload it to the Web Filter.

1. If applicable, click in the “Enable Secure LDAP over SSL” action. This action activates the Upload but-

tons in the Manually Upload SSL Certificate for LDAPS frame and the Automatically Upload SSL Certifi-

cate for LDAPS frame.

2. To automatically upload an SSL certificate, go to the Automatically Upload SSL Certificate for LDAPS

frame and do the following:

a. Inthe Wait ___ seconds for certificate field, by default “3” displays. Enter the number of sec-

onds to wait before the certificate is automatically uploaded.

b. Click Upload to upload the certificate.

To manually upload an SSL certificate, go to the Manually Upload SSL Certificate for LDAPS frame and

do the following:
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a. Click the Upload button to open the Upload SSL Certificate for LDAPS window:

{2 Upload S5L Certificate for LDAPS - Windows et -10] x|

(Sl IM https: fjifr-bls-2 'I % | X IGoogIe

File Edit Wiew Favorites Tools  Help

99 @ ] Upload 55U Certficats For...' I BB -

5

=l
Upload SSL Certificate for LDAPS

Fllel Browse... | Upload File |

El
pore || [ [ [ [ @ mntermet ESTE

b. Click Browse... to open the Choose file window and select the Web Filter’s SSL certificate.

Click Upload File to upload the SSL certificate to the Web Filter.

0

Caution: If using a Novell server, be sure the name on the SSL certificate (to be uploaded to the server)
matches the Server DNS Name entered in the Address Info tab.

3. Click Save.
4. Click Next to go to the Account tab.

3.1.3.7 Account
The Account tab is used for specifying the account information needed for binding to the LDAP database.
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Figure 12: Domain Details window, Account tab

Home | Policy | Library | Reporting | System | Help | Logout web Fiter PR Trustwave:*

Policy : LDAP ; ADNative : Account Info &) %| G| 2010/01/18 09:58:54

Tyve | Group| User | workstetion| Server  Accourt | ssi | aas List|

[7] Use Anonymous Bind
LDAP Account Name | CN=Administrator CN=Users DC=adn.DC=886,DC=com
Password 290009000000

ConfimPassword | 880888888888

Distinguished Name Auto Discovery

A "distinguished name” (2.0.: C=administrator, Chi=users,DC=xyz, DC=tam) must be entered in the "LDAP Accaunt Name" box above, To find the "distinguished name” for & user, please click on the "Find Disunguished
Name" button and enter name (z.0.: A , dom; if needed), 5

| Find Distnguished ame |

Back | [ sawe | [ wea | Activate

Host Name: [FR-20-77.qe fetinet. | IP: 182.168.20.77 | Wersion: IFR2.0.005

- Note: The Distinguished Name Auto Discovery frame only displays if the type of LDAP server is Microsoft
Active Directory.

1. Do one of the following:

e If your LDAP database does not require a username to be provided in order to bind to the LDAP
database, click the “Use Anonymous Bind” action to grey out the fields—and Find Distinguished
Name button, if it displays—in this tab.

o If you know the authorized user's full LDAP Distinguished Name, enter it in the LDAP Account
Name field. For example, enter the entire string in a format such as:

cn=Administrator,cn=Users,dc=qc2domain,dc=1ocal
or
cn=admin,o=logo-org

Then enter the password in the Password and Confirm Password fields.
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e For an Active Directory LDAP server type, if you do not know the authorized user’s full LDAP Distin-
guished Name, click Find Distinguished Name in the Distinguished Name Auto Discovery frame
to open the Distinguished Name Auto Discovery box:

Distinguished Name Auto DiscO¥ery x|

User Mame

Domain Mame

Pazsword

Confirm Password

[ Find Distinguished MName ][ Cancel ]

Make entries in the following fields:
a. User Name - administrator’s user name (e.g. administrator).

b. Domain Name - name of the domain (e.g. Togo. company . com). This field displays greyed
out if it was already included on the Address Info tab.

c. Password and Confirm Password.

Click Find Distinguished Name to perform the search for the LDAP Distinguished Name. If the
administrator’s user name and password are successfully retrieved, the box closes and the fields
on this tab become populated with appropriate data.

7 o Note: Once the Distinguished Name and password are successfully saved on this tab, the Distinguished
Name Auto Discovery frame will no longer display at the bottom of this tab.

2. Click Save to save your entries.

3. Click Next to go to the Alias List tab.

3.1.3.8 Alias List

The Alias List will be automatically populated if the Account Name was entered in the Account tab. This list
includes all alias names for the domain that will be included in the Alias pull-down menu in the Authentica-
tion Request Form.
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Figure 13: Domain Details window, Alias List tab
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However, if there are many alias names to be loaded, the tab initially displays without any data and the

Search in Progress box opens:

Search in Progress ) ll

The LDAP server is returning & substantial amount of data.

Please weait while the search is in progress.

After the search is completed, the Search in Progress box closes, and the list displays the Alias Name and
the corresponding LDAP Container Name.

your settings are correct.

@ Note: If the alias list does not display, double-check the settings on the other tabs and verify that all of

1. The following actions can be performed on this tab:

¢ An Alias Name can be edited by double-clicking the Alias Name in the designated row, and then
making your modifications.

e If an Organizational Unit (OU) has been deleted from the LDAP directory but has already been
added to the alias list, the list can be reloaded by clicking the Reload OU List button. When click-
ing this button, the Search in Progress box opens and the domain becomes inactive and will need

to be reactivated.

e By default, all items are selected for inclusion in the alias list, as indicated by a check mark in the
Alias Enabled action. To deselect an item, click the action to remove the check mark.

o To select or deselect all items in the list, click the Enable/Disable All button. This button lets you
toggle between these two operations.
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2. After all entries have been made in these wizard tabs, click Activate to activate the domain.

Tip: After the domain is activated, whenever subsequent modifications are made in any of these wizard
& tabs, Activate must be clicked again to re-activate the domain.

@ Note: To enter profile information for LDAP groups and users, see Create and Maintain Filtering Profiles in
Chapter 4.

3.1.4 Delete a domain
To delete a domain profile, choose Delete from the LDAP domain menu. This action removes the domain
from the tree.

3.2 Set up LDAP Domain Nodes

In the navigation panel, the LDAP domain branch of the tree menu includes options for setting up entities
(nodes) in the domain so that filtering profiles can later be created. The following options are used in this
setup process: Manage Profile Objects, Set Group Priority, Manually Add Workstation, Manually Add Mem-
ber, Manually Add Group, and Upload Profile.

3.2.1 Add nodes to the domain tree list

Before you can create filtering profiles for groups, workstations, users, and/or containers in a domain, you
must first add these nodes to the tree list for that domain.

Select the LDAP domain, and choose Manage Profile Objects from the menu to display the LDAP Browser
window.

Figure 14: LDAP Browser window
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This window is used for retrieving the names of workstations, users, groups, or containers from an LDAP
domain so that a filtering profile can be assigned to each node.

Notes:
3 e If the “"Use Dynamic Group” option was specified in the Group tab of Domain Details,

“Dynamic Group Enabled” displays towards the bottom left of this window. If the “Use
Nested Group” option was available in the Group tab of Domain Details, “"Nested Group
Enabled” or “Nested Group Disabled” displays towards the bottom left of this window,
depending on whether or not this feature was enabled or disabled in the Group tab.

e See Appendix C: LDAP Server Customizations if using an OpenLDAP server.

3.2.1.1 Perform a basic search

1.
2.

Specify the type of search by clicking the “Workstation”, “User”, “*Group”, or “Container” radio button.

If “User” or “Group” was selected, choose either “cn=" (common name) or “uid=" (user ID) from the
pull-down menu for the attribute type used in the LDAP directory. This menu displays greyed-out if
“Container” was selected.

In the input field that follows the pull-down menu, type in the workstation name, username, group
name, or container name exactly as it was entered on the LDAP server, or enter a partial name fol-
lowed by the asterisk (*) wildcard.

Make a selection from the In pull-down menu to specify the section of the server to search.

Click Search to display rows of results in the grid below. The following information is included for each
entity: Type (WRK, USR, GRP, CTR), Name (as entered on the LDAP server), DN string, Profile (Rule
number, if assigned), View button, and Mark action.

3.2.1.2 Options for search results
The following actions can be performed on search results:

To narrow the number of records returned by your initial query, click the “"Within Results” action, mod-
ify your search criteria in the input field, and then click Search.

To query either the list of groups in which a user is a member, or the list of users who are members of
a Group Record, click the View button in the Members column to display the results in the grid.

To select or deselect all records in the grid, click Mark/Unmark All.

To select or deselect all highlighted records in the grid, click Mark/Unmark Selected. This feature
works only if records are first selected in the grid by clicking on them.

e Multiple records are selected by clicking one record, and then pressing the Ctrl key on your key-
board and clicking another record.

e A block of multiple records is selected by clicking the first record in the block, then pressing the
Shift key on your keyboard, and then clicking the last record in the block.

3.2.1.3 Apply a filtering rule to a profile
To apply a filtering rule to an entity in the grid:
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1. Go to the Mark column and click the action for that entity.
2. Select a filtering rule from the drop-down menu.
3. Click Add Rule to display the selected Rule number in the Profile column.

When the LDAP branch of the tree is refreshed, all nodes with rules applied to them appear in the tree.

3.2.1.4 Delete a rule

To delete a rule from a profile, the entity must currently display in the grid and have a rule assigned to the
profile.

1. Click the Mark action for the entity.

2. Click Delete Rule to remove the entity’s profile from the tree.

3.2.2 Specify a group’s filtering profile priority
1. Select the LDAP domain, and choose Set Group Priority from the menu to display the Set Group Prior-

ity window:
Home | Palicy | Library | Reporting | System | Help | Logout Web Filter %2 Trustwave:
Policy : LDAP : ADHative : Set Group Priority O Y-8 of0fis.45 "
T Group Pririy
- vsthe Oroupts
El-gfl LDap o [ ]
PN Cw

= 0niative
P SUNOME

Apply

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

This window is used for designating which group profile will be assigned to a user when he/she logs
in. If a user is a member of multiple groups, the one that is positioned highest in the list is applied.

— Notes:
@ e Groups automatically populate the Profile Group(s) list box, if these groups have one or
more identical users and were added to the tree list via the LDAP Browser window.

e An entry for the Group Priority list is added to the end of the list when the group profile for
that group is added to the Web Filter, and is removed automatically when you delete the
profile.

2. To change the order of groups in the list:
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a. Select a group from the Profile Group(s) list box.
b. Use the up or down arrow button to move that group up or down in the list.

c. Click Apply to apply your settings.

3.2.3 Manually add a workstation name to the tree

1. Select the LDAP domain, and choose Manually Add Workstation from the menu to open the Manually
Add Workstation dialog box:

Manually Add Workstation |
\ij) Pleaze enter the workstation name

O I Cancel |

This dialog box is used for adding a workstation name to the tree list, so that a filtering profile can be
defined for that workstation.

2. Enter the workstation name in the text box, using the entire Distinguished Name. For example:

. . \
cn=engineering, cn=tester, dc=logo, dc=com

@ Tip: LDAP workstation names should be input exactly as entered as entered for the LDAP Distinguished
Name.

3. Click OK to add the workstation name to the domain’s section of the tree.

- Note: See Add or maintain a node’s profile under Create and Maintain Filtering Profiles in Chapter 4 for
information on defining the filtering profile for the group.

3.2.4 Manually add a user’s name to the tree

1. Select the LDAP domain, and choose Manually Add Member from the menu to open the Manually Add
Member dialog box:

Manually Add Member

1 x|

i) Pleaze enter the user name
Ok I Cancel |

This dialog box is used for adding a username to the tree list, so that a filtering profile can be defined
for that user.

LDAP Authentication Setup
Copyright © 2013 Trustwave Holdings, Inc. All rights reserved. 74



Trustwave Web Filter - Authentication Guide - Version 5.1.00

2.

3.

Enter the username in the text box.

i Tip: LDAP usernames should be input exactly as entered as entered for the LDAP Distinguished Name.

Examples:

CN=Jane Doe, CN=Users, DC=qc, DC=local

CN=Public\, Joe Q., OU=Users, OU=Sales, DC=qc, DC=local
CN=Doe\, John, CN=Users, DC=qc, DC=local
cn=dyn-grp,ou=progrm,o=nwrd-org

Click OK to add the username to the domain’s section of the tree.

@ Note: See Add or maintain a node’s profile under Create and Maintain Filtering Profiles in Chapter 4 for

information on defining the filtering profile for the user.

3.2.5 Manually add a group’s name to the tree

1.

Select the LDAP domain, and choose Manually Add Group from the menu to open the Manually Add
Group dialog box:

Manually Add Group

i =
ij) Please enter the group name

Ok I Cancel |

This dialog box is used for adding a group name to the tree list, so that a filtering profile can be
defined for that group.

Enter the group’s name in the text box, using the entire Distinguished Name format.

Click OK to add the group name to the domain’s section of the tree.

@ Note: See Add or maintain a node’s profile under Create and Maintain Filtering Profiles in Chapter 4 for
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information on defining the filtering profile for the group.
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3.2.6 Upload a file

of filtering profiles to the tree

1. Select the LDAP domain, and choose Upload Profile from the menu to open the Upload User/Group

Profile window:

Home | Poiicy | Library

| Reporting | System | Help | Logout web Fiter B Trustwave:*

Policy : LDAP : ADNative : Upload User/Group Profile &)

Policy
(@ Global Group
P

o SUnONE

Upload Profile

Upload Member Prafie: Click Upload
‘arming:This file will svarwinibs the current user/oroup fie

File must be: in the Following Filsname and format:

Loap

nf, nf, nf or i nf

N=1ohn Do, CN=Users,DC=qc,DC=com; Rule0, ,0
=Fublicl, Joe Q.,OLI=5ales,DC=qc DC=local; Rulet, i
N=Doel, John, CN=Users,DC=qc,DC=lacal;A, R CHAT KDPORN GPORN L,1, ,0

fquota.conf

ICN=Jahn Doe, CH=Users,DC=ae, DC=com 0, GEGBNDMIDTH;ZS, GSTREAM:2S
|CN=Public, Joe Q). OL=Sales,DC=qe,DC=local 0, FINAM: 15, TRADING:15, EMPL:15
|Ch=Doe, John,CH=Users,BC—ae, DC—local 0, EDUCAT: 10, REFERE!12, GNEWS:15

[Ths User's rismes st match the entry on thes Ssrver, IF the Ussr's name inciudes charactars such as & comma (,), semicelon (1), sausls sian (=), uokation mark (*), pus sion (+), batkslash (1), lsss than symbol (<), or
lareater than symbal (), 2 backslash (1) must be entered before that character.

[IF the username contains a backslash, you must enter an additional backslssh before that character.
[IF the Lser's name is Do, John you would enter the name in the conf file as Dosl, John,

Reloa Member Prafil: Click Reload
arning:The uploaded member profile doss not take effect unless the Reload butkon is cicked,

Upload Member Prafile | Upload Reload Member Prafile | Reload

Hast bame: [FR-42:25.qe efinst

1P: 192.168.42.25 | Memion: IFR 2.0.006

This window is use

d for uploading a file to the tree with workstation, user, group, or container names

and their associated filtering profiles.

2. Click Upload to op

en both the refresh message page and the Upload Member Profile File window:

/= Upload Member Profile File - Windows Internet Explore - (o] x|
TS [A4 s ifif-ble-2 j\g IEIES [aoogle
Fle Edt Yiew Favortes Tools  Help
6 &0 g Upload Member Frofils Fie I | BB - mhPas e 7
Upload Member Profile File
File Browse Upload File
Done [T T [ | meemet HI00% - g

-
@ Note: Leave the refresh page open until the file containing the profile has been uploaded.

3. Click Browse... to open the Choose file window.

4. Select the file to be

! Caution: Any

LDAP Authentication Setup
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Each profile in the file uploaded to the server must be set up in a specified format in order for the
profile to be activated on the server. This format differs depending on whether the profiles are work-
station, user or group profiles, or quota profiles. Based on the type of file format used, the file should
have the following name:

¢ |dapwrkstnprofile.conf - if the file contains LDAP workstation profiles
e Idapuserprofile.conf - if the file contains LDAP user profiles

e |dapgroupprofile.conf - if the file contains LDAP group profiles

¢ |dapcontainerprofile.conf - if the file contains LDAP container profiles

e quota.conf - if the file contains LDAP workstation, user, group, or container profiles with quotas
included. A quota in a profile indicates the user can spend a specified amount of time at a desig-
nated passed library category before he/she is blocked from further accessing URLs in that cate-

gory.

‘ Note: See Appendix D: Profile Format and Rules for examples of valid filtering profile formats to use
when creating a list of profiles to be uploaded to the server.

Caution: When uploading a list of profiles to the tree, the user will be blocked from Internet access if the
minimum filtering level has not been defined via the Minimum Filtering Level window. If you have just
established the minimum filtering level, filter settings will not be effective until the user logs off and back
on the server.

o==B

Click Upload File to upload this file to the server. The Upload Successful window informs you to click
Reload in order for these changes to be effective.

Click the “X” in the upper right corner of the Upload Member Profile File window to close it.

Click Refresh in the refresh page to refresh the LDAP branch of the tree:

Home | Policy | Library | Reporting | System | Hew | Logowt webFiter — P@ Trustwave:

Poficy: LDAP :Win2ic-ADistive = pload User Group Prafile ) (B avasiosiia 10z

Upload Profile

Vihen upload campletes click Refresh kutton to refresh GUE | Refresh
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8. After refreshing the page, return to the Upload User/Group Profile window and click Reload.
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4 Manage Nodes

Once LDAP domains are set up in the Policy tree, the global administrator assigns Sub Admin group admin-
istrators the following entities (nodes) to manage: domain, group(s), workstations, members, and/or con-
tainers.

7 o Note: See Set up Group Administrator Accounts in Chapter 2: Network Setup for information on creating
and managing Sub Admin group administrator accounts.

4.1 Assign Sub Admin to an LDAP Node

A group administrator assigned to an LDAP node (domain, group, workstation, member, or container) has
the privileges to add, edit, or delete entities to/from that node to which he/she is assigned. This Sub
Admin group administrator is also responsible for creating and maintaining filtering profiles for entities in
his/her assignment.

1. Click Assign to at any level of the LDAP Policy tree (domain, group, workstation, member, or container)
to open the Assign Access window. In the Assign Access to selected tree nodes frame, the name of the
entity (Node Name) displays, along with that node’s Assignable status. If the node has already been
assigned to a group manager, the username for the Assigned User displays.

2. From the Assign to user field, choose from the list of available Sub Admins:

x

Assign access to selected tree nodes

Mode Natme | assignabie | assigned User |
tester | @ | |

O Unagsigned Access Azszignto user I i l

[ Preview Assign ][ Apply ]

Manage Nodes
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To preview the access view for the proposed Sub Admin, click Preview Assign to open the Assign
Access View window:

Assign Access Yiew

X
View/Preview assign access
Azsion to user - uf

System  Palicy | Library | Reporing | Helpl

g Policy
=-al Loap
B 0
o2 tester

4. Click the Policy, Library, and Help tabs to view the menu topics, sub-topics, and tree nodes currently
available to that Sub Admin.

5. Click the X" in the upper right corner of that window to close it.

9 Tip: If necessary, another Sub Admin from the Assign to user field can be assigned to that node.

Assign Access

6. Click Apply to assign the Sub Admin to that node and to enter that Sub Admin’s username in the
Assigned User column in the list box:

Assign access to selected tree nodes

Mode Marme
tester

I Azzignable I Azzigned User I
| @ |subadmin

[ Unassigned Access

Azsign to user Isubadmin 'l

[ Preview Mssign ]| Apply |

Manage Nodes
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7. Click the “X” in the upper right corner of the Assign Access window to close it.

@ Tip: To unassign the Sub Admin from that node, click the Unassigned Access check box and then click

Apply. To re-assign the node to another Sub Admin, click the Unassigned Access check box again to
remove the check mark from the check box. A different Sub Admin can now be selected from the Assign
to user pull-down menu.

4.2 Create and Maintain Filtering Profiles

If a Sub Admin group administrator is assigned to an LDAP domain, he/she can add groups and members
to that domain. A Sub Admin group administrator assigned to an LDAP group can add members and filter-
ing profiles for all nodes he/she oversees.

The chart below illustrates the options available for filtering profile creation and maintenance for the entity
type:

Domain Container Group Individual Workstation

Details X X Member

Manage X

Profile Objects

Set Group X

Priority

Manually Add Workstation / X

Member /Group

Upload Profile X

Profile X X X X
Exception URL X X X X X
Time Profile X X X X X
Approved Content X X X X X
Web-based Authentication X X X X

Timeout

Delete X

Remove X X X X
Assign to X X X X X

Tips:
@ See Assign Sub Admin to an LDAP Node for information on changing the assignment of an LDAP node to
another Sub Admin.

See Set up LDAP Domain Nodes for information on setting up groups in an LDAP domain.

Manage Nodes
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4.2.1 Add a group member to the tree list

From the domain, select the group and choose Group Member Details from the menu to display the
Group/Member Details window.

Figure 15: Group Member Details window, LDAP group

Home | Policy | Library | Reporting J System ‘ Help | Logout Web Filter ']TrustanE‘
Policy : LDAP : ADHative : Domain Admins : Group Member Details &/ % (@) 2000/01/19 16120127
baley, Group Details
(@) Giohel Group .
EER P Group Domain Admins
=al Loar Ful Name [or=Domain Adinins Chi-Users DG-0A DGAcal
o ADMative
Domsin Users Do o
3 tester Domsin Type Loap
& SunoME
Group Members
Members
4D gert -
acimiristrator
DC Agent Serviee Account
[ s |
. | 5]

Hast Name: [FR-20-170.95.8e0net | IP:192,185.20.170 | Vemion: [FR 2.0,005

This window is used for viewing profile information about a group, and for adding members to a group.

In the Group Details frame, the following details display: Group name, Full Name (Distinguished Name)
of the group, Domain name, and Domain Type. Members that belong to the group display in the Mem-
bers list box in the Group Members frame.

To add a member to the tree list so that a profile can be created for that member:
1. Select the entity from the Members list box.

2. Click Add.

4.2.2 View Container Details

From the Policy tree, select the domain and choose Container Details from the menu to display the Con-
tainer Details window.

Manage Nodes
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Figure 16: Container Details window

%2 Trustwave:

G| 2010/05/18 08:19:34

1

Container Details
Container
Full Name

Domain

Domain Cortrollers

[oU=Domain Contrallers, DC=ccldap DC=5e6, DC=net

Dhiative

This view only window provides the following information about the container:

Host Name: RI000-20-74.92 826 net. | IP: 192.188.20.74 | Version: Wab Filte4.0.10.5

¢ Container - Name assigned to the container on the LDAP server

¢ Full Name - Distinguished Name for the container

¢ Domain - Name of the domain in which the container belongs

4.2.3 Add or maintain a node’s profile
From the domain, select the node and choose Profile from the menu to display the default Category tab of

the Profile window.

83

Manage Nodes

Copyright © 2013 Trustwave Holdings, Inc. All rights reserved.



Trustwave Web Filter - Authentication Guide - Version 5.1.00

Figure 17: Group Profile window, Category tab, LDAP group

Home | Policy | Library | Roporting | System | Help | Logout web Fiter B Trustwave:
Policy : LDAP : 0A : tastar : Category Prafile % | (@) 2010/01/20,08125:38
Poley
Categor
Sl 004 | Redirect URL | Fiter Options | YouTube Videa Cortrol
[ER-NTY User: tester Current Profilezhinimum Fitering Level
= Available Filter Rules Min|fum Filtadng Léval
Chid Pornography
[Futen Minimum Fitering Level = Pornographyiacut Contert
Rule Details
Category [ pwss [ mow [ wem Elock quis |
) Cateqory Groups
Aduk Cortent
Bandwicth [7]
: ©
i ©
Education [7]
©
ol ©
HeskhFiness [7]
©
Information Technolog [Z]
Internet [7]
Internet Productivi [7]
isc. [7]
©
= ©
Securi: [7]
Shopping [7]
ety ety ©
©
) Custom Categaries ©
Uncategorized Stes  [Fass Overall oucta [511 ] i i
[ ooy |

Host Name: [FR-20:170.q0.8e5n8t | IP:182.185.20.470 | Wamion: [FR 20,005

The Profile option is used for viewing/creating the filtering profile of the defined node (LDAP static or
dynamic group, workstation, user member, or container). Entries made in the Category, Redirect URL, Fil-
ter Options, and YouTube Video Control tabs comprise the profile string for the entity.

4.2.3.1 Category Profile
Category Profile is used for creating the categories portion of the filtering profile for the entity.

> Note: In order to use this tab, filtering rules should already have been set up via the Rules window,
@ accessible from the Global Group options, and the minimum filtering level should already be established.

The minimum filtering level is set up in the Minimum Filtering Level window, accessible from the Global
Group options. See the Trustwave Web Filter Administrator Guide or the Web Filter portion of the
Trustwave WFR Administrator Guide for more information about these windows.

By default, “Rule0 Minimum Filtering Level” displays in the Available Filter Rules pull-down menu, and
the Minimum Filtering Level box displays “Child Pornography” and “Pornography/Adult Content”. By
default, Uncategorized Sites are allowed to Pass.

» Note: By default, the Available Filter Levels pull-down menu also includes these five rule choices: Rulel
@ BYPASS”, “"Rule2 BLOCK Porn”, “Rule3 Block IM and Porn”, “Rule4 Trustwave CIPA Compliance”, and
“Rule5 Block All".

To create the category portion of the entity’s filtering profile:
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1. Select a filtering rule from the available choices in the Available Filter Rules pull-down menu. This
action automatically populates the Pass, Allow, Warn, and/or Block columns in the Rule Details frame

with filter settings for each category group/library category in the Category Groups tree.

v
®

Tip: In the Category Groups tree, double-click the group envelope to open that segment of the tree and
to view library categories belonging to that group.

Note: If a category group does not display any filter setting (i.e. the check mark does not display in any
column for the category group), one or more library categories within that group has a setting in a column
other than the filter setting designated for all collective library categories within that group. For example,
if in the Adult Content category group some of the library categories have a block setting and other library
categories have a warn setting, there would be no category group filter setting, since all library categories
do not have the same filter setting.

2. To change the filter setting for a category group/library category, double-click the column (Pass, Allow,
Warn, Block) in the row corresponding to that category group/library category to move the check mark
to that column:

v

Pass - URLs in this category will pass to the end user.
Allow - URLs in this category will be added to the end user’s white list.

Warn - URLs in this category will warn the end user that the URL he/she requested can be
accessed, but may be against the organization’s policies. The end user can view the URL after see-
ing a warning message and agreeing to its terms.

Block - URLs in this category will be blocked.
Tips:

Multiple categories can be assigned the same filter setting by clicking each category while pressing the
Ctrl key on your keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by clicking the first category, and then
pressing the Shift key on your keyboard while clicking the last category, and then double-clicking in the
appropriate column.

3. Make a selection from the Uncategorized Sites pull-down menu to specify how to handle a URL that
has not yet been categorized: “Pass”, "Warn”, or “Block”.

4. To use the quota feature to restrict the end user’s access to a passed library group/category, do the
following:

v

85

In the Quota column, enter the number of minutes the user will be able to access the library
group/category. The minimum number of minutes is *1” and the maximum is “1439” (one day
minus one minute). The number of minutes entered here combines with the seconds per hit (min-
imum one second to maximum 3600 seconds) defined in the Quota Settings window to determine

when the end user will be blocked from further access to URLs in that library group/category.

Tip: If a quota entry is made for a category group, all library categories in that group will show the same
number of quota minutes.
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Administrator Guide or the Web Filter portion of the Trustwave WFR Administrator Guide for more

P Note: See the Quota Settings window in Chapter 1: System screen of the Trustwave Web Filter
@ information on configuring quota settings and resetting quotas for end users currently blocked by quotas.

e The Overall Quota field becomes enabled if a quota is entered for any library group/category. By
default, the enabled Overall Quota is turned “Off”. If turned “On", enter the number of minutes in
the Min field to indicate when the end user’s access to passed library groups/categories with quo-
tas will be blocked. If the end user spends this amount of time at URLs in any quota-marked
library group/category, the Overall Quota overrides the number of minutes defined for each indi-
vidual quota.

5. Click Apply to apply your settings at the entity’s filtering level.
4.2.3.2 Redirect URL

Click the Redirect URL tab to display the Redirect URL page of the Profile window.

Figure 18: Group Profile window, Redirect URL tab, LDAP group

Home | Pollcy | Lirary | Reporting | System | Heln | Logou web Fiter B Trustwave:

Policy : LDAP : 0A : tester : Redirect URL & 2 | @ 2010/01/20 08127151

Category Rediect URL | Fiter Options | YouTube Video Control
Specify & redirect URL:

@ Defautt Block Page

€ Custom URL:

Apply

Redirect URL is used for specifying the URL to be used for redirecting users who attempt to access a site or
service set up to be blocked.

1. Specify the type of redirect URL to be used: “Default Block Page”, or “"Custom URL".

If “Custom URL" is selected, enter the redirect URL in the corresponding text box. Users will be redi-
rected to the designated page at this URL instead of the block page.

2. Click Apply to apply your settings.

4.2.3.3 Filter Options
Click the Filter Options tab to display the Filter Options page of the Profile window.
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Figure 19: Group Profile window, Filter Options tab, LDAP group

Home | Policy | Library | Reporting | System | Help | Logout web Fiter PR Trustwave:*

Policy : LDAP : QA : testar : Filter Options &) % || 2010/01/20.08;29,38

Category | Redirect URLFiter Options | vouTube viden Cartrol |

[ERE N1 Filter Options

™ 3 Strikes Blocking

™ GoodlemBingr/ahoolvoutubsibskifOL Sats Search Enforemsnt

epty |

Host Name: [FR-20:170.q0.8e5n8t | IP:182.185.20.470 | Wamion: [FR 20,005

Filter Options is used for specifying which filter option(s) will be applied to the entity’s filtering profile.

1. Click the check box(es) corresponding to the option(s) to be applied to the filtering profile: "X Strikes
Blocking”, “Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search Enforcement”, “Search Engine Keyword
Filter Control”, "URL Keyword Filter Control”, and “"Extend URL Keyword Filter Control”.

A Note: See the Trustwave Web Filter Administrator Guide or the Web Filter portion of the Trustwave WFR
Administrator Guide for information about Filter Options.

2. Click Apply to apply your settings.

4.2.3.4 YouTube Video Control
Click the YouTube Video Control tab to display the YouTube Video Control page of the Profile window.
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Figure 20: Group Profile window, YouTube Video Control tab, LDAP group

Home | Policy | Library | Roporting | System | Help | Logout Web Filter

%2 Trustwave:

Policy : LDAP : 0A ; tester : YouTube Video Control & % | @ 2010/01/20 08129:38

gl Losp [ catagory | Redrect URL | it Optens | YouTube Video Cortrol

© Inhertt Giobal Group settings
Unique YouTube for Schools ID |0 Prugi7nP29sPaynvzal
2) Disable YouTube Video Control for this profile

(@) Use specific YouTube for Schools ID

Unique Schoal ID
(©) Use specific VuSafe Passkey(s)

Passkey(s)

Ly

Host Name: [FR-20:170.q0.8e5n8t | IP:182.185.20.470 | Wamion: [FR 20,005

YouTube Video Control is used for specifying YouTube video settings to be applied to the entity’s filtering
profile.

By default, the profile will “Inherit Global Group settings”, which is one of the following options: “Unique
YouTube for Schools ID”, “*VuSafe is currently enabled”, or “YouTube Video Control is currently disabled”.

4.2.3.4.1 Configure YouTube Video Control settings

1. The profile can be configured to use any one of the following options, independent of Global Group
settings:

¢ “Inherit Global Group settings” - Click the corresponding radio button to select this option.

e “Disable YouTube Video Control for this profile” - Click the corresponding radio button to select this
option.

e “Use specific YouTube for Schools ID" - Click the corresponding radio button to select this option,
and then enter the Unique School ID.

- Note: If the Global Group already has this option set, a separate YouTube for Schools ID can be used
instead of the Global Group YouTube for Schools ID.

e “Use specific VuSafe Passkey(s)” - Click the corresponding radio button to select this option, and
then enter the Passkey(s) to be used, clicking Add to include each passkey in the list box.

@ Tip: To remove a passkey from the list box, select it in the list box, and then click Remove.
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2. Click Apply to apply your settings.

Note: If using YouTube for Schools, be sure to unblock YouTube in the user’s profile. If using VuSafe, be

-
@ sure to block YouTube in the user’s profile.

4.2.4 Add an Exception URL to the profile

From the domain, select the node and choose Exception URL from the menu to display the Exception URL
window.

Figure 21: Exception URL window, LDAP group

vome | potcy | rary” | Rpariag | Systom | e | Logou web Fiter - P Trustwave:
Policy : LDAP : OA : tester : Exception URL & a 10/01/20 08133113
Palicy
E (S Block URL
o @A sk URLs:
& [

HTTP:A164.109.148 217
HTTP:A154.108147 41/
HTTP:4204 213333/
HTTR:4204.2133 97
HTTP:11208.71.188.051

HTTP: VAT Burgerking comm
HTTP VA happpsymesl com/
HTTR A,
HTTP: e
HTTP:Amapaymeal com/
HTTP:fincdonaldls com/

ByPass URL

yPass LRLs:

HTTP:A204.2133 17/
HTTP:/7204.2.133 35/
HTTP:i59.22.138.1 227
HTTP:i153.22 138 1287
HT TP ke cam/
HT TPkt comi

(Camy |

Hast Name: [FR-20-170.9e.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

This window is used for blocking group members’ access to specified URLs and/or for letting group mem-
bers access specified URLs blocked at the minimum filtering level.

B

= Note: Settings in this window work in conjunction with those made in the Minimum Filtering Level

minimum filtering level.

4.2.4.1 Valid URL entries
The following types of URL entries are accepted in this window:

89

formats such as: http://www.coors.com, www.CoOOrs.com, or Coors.com
IP address - e.g. "209.247.228.221"in http://209.247.228.221

octal format - e.g. http://0106.0125.0226.0322

hexadecimal short format - e.g. http://0x465596d2

hexadecimal long format - e.g. http://0x46.0x55.0x96.0xd2

window maintained by the global administrator. See the Trustwave Web Filter Administrator Guide or the
Web Filter portion of the Trustwave WFR Administrator Guide for information on configuring and using the
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e decimal value format - e.g. http://1180014290

e escaped hexadecimal format - e.g.

http://%57%57%57 .%41%A4%A4%49%A43%54%A9%4E%A 7%AT%A1%4D%A5%5 3 . %4 3%4 F%AD

e query string - e.g. http://www.youtube.com/watch?v=3_wfnjl11mu

e case-specific entries - these entries are used by the Approved Content feature that blocks or allows

end user accessibility to specific YouTube video URLs

¢ wildcard entry format that uses an asterisk (*) followed by a period (.) and then the URL, such as:

*_coors.com

Tip: The minimum number of levels that can be entered for a wildcard entry is three (e.g.
@ *.yahoo. com) and the maximum number of levels is six (e.g.

*.mail.attachments.message.yahoo .com).

4.2.4.2 Add URLs to Block URL or ByPass URL frame

To block or bypass specified URLSs, in the Block URL or the ByPass URL frame:

-
@ Note: The pound sign (#) character is not allowed in this entry.

1. Type the URL to be blocked in the Block URLs field, or the URL to be bypassed in the ByPass URLs

field.

2. Click Add to open the Add Block URLs / Add Bypass URLs window to view all corresponding URLs

found by the query:

|£| Add ByPass URLs

Add ByPass URLs

Mouseover table row for messages on conflicts and warnings

Add Match case  URL
HTTP:iyoutube.com’

Status.

(&)

HTTP4i74.125.224 174/

HTTP:4iT4 125224 173/

HTTP:474.125.224.169/

HTTP4i74.125.224.164/

HTTP:4T4 125224 171/

HTTP:474.125.224.165/

HTTP:4ive ww youtubergom!

HTTP:i74.125.224 1644 [This URL cannot be added because it already exists in the same list |

HTTP:474.125.224. 166/

HTTP4i74.125.224.163/

HTTP:4iT4 125224 172/

HTTP:474.125.224. 162/

HTTP4i74.125.224.161/

d=l====E= (===

HTTP:4iT4 125224 175/

L!\\ URL can be added, but conflicting URLs will be removed
URL cannot be added due to conflicts

Check/Uncheck All "Add |:| Check/Uncheck Al 'Match case’

[ Add Selected ] {

Cancel

)
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This window includes the pre-populated “Add” check box preceding each URL in the table. Uncheck
any check box corresponding to a URL you do not want to include in your list.

Tips:

J) Click the “Check/Uncheck All ‘Add"” check box at the bottom of this window to toggle between selecting or
de-selecting all Add column check boxes in this window.

See the subsequent Status column messages and icons sub-section for information regarding conflicting
URLs found by the query.

If a multi-level URL query was executed (as in http://yahoo.com/mail), the Match case column con-
tains an empty check box for each entry in the table. Check the check box corresponding to a URL
entry you want to designate as being case-specific. The URL entry made by the end user must exactly

match this entry in order for the URL to be blocked or bypassed, as set up in this window.
Tips:

J) Click the “Check/Uncheck All ‘Match case™ check box at the bottom of this window to toggle between
selecting or de-selecting all Match case column check boxes in this window.

Click Cancel to close this window without making any selections.

3. Click Add Selected to close the window and to add your selection(s) in the appropriate URL list box.

4.2.4.2.1 Status column messages and icons

If conflicting URL entries are found by the query, the following message displays at the top of the query
results window: “Mouseover table row for messages on conflicts and warnings”.

In the Status column of a URL with a conflict, one of two icons displays: either the yellow warning triangle
containing an exclamation point, or the red circle with a line through it. Mousing over the affected URL dis-
plays a tooltip message indicating the URL already exists in the list, and the type of action that can be per-
formed, if any.

URL conflict types are identified by the legend at the bottom of the window:

e “URL can be added, but conflicting URLs will be removed” - Preceded by the yellow warning triangle
icon containing an exclamation point, this type of conflict indicates the URL entry found by the query is
already included in the other frame of the Exception URL window (ByPass URL or Block URL).
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When a URL is found in both bypass and block lists, the “Ignore warnings and add URL" check box dis-
plays to the left of the Add Selected button at the bottom of the window:

| 45| Add Black URLs =
Add Block URLs
Mouseover table row for messages on conflicts and warnings
Add Match case URL Status
il il HTTP:/T4 125239 3hwatch?v=KMUOtzL whbE -
] El HTTP:i74.125.238 Tiwatch?v=KMUOtzL whbE &
¥ ] HTTP:/74.125.238.15/watch?v=KMUOtzLwhbE &4 |
il Fil HTTP:/T4 125239 11/watch?v=KMUOtzL whbE I
] El HTTP:i74.125.238.1 2/ watch Pv=KMUOtzL whbE &
¥ ] HTTP./74.125.238.10/watch?v=KMUOtzLwhbE iy
il il HTTP:1i74.125.239.1/watch?v=KMUOtzL whbE |=
] El HTTP:i74.125.238.14/watch Pv=KMUOtzL whbE &
¥ ] HTTP./74.125.238.8/watch?v=KMUOtzL whbE &4 |
il Fil HTTP:/T4 125 239 Shwatch?v=KMUOtzL whbE I
[ F HTTP:/youtube. com/watch ?v=KIUOtzLwhbE N
¥ [¥] HTTP:/T4.125.238.6/watch?v=KMUOtzLwhbE L
JWARNING This URL exists in the other list. Selecting this URL will cause the URL to be moved from other list to this IlstL
A ] || [HTTP:ffwe v we.youtube.com/watch7v=KIUOtzLwhbE [ &
[ [HTTP.474.125.239 4hwatch?v=KMUOtzL whbE & |-
EI Check/Uncheck All'Add" L__| Check/Uncheck All ‘Match case’
i} URL can be added, but conflicting URLs will be removed
@ URL cannot be added due to conflicts
Dlgnnrewarmngs and add URL Add Selected Cancel

Clicking this check box activates the Add Selected button. Clicking Add Selected closes the window
and moves the selected URLs to the opposite frame in the Exception URL window.

¢ “URL cannot be added due to conflicts” - Preceded by the red circle icon with a line through it, this
type of conflict indicates the URL is already included in the Exception URL list.

If a URL found by the query results is already included in the current list, it will not include a check box
in the Add column since it cannot be added again.

4.2.4.3 Remove URLs from Block URL or ByPass URL frame
To remove URLs from the Block URL or the ByPass URL frame:

1. Select a URL to be removed from the Block URL / ByPass URL list box; your selection populates the
Block URLs field / ByPass URLs field.

@ Tip: Choose a non-IP address URL to maximize results to be returned by the URL query.
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2. Click Remove to open the Remove Block URLs / Remove ByPass URLs window to view all correspond-
ing URLs found by the query:

|£: Remove Block URLs
Remove Block URLs

Remove MWatch case URL

HTTP:dive ww VEGAS.COM/
HTTP:4i184 87 164127/
HTTPANEGAS.COMY I
HTTP./i192.5.73.104/

[<l[=f={=]

[¥] checkiuncheck Al

{ Remove Selected ] [ Cancel ]

This window includes the pre-populated “Remove” check box preceding each URL in the table.
Uncheck any check box corresponding to a URL you do not want to remove from your list.

Tip: Clicking the “Check/Uncheck All” check box at the bottom of this window toggles between selecting
or de-selecting all check boxes in this window..

3. Click Remove Selected to close the window and to remove your selection(s) from the appropriate
URL list box.

4.2.4.4 Apply settings
Click Apply to apply your settings after adding or removing a URL.

4.2.5 Create a Time Profile for the node
From the domain, select the node and choose Time Profile from the menu to display the Time Profile win-
dow.
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Figure 22: Time Profile window, LDAP group

Home | policy | Library |

| system | How | Logout Web Fiter B Trustwave®

P —

Policy : LDAP : 0A : tester : Time Profile &)

T

(5 Polcy Current Time Profiles
=gl Loap
SR YT Name Description
L

Daly. Every 1 day(s); Duration: 12.00 PH 2011/01/17 - 01:00 P 2011/01/17

Add | [ viewmiodity | [ Remove

This window is used for setting up or modifying a filtering profile to be activated at a specified time.

The Current Time Profiles list box displays the Name and Description of any time profiles previously set up
for the entity that are currently active.

4.2.5.1 Add a Time Profile
To create a time profile:

1. Click Add to open the Adding Time Profile box:

Adding Time Profile =]

A

Please enter profile name:

lunch

[ ok ][ canca |

2. Type in three to 20 alphanumeric characters—the underscore ( _ ) character can be used—for the pro-
file name.
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3.

95

Click OK to close the box and to open the Adding Time Profile window that displays the name of this
profile at the top of the Time Profile frame:

| £ Adding Time Profile TR
Time Profile: lunch

Recurrence LRuIeJ Redirect URLE Fitter Umwun; Erbcceptluné )/nuTube Video Cuntrq} |

Recurrence duration time

Start: 12:00 w | PM | 01f17/11 hd End: (01:00 + | |PM ~  D1f17/11 -

Recurrence pattern

© Daiy | Every 1 day(s)
) Weekly

" Monthly

) Yearly

Range of recurrence
Start: 01/17/11 @ Mo end date
“ End by: D1/17/11 -

Come

In the Recurrence duration time frame, specify Start and End time range criteria:

a. Select from a list of time slots incremented by 15 minutes: “12:00” to “11:45". By default, the Start
field displays the closest 15-minute future time, and the End field displays a time that is one hour
ahead of that time. For example, if the time is currently 11:12, “11: 15" displays in the Start field,
and “12:15" displays in the End field.

b. Indicate whether this time slot is "AM” or “"PM”",

c. Today’s date displays using the MM/DD/YY format. To choose another date, click the arrow in the
date drop-down menu to open the calendar box:

4 January 2010 L3
Su Mo TuWe Th Fr Sa

o Gl B
o 11 12 13 14

17 18 19 20 21 22 Z3
24 25 26 27 28 29 30

31
Toudsy

In this box you can do the following:

e Click the left or right arrow at the top of this box to navigate to the prior month or the next month.
e Double-click a date to select it and to close this box, populating the date field with that date.
¢ Click Today to close this box, populating the date field with today’s date.

In the Recurrence pattern frame, choose the frequency this time profile will use:
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e Daily - If this selection is made, enter the interval for the number of days this time profile will be
used. By default, “1” displays, indicating this profile will be used each day during the specified
time period.

If *5” is entered, this profile will be used every five days at the specified time.

e Weekly - If this selection is made, enter the interval for the weeks this time profile will be used,
and specify the day(s) of the week ("Sunday” - “Saturday”). By default, 1" displays and today’s
day of the week is selected. If today is Tuesday, these settings indicate this profile will be used
each Tuesday during the specified time period.

If “2” is entered and “Wednesday” and “Friday” are selected, this profile will be used every two
weeks on Wednesday and Friday.

¢ Monthly - If this selection is made, first enter the interval for the months this time profile will be
used, and next specify which day of the month:

+ If Day is chosen, select from 1" - “31".

e If a non-specific day is chosen, make selections from the two pull-down menus for the follow-
ing:
a. week of the month: “First” - “Fourth”, or “Last”
b. day of the month: “Sunday” - “Saturday”, “Day”, “Weekday”, “Weekend".

“By default, “1” displays and today’s Day of the month is selected. If today is the 6th, these set-
tings indicate this profile will be used on the 6th each month during the specified time period.

If *3” is entered and the “Third” “Weekday” are selected, this profile will be used every three
months on the third week day of the month. If the month begins on a Thursday (for example, May
1st), the third week day would be the following Monday (May 5th in this example).

e Yearly - If this selection is made, the year(s), month, and day for this time profile’s interval must
be specified:

First enter the year(s) for the interval. By default “1” displays, indicating this time profile will be
used each year.

Next, choose from one of two options to specify the day of the month for the interval:

e The first option lets you choose a specific month (“January” - “"December”) and day ("1” -
“31"). By default the current month and day are selected.

e The second option lets you make selections from the three pull-down menus for the following:
a. week of the month: “First” - “Fourth”, or “Last”
b. day of the month: “Sunday” - “Saturday”, “Day”, “Weekday”, “Weekend”
¢. month: “January” - “December”.

By default “First” “Sunday” of “January” are selected.
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If “2 is entered and the “First” “Monday” of “February” are selected, this profile will be used every
two years on the first Monday in February. For example, if the current month and year are January
2011, the first Monday in February this year would be the 7th. The next time this profile would be
used will be in February 2013.

6. In the Range of recurrence frame, the Start date displays greyed-out; this is the same date as the
Start date shown in the Recurrence duration time frame. Specify whether or not the time profile will be
effective up to a given date:

¢ No end date - If this selection is made, the time profile will be effective indefinitely.

7. Click each of the tabs (Rule, Redirect URL, Filter Options, Exception, YouTube Video Control) and spec-
ify criteria to complete the time profile. (See Category Profile, Redirect URL, Filter Options, Exception
URL, and YouTube Video Control in this sub-section for information on entries to make in these tabs.)

8. Click Apply to activate the time profile for the IP group at the specified time.

9. Click Close to close the Adding Time Profile window and to return to the Time Profile window. In this
window, the Current Time Profiles list box now shows the Name and Description of the time profile
that was just added.

' Caution: If there is an error in a time profile, the Description for that time profile displays in red text.
) Select that time profile and click View/Modify to make any necessary corrections.

4.2.6 Set Tier 2, Tier 3 timeout minutes

From the domain, select the node and choose Web-based Authentication Timeout from the menu to dis-
play the Web-based Authentication Timeout window.
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Figure 23: Web-based Authentication Timeout window, LDAP group

= . web Fiter - W@ Trustwave’

Policy : LDAP : QA : tester : Web-based Authentication

eout s | () 20

%5, Policy
=28 Lpap Inherit global authenti
Bk ar

] ® Use specific authentication timeout minutes: |50

timeout minutes:

(2ot ]

3 Note: This window is only active if “Tier 2” or “Tier 3” and its time-based fallback option is enabled in the
Enable/Disable Authentication window.

This window is used for determining the number of minutes the end user’s Web-based authentication fil-
tering profile will be active.

If Tier 3 and its time-based fallback option is enabled in System | Authentication | Enable/Disable
Authentication window, the end user will only use the set number of timeout minutes for Internet usage
if the Java applet does not launch in his/her browser.

To set the duration of Internet usage for this profile:
1. Choose one of the following options by clicking its corresponding radio button:

¢ Inherit global authentication timeout minutes - By default this option is selected, and time-
out minutes set in Enable/Disable Authentication for the selected tier type display greyed-out in
the field to the right. For Tier 2, the default number is “30” timeout minutes, and for Tier 3, that
number is “1”,

Applying this option to the entity’s profile will immediately activate the number of timeout minutes
set for the tier type in Enable/Disable Authentication. The entity will inherit any modified settings if
the tier type or number of minutes is modified in that window.

* Use specific authentication timeout minutes - Selecting this option lets you configure the
number of timeout minutes for the end user to access the Internet via his/her authentication pro-
file.

2. After making modifications in this window, click Apply.
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4.2.7 Remove a node’s profile from the tree

To remove a group, workstation, user member, or container’s profile from the tree, select the profile in
order to open the menu, and choose Remove.

4.3 Verify that an LDAP Profile is Active

The Active Profile Lookup window is a useful tool for the global administrator to use to find out whether or
not an LDAP profile is active.

1. In the System section of the user interface, select Diagnostics | Active Profile Lookup to display
the Active Profile Lookup window

Homo | Poliy | Lbrary | Reportig | Systom | Hob | Logout web Fiter P& Trustwave:

System : Diagnostics : Active Profile Lookup £ % |8 2010/01/08 20:33:41

= system

Cartrol User IP Address [101.0254 [ Lookp
or

SNvP

Ul SSL Cerificate

4 | x|

Host Name: FRB420.77.q0. 885 net | IP: 182,188.20.77. | Vemsion IFR2.0004

the Trustwave Web Filter Administrator Guide or the Web Filter portion of the Trustwave WFR
Administrator Guide for information about other looking up other types of filtering profiles. In order to use
this diagnostic tool, LDAP domains and nodes must be set up in the Policy section of the Web Filter, and
each node must have a filtering profile.

/ﬂ Note: Only filtering profile lookups for LDAP nodes will be addressed in this sub-section. Please refer to

2. In the User IP Address field, enter the IP address of the end user.

3. Click Lookup to verify whether or not an LDAP profile is active for that IP address.
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If an LDAP filtering profile is active, a box opens containing the Result frame that displays profile set-
tings applied to the profile:
x|

Result for IP Address 10.1.0.254

Login Summary | Rule Detais | Blacked Parts | Redirect URL | Fiter Cptions |

Domain name: jadministrators

Frofile name: jAodministrators

Rule name: Rulel

Profile Type: |_:|'

The default Login Summary tab displays the following information:
e Domain name - LDAP domain name.
¢ Profile name - Distinguished Name for the LDAP profile.

e User login name - path of the LDAP profile on the domain. For a workstation profile, this path
includes the workstation name.

¢ Rule name - if this profile uses a non-custom rule, the rule number displays.
* Profile Type - “"Regular profiles” displays greyed-out.

4. Click the following tabs to view information in that tab: Rule Details, Blocked Ports, Redirect URL, Filter
Options.

¢ Rule Details - In the Rule Details frame, the Category Groups tree displays group and library cat-
egories with filter settings that determine whether or not the end user can access URLs set up for
that category group/library category.

' Tip: In the Category Groups tree, double-click the group envelope to open that segment of the tree and
to view library categories belonging to that group.

A check mark inside a green circle displays in the Pass, Allow, Warn, Block column for the filter set-
ting assigned to the category group/library category for the end user. These filter settings indicate
the following:

e Pass - URLs in this category will pass to the end user.
¢ Allow - URLs in this category will be added to the end user’s white list.

e Warn - URLs in this category will warn the end user that the URL he/she requested can be
accessed, but may be against the organization’s policies. The end user can view the URL after
seeing a warning message and agreeing to its terms.
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e Block - URLs in this category will be blocked.

e Quota - If a number displays in this column, the corresponding category group/library cate-
gory was set up as passed but with a time limit, as defined by the number of minutes in that
column. After spending 75 percent of the allotted time visiting URLs in that group/category,
the user receives a quota warning message; after spending100 percent of the allotted time
visiting URLs in that group/category, he/she receives a quota block page.

Note: If a category group does not display any filter setting (i.e. the check mark does not display in any
column for the category group), one or more library categories within that group has a filter setting in a
column other than the filter setting designated for all collective library categories within that group. For
example, if in the Adult Content category group some of the library categories have a block setting and
other library categories have a warn setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

At the bottom of the Rule Details frame, Uncategorized Sites are set to “Pass”, “Warn”, or “Block”,
indicating that the selected setting applies to any non-classified URL. If the Overall Quota field is
enabled, the user is restricted to the number of minutes shown here for visiting URLs in all
groups/categories collectively in which a quota is specified.

Blocked Ports (optional) - ports that have been set up to be blocked, if established.

Redirect URL (optional) - the URL that will be used for redirecting the user away from a page
that is blocked, if established.

Filter Options (optional) - filter options to be used in the user’s profile: “X Strikes Blocking”,
“Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search Enforcement”, “Search Engine Keyword Filter
Control”, and/or “URL Keyword Filter Control” with/without the “Extend URL Keyword Filter Con-
trol” option selected.

5. Click the "X" in the upper right corner of the box to close it.
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5 Authentication Deployment

This final step of the authentication setup process includes testing authentication settings and activating
authentication on the network.

5.1 Test Authentication Settings

Before deploying authentication on the network, you should test your settings to be sure the Authentica-
tion Request Form login page can be accessed. If properly set up, the Authentication Request Form opens
on a user’s workstation if the user has been blocked from accessing specified Internet content. This form
allows the user to authenticate him/herself in order to access Web content permitted by his/her filtering
profile.

Figure 24: Authentication Request Form

/2 web Access Authentication - Windows Internet Explorer - - 208 [

J Fils Edt Wiew Favorites Tools Help ﬁ
| wBack » = - @ [B] 43| Qisearch [jravortes (PHstory | Ey- S W 5

| adress [&] local:a0a1 ianFarm, jsp?URL=192, 168,20, 10/ind) =152.165.20.806CAT=SPORTSBUSER=DEFAULT = PGD‘

|

[

WEB ACCESS AUTHENTICATION

Please log in to access the Internet.

e [tiones

novell (LD&P) =
Alias [QC_Server -
Logn

Trustwave Web Fiter provided by Trustwave. Copyright 2013. Allrights reserved.

alle

[&1 Dore ER

@ Note: In order to complete the test process, you should be sure you have your own filtering profile set
up.

To verify that authentication is working, do either of the following, based on the Tier you selected:

e If Tier 2 or Tier 3 Web-based authentication will be used: Go to the Test Web-based authentication
settings sub-section for instructions on testing the Authentication Request Form login page from a sin-
gle workstation. For this test, you will create an IP profile for the test machine’s IP address, and set
the Redirect URL for the profile to access the Authentication Request Form.

System | Authentication | Authentication SSL Certificate window (in Chapter 2) is placed on all
workstations of users who will be authenticated. This ensures that users will not receive the Security Alert
warning message from the server.

- ﬂ Note: Before testing Web-based authentication settings, be sure the SSL certificate you created via the
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e If Tier 1 net use based authentication will be used: Go to the Test net use authentication settings sub-
section for instructions on testing the net use based login command to see if you can access the
assigned profile.

If you (the administrator) can be successfully authenticated in the domains that were set up, the test pro-
cess is complete, and you are ready to activate authentication on the network (see Activate Authentication
on the Network).

users who have been authenticated, and their usage of the Internet. See Usage Graphs from the
Reporting screen section of the Web Filter section of the Trustwave WFR Administrator Guide for more
information about this reporting tool.

» ﬂ Note: On WFR units, the Usage Graphs window can be used for viewing and analyzing the number of end

5.1.1 Test Web-based authentication settings

To verify that authentication is working properly, make the following settings in the Policy section of the
console:

5.1.1.1 Create an IP Group, “test”
1. Click the IP branch of the tree.

2. Select Add Group from the menu to open the Create New Group dialog box:

x
Group Name test—
Pazswvord 000 [esssss
Confirm Password m

(o8 Cancel

3. Enter test as the Group Name.
4. Enter the password in the Password and Confirm Password fields.

5. Click OK to add the group to the tree.

5.1.1.2 Create a Sub-Group, “workstation”
1. Select the IP Group from the tree.

2. Click Add Sub Group in the menu to open the Create Sub Group dialog box:

OK Cancel

3. Enter workstation as the Group Name.

>

Click OK to add the Sub-Group to the IP Group.
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5.1.1.3 Set up “test” with a 32-bit net mask

1. Select the IP Group named “test” from the tree.

2. Click Members in the menu to display the Members window:

Home | Policy | Library | Reporting | Systom | Hel | Logout

web Fiter - P& Trustwave:

Add membersby @ B € Subcroup
IP Members
When using IP addresses to identify groups on the network, the IP addre:

ge for the designated member must first be entered in the Range to Detect global group nindaw. & member IP is added in
th\s ivame oy entain the 7 adéress and notmask or i e, and e cheking Add, L the Caiator 1o cobaate [P ranges ot overlpe. One a member & sdied, a b group can be reated and
define:

Current Members

f1a0.160 20 s0/32

New Members
@ Source P [ o =1 [ coleustor |
O Source P Start End

Host Name: [FR-20-170.q0.8e0.08t | IF: 182,158.20.170. | Ve

0n: [FR.2.0,00.5

3. Click the radio button corresponding to “Source IP".
4. Enter the Source IP address of the workstation, and select 255.255.255.255 as the subnet mask.

5. Click Add to include the IP address in the Current Members list box.

5.1.1.4 Give “workstation” a 32-bit net mask

1. Select the IP Sub-Group “workstation” from the tree.
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2. Click Members in the menu to display the Members window

web Fiter - P& Trustwave:

J Logout

Add membershy P @ subGroug

Sub Group Member
To add or update an IP member, enter the TP address ant ts netmask or IP ranges in the fields below. To avoid overlapping of IP addresse:

IP Address
& MemberP  [1301602050 1 feszssassass 7] [ calouistor
O Member IP Start End

on: IFR 2.0,00.5

<, use the calculator tool by dicking on the Calaulator button.

| mociry

Hast Name: [FR-20-170.90.8eBnet | IP:192,185.20.170 | veri

Click the radio button corresponding to “Member IP”,

subnet mask.
5. Click Modify.

5.1.1.5 Block everything for the Sub-Group

1. Select the IP Sub-Group “workstation” from the tree.
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2. Click Sub Group Profile in the menu to display the Sub Group Profile window:

web Fiter - P& Trustwave:

Policy.

2@ s cro Category | Redirect URL | Fiter Options | YouTube Video Control
Bp Group: waorkstation Current Profie:Custom Profie
T — Available Filter Rules Mo, | Paring Level
; g eeorictaiion chid Pornogranny
gl Loar Custom Frofile v Pornographysicut Comtert
Rule Details
Category Pass | Alow | wem | Bock | Guta |
) Category Groups
Adu Cortert
Bandwidth
&
it
Edlusation
&
Poitics
HeathFiress
&
nformation Technolog:
Internet
Internet Productivt
Mise
©)
Securt:
Shopsing
ety L ety
&
Custom Cetegories
Unoategorized Stes  [Block ¥ overalquota [0 =] o min
Apply

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

3. In the Category Profile page, select “Block All” from the Available Filter Levels pull-down menu.

c Tip: Blocks of category groups can be moved by clicking the first category group, and then pressing the
Shift key on your keyboard while clicking the last category group, and then clicking in the Block column.

4. For Uncategorized Sites, select “Block”.

5. Click Apply.
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5.1.1.6 Use Authentication Request Page for redirect URL
1. Click the Redirect URL tab to display the Redirect URL page:

ome | ey | Livary | Reporn m | Heb | Logout web Fiter - P Trustwave:
Policy Reclrect URL
i o Category Redire | Fiter Options | vouTuse vide Cortrol
= = Specify a redirect URL:
= test
€ Default Block Page
&l Loap
@ suthentication Reguest Form
€ Custom URL:
[ agely

Host Name: [FR-20-170.q0.8e8.net | IP: 192.185.20.170 | Vemion: [FR2.0,005

2. Select “Authentication Request Form”.

= Note: The host name of the Web Filter will be used in the redirect URL of the Authentication Request
@ Form, not the IP address. Be sure a forward/reverse DNS entry for the Web Filter is made on the DNS

server.

3. Click Apply.
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5.1.1.7 Disable filter options
1. Click the Filter Options tab to display the Filter options page:

web Fiter - P& Trustwave:

em  Hepp | Lopou

Home: | Palicy | Library | Repe

Policy
Fiter Options
@ cioba roup categmv| Redirect URL i |VnuTuhe ideo Contral
E-ER P Filter Options
= ot = ™ ¥ Strikes Blocking
&l Loap I GoogleBingYshool YoLtube/&skiAOL Sate Search Enfarcement

™ Sesrch Engine Keyweord Fiter Cartrol
™ URL Keyword Fiter Cortral
I~ Extend URL Keyword Fiter Cortrol

Apply

esion: [FR2.0005

Host Name: [FR-20-170.q0.8e8.net | IP:182,185.20.170 |

Uncheck all the check boxes: “X Strikes Blocking”, “Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search
Enforcement”, “Search Engine Keyword Filter Control”, "URL Keyword Filter Control”, and “Extend URL

III

Keyword Filter Contro

3. Click Apply.
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5.1.1.8 Disable YouTube Video Control

1. Click the YouTube Video Control tab to display the YouTube Video Control page:

Web Filter

P2 Trustwave:

Calegory | Redirect URL | Fiter Options | Y ouTube Video Control

) Inherit Global Group seftings

Unique YouTube for Schools ID |0 Prual7nP2espaynyZal

@ Disable YouTube Video Contral for this profie

YouTube for Schools ID

Unique School ID

() Use specific VuSafe Passkey(s)

Passkey(s)

(oo

Host Name: [FR-20-170.q0.8e8.net | IP: 192.185.20.170 | Vemion: [FR2.0,005

2. Click “Disable YouTube Video Control for this profile”.
3. Click Apply.
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5.1.1.9 Attempt to access Web content

@ Note: For this step, you must have your own profile set up in order to complete the test process.

1. Launch an Internet browser window supported by the Web Filter:

] v v s o 5

Customer Login | Company | News & Events | GetHelp | ContactUs

312-873-7500 =

2 Trustwave
&

D suopon > wep ter
Web Filter Support

‘This page is your starting place for Web Filter resources, Popular Articles

I you cannot locate the you need, or if you reqy from the
contact Trustuave Support Knowledge Base

Search Support Resources
Search Knowledge Base and Forum items for Web Filter specific content

Forum

Visit the customer forums for informal discussion with other users about Web Fiter
fopics.
Submit a Site
Let us know about a website that we don't yet have categorized or let us know if we
'should change a website's categorization. Submit a Site.
Downloads and Documentation

- Virtual Produet Downloads @

« Software Downloads

= Documentation

[ Cro—— |

2. Enter a URL in the Address field of the browser window.

@ Note: The URL should be one that begins with “http"—not “https”.

3. After clicking Go, the Authentication Request Form should open:

{2 web Access Authentication - Windows Internet Explorer =0l =]
Fle Edt Vew Favories Tools Help

Back = & - @D [ A | @Search [GFavorices BHisory | EY- S i 5]

Address [&] local:8081, o JpTURL=192, 16,20, 10findk 192,168, 20 B0ECAT=SPORTSRUSER=DEFALLT _¥| (G0 ‘

|

WEB ACCESS AUTHENTICATION

Please log in to access the Internet.

ogin
Username: |tjones
Password: [
Domain [Navell ((DAP) =]
Alias |QC_Server =

Lagln

Trustwave Web Fiter provided by Trustwave Copyright 2013. All rights reserved

sl

BT eI
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5.

Enter the following information:
e Username

e Password

If the Domain and Alias fields display, select the following information:

¢ Domain you are using

e Alias name for that domain (unless “Disabled” displays and the field is greyed-out)

Click Log In to authenticate or re-authenticate yourself on the network.

The test process has been completed successfully if you are now able to access the content for the URL
you entered at step 2 in this section.

5.1.2 Test net use based authentication settings

1.

2.

From the test workstation, go to the NET USE command line and enter the NET USE command using
the following format: NET USE \\virtualip\R3000%

For example: NET USE \\192.168.0.20\R3000$%

The entry you make should initiate a connection with Tier 1.

Authentication field in the Authentication Settings window (see Chapter 2: Network Setup, Enter network

) Tip: The virtual IP address should be the same as the one entered in the Virtual IP Address to Use for
settings for authentication).

Make a Web request to a site you can access, based on your filtering profile.

The test process has been completed successfully if you are now able to access the content for the URL
you entered at step 2 in this section.

5.2 Activate Authentication on the Network

After successfully testing authentication settings, you are now ready to activate authentication on the net-
work.

To verify that authentication is ready to be activated on the network, do either of the following, based on
the Tier you selected:

If Tier 2 or Tier 3 Web-based authentication will be used: There are two options for Web-based
authentication: IP Group authentication, and Global Group Profile authentication. Select the option you
wish to use on your network. Go to the Activate Web-based authentication for an IP Group sub-section
for instructions on setting up an IP Group profile for authentication. Go to the Activate Web-based
authentication for the Global Group sub-section for instructions on setting up the Global Group Profile

for authentication.

@ Note: An accelerator card is recommended if using Web-based authentication.
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e If Tier 1 net use based authentication will be used: Go to the Activate net use based authentication

sub-section for instructions on testing the login script and modifying the Global Group Profile for
authenticating users.

5.2.1 Activate Web-based authentication for an IP Group
IP Group authentication is the preferred selection for Web-based authentication—over the Global Group

Profile authentication option—as it decreases the load on the Web Filter.

5.2.1.1 Create a new IP Group, “webauth”
1. Click the IP branch of the tree.

2. Select Add Group from the menu to open the Create New Group dialog box:

x

Graup Mame webauth

Pazsword [—

Confirm Password

3. Enter webauth as the Group Name.

4. Enter the password in the Password and Confirm Password fields.

5. Click OK to add the group to the tree.

5.2.1.2 Set “webauth” to cover users in range

1. Select the IP group “webauth” from the tree.

2. Click Members in the menu to display the Members window:

Home | Palicy | Library | Reporting J System ‘ Help | Logout Web Filter ’]TrUStWaVE'

Palicy
Globel Group Add membershy & P supGroup

IP Members

S e A R R e e e ] e ﬁrst B SR R Ay K
in this frame by entering the IP address and netmask or [P start and IP end, and then dicking Add. Use the Calculator to calcuate IP ranges without overlaps. Once a memb -group can be created and
defined,

Current Members

01020524

New Members

& Source P [ J [rs52ss2ssn 7] [ calcustor
' Source P Stat End

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005
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3. Click the radio button corresponding to “Source IP”".

4. Enter the Source IP address of the workstation and specify the subnet mask for the range of user IP
addresses of users to be authenticated.

5. Click Add to include the IP address range in the Current Members list box.

5.2.1.3 Create an IP Sub-Group

1. Select the IP Group “webauth” from the tree.

2. Click Add Sub Group in the menu to open the Create Sub Group dialog box:
x|

Group Mame [E5E0]

Cancel

Enter the Group Name of your choice.
Click OK to add the Sub-Group to the IP Group.

Select the IP Sub-Group from the tree.

o v kW

Click Members in the menu to display the Members window:

Home | Policy | Library | Reporting J System | Hep | Logout Web Filter P2 Trustwave:

Add membersby € ¢ subGrowm

Sub Group Member
To add or update an [P member, enter the IP address ant its netmask or IP ranges in the fields below. To avoid everlapping of IP addresses, use the calculator tool by dicking on the Calculator button.

1P Address

@ Member P [ro10205 i [zmszss2s50 =] [ coloulator
' Member [P Start End

Modity

Host Name: [FR-20-170.a0.8e8.net | IP:182,168.20.170. | Mermion: [FR2.0,005

7. Click the radio button corresponding to “Member IP”".

8. In the Member IP fields, enter the IP address range for members of the Sub-Group, and specify the
subnet mask.

9. C(lick Modify.
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5.2.1.4 Block everything for the Sub-Group
1. Select the IP Sub-Group from the tree.

2. Click Sub Group Profile in the menu to display the Sub Group Profile window:

web Fiter - P& Trustwave:

Pol
‘”G\“Dha‘ e Cateqory | Rediect LRL | Fiter Options | YouTube \ideo Contral
g Group: testsub Currert Profile: Custom Profie
Available Filter Rules Minimum Filieting:[avel
Chid Pornography
Custom Profie it Pornographyiscult Cartert
Rule Details
Category Pass | mlow | wam | Bk | quta |
2 Cetenory Groups
() Adlt Cortert Q
() Bandwidth g
i Q
() Edueation g
- Poltice Q
() HeethFiness g
() nformstion Technolog: Q
() nternet Q
) Internet Productivt Q
- tise g
() Securt: Q
() Shopping Q
=) SocietyLitesty @)
() Custom Categories @]
Uncstegorized Stes | Block ¥ overail quata [0t =] o min
[ Apply

Host Name: [FR-20-170.q0.8e5.08t | IF: 192,168.20.170. | Varion: [FR2.0,00.5

3. In the Category Profile page, select “Block All” from the Available Filter Levels pull-down menu.

€ Tip: Blocks of category groups can be moved by clicking the first category group, and then pressing the
] Shift key on your keyboard while clicking the last category group, and then clicking in the Block column.

4. For Uncategorized Sites, select "Block”.

5. Click Apply.
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5.2.1.5 Use Authentication Request Page for redirect URL
1. Click the Redirect URL tab to display the Redirect URL page:

 Sysem | Help | Logout web Fiter - P& Trustwave:

Category Recirect URL | Fiter Optians | vouTube video contro
Specify a redrect URL:

' Detaul Block Page

@ suthentication Reguest Form

€ Custom URL:

[ agely

Host Name: [FR-20-170.q0.8e8.net | IP: 192.185.20.170 | Vemion: [FR2.0,005

2. Select “Authentication Request Form”.

V. Note: Since the Authentication Request Form radio button selection uses the host name of the server—
not the IP address—be sure there is a DNS resolution for the host name.

3. Click Apply.

As a result of these entries, Web-based authentication takes effect immediately, and any user in this Sub-
Group will be sent to the Authentication Request Form if he/she attempts to access content on the Inter-
net. After filling out this form and being authenticated, the user will be able to access Internet content
based on his/her filtering profile.
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5.2.1.6 Disable filter options
1. Click the Filter Options tab to display the Filter options page:

web Fiter - P& Trustwave:

J Logout

Poliey
Fiter Options | vouTube Video Cartral
@ dia rowm Catenory | Rediract LRL ptions |
E-ER P Filter Options

™ ¥ Strikes Blocking
I GooglerBingfY shoolYoutubeltskiA 0L Safe Search Enforcement

™ Sesrch Engine Keyweord Fiter Cartrol
™ URL Keyword Fiter Cortral
I~ Extend URL Keyword Fiter Cortrol

Apply

esion: [FR2.0005

Host Name: [FR-20-170.q0.8e8.net | IP:182,185.20.170 |

Uncheck all the check boxes: “X Strikes Blocking”, “Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search
Enforcement”, “Search Engine Keyword Filter Control”, "URL Keyword Filter Control”, and “Extend URL

III

Keyword Filter Contro

3. Click Apply.
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5.2.1.7 Disable YouTube Video Control
1. Click the YouTube Video Control tab to display the YouTube Video Control page:

web Fiter - P& Trustwave:

Policy

G\nhs\ Group | category | Redrect uRL | Fiter Options | YeuTube Video Control
=81

ES ) Innerit Global Group settings.

i
2 Loar Unique YouTube for Schools ID |0y Phugl7nP2esPaynvZalv

@ Disable YouTube Video Contral for this profie

(©) Use specific YouTube for Schools ID

Unique School ID
() Use specific VuSafe Passkey(s)

Passkey(s)

[_seny

Host Name: [FR-20-170.q0.8e8.net | IP: 192.185.20.170 | Vemion: [FR2.0,005

2. Click “Disable YouTube Video Control for this profile”.
3. Click Apply.

5.2.1.8 Set Global Group to filter unknown traffic

1. Click Global Group in the tree to open the menu.
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2. Select Global Group Profile to display the Category tab of the Profile window:

web Fiter - P Trustwave®

46 2012/20/15.09:23:00 201

Category | port | Redirect URL | Fiter Options: | YouTube Video Control

Group: GlobalGroup  Current Profile: Custom Profie

Rule Details

Catsgory

L. Category Groups
£ | Adut Content
Bandwidth

c ity/On

Education

aw/Poltics
Heakh/Fiiness
llegalQuestionabl

Uncategorized Sites | Block + Overall Quota | Off ~ | |0 Win

a. In the Category Profile page, select categories to block, pass, white list, or assign a warn setting,
and indicate whether uncategorized sites should pass, trigger a warn message for the end user, or
be blocked.

b. Click Apply.
3. Click the Port tab to display the Port page:

web Fiter - P& Trustwave:

Category Port | Redirect URL | Fiter Options | vouTuke iden Cartrol |
Block Port(s)
Loap 50

Port i add || Remove

Host Name: [FR-20:170.q0.8e5.n8t | IP:182.165.20.170. | Wamion: [FR 20,005

a. In the Port page, enter the Port number to be blocked.

Authentication Deployment
119 Copyright © 2013 Trustwave Holdings, Inc. All rights reserved.



Trustwave Web Filter - Authentication Guide - Version 5.1.00

b. Click Add to include the port number in the Block Port(s) list box.After entering all port numbers
to be blocked, click Apply.

4. Click the Default Redirect URL tab to display the Redirect URL page:

web Fiter - P& Trustwave:

Coteqory | Port Redrect URL | Fiter options | vouTube Video Cortrol |
Specify & redirect URL:
@ Defautt Block Page

" Authentication Request Form

€ Custom URL:

[ ey

Host Name: [FR-20-170.q0.8e5.08t | IF: 192,168.20.170. | Varion: [FR2.0,00.5

a. Select "Default Block Page”.
b. Click Apply.

5. Click the Filter Options tab to display the Filter Options page:

web Fiter - P& Trustwave:

Category | Port| Redrect URL ~Fiter Oxtions | ouTube Video control
Filter Options
I KSirkes Blocking
¥ GoogleBingff shooloutube/skiA0L Safe Search Enforcement
I Search Enaine Keyword Fiter Cortrol
I URL Keyword Fiter Cortral
[ Extend LRL Keyword Fiter Control

Apply

Host Name: [FR-20-170.q0.8e5.08t | IF: 192,168.20.170. | Varion: [FR2.0,00.5

a. Select filter options to be enabled.
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b. Click Apply.
6. Click the YouTube Video Control tab to display the YouTube Video Control page:

Home | Py | Library | Reporting | System | Help | Losowt Web Fiter P& Trustwave:

oo Groe | category| Pt Rearect R | Frer Optons | ouTube video contrl |

Disable YouTube Video Control

{©) Enable YouTube for Schools

Unique School ID

® Enable VuSate

Passkey(s)

[ ada

a2 [__Remove |

[Cpooy )

Host Name: [FR-20:170.q0.8e5.n8t | IP:182.165.20.170. | Wamion: [FR 20,005

a. Specify the YouTube Video Control option to use, or disable this option.
b. Click Apply.

As a result of these entries, the standard block page will display—instead of the Authentication Request
Form—when any user in this Sub-Group is blocked from accessing Internet content.

5.2.2 Activate Web-based authentication for the Global Group

This selection of Web-based authentication creates more of a load on the Web Filter than the IP Group
selection, and should only be used as an alternative to IP Group authentication.

5.2.2.1 Exclude filtering critical equipment

This step involves the identification of equipment—such as backup servers—you wish to be excluded from
being served the Authentication Request Form page.

For this step, you must choose one of two options:

¢ Block Web access only — Select this option if you do not want to log traffic for a machine that you
set up to be excluded from filtering on the network. Using this option, you exclude the IP address of a
machine via the Range to Detect window. If you select this option, go to Step 1A.

e Block Web access and log traffic — Select this option if you wish to log traffic for a machine that
you set up to be excluded from filtering on the network. Using this option, you create an IP profile for
the machine via the Sub Group Profile window. If you select this option, go to Step 1B.
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5.2.2.2 Block Web access, logging via Range to Detect

@ Note: Segments of network traffic should not be defined if using the firewall mode.

5.2.2.2.1 Range to Detect Settings

1. Click Global Group in the tree to open the menu.

2. Select Range to Detect to display the Range to Detect Settings window:

weo Fiter P& Trustwave:

i

Al

Moty

Remove

Mandiatory Settings |

[t (host 19216820170 or host 182.168.204071)
Inck (hast 12.3.5)
cp

Host Name: [FR-20-170.q0.8e8.net | IP: 192.185.20.170 | Vemion: [FR2.0,005
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3. Inthe Current Ranges frame, click Add to go to the next Settings page:

web Fiter - P& Trustwave:

Range to Detect Setup Wizard

This wizare wil help guide you through the steps nesded to establish
a itering rule that the Web Fiter wil use when fitering traffic. Click on
"Start the Setup Wizard" in order to begin the SetupWizard,

Start the Setup Wizard

Advanced Settings Window

Opening the Advanced Settings Window slows & User to erter their Setings manusly
This aption requires knowlege of topdump syntax. Not reommendes for those users unfamiliar
with netwaork settings

Advanced Settings

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

4. C(lick Start the Setup Wizard to display Step 1 of the Range to Detect Setup Wizard:

5.2.2.2.2 Range to Detect Setup Wizard

1. In the first step of the wizard, enter the IP address and specify the Netmask, or enter the Individ-
ual IP address of the source IP address(es) to be filtered.

weo Fiter P& Trustwave:

Step 1 - Source IPs to Detect

Source IP

[070.10.0024

P/ Netmask ' = [ aad

Calculator
Incividusl P Addd

Next | cancel

Host Name: [FR-20-170.q0.8e8.net | IP: 192.185.20.170 | Vemion: [FR2.0,005
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2. Click Next to go to Step 2 of the Wizard:

web Fiter - P& Trustwave:

1o enter

Destination IP

lio10.40.43/32

Moy
Retmove

1P/ Netmask ' > [ add i
Calculstar
Individual P Add

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

3. An entry for this step of the Wizard is optional. If there are destination IP address(es) to be filtered,
enter the IP address and specify the Netmask, or enter the Individual IP address.

4. Click Next to go to Step 3 of the Wizard:

web Fiter - P& Trustwave:

Source IP

fi010.40.34552

Moy
Remove

1P/ Netmask i = [ aad

Calculator
Incivicusl P Al

Host Name: [FR-20-170.q0.8e5.08t | IF: 192,168.20.170. | Varion: [FR2.0,00.5

5. An entry for this step of the Wizard is optional. If there are source IP address(es) to be ignored, enter
the IP address and specify the Netmask, or enter the Individual IP address.
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6. Click Next to go to Step 4 of the Wizard:

web Fiter - P& Trustwave:

Destination IP

foa00.024

Moy

Remove

1P/ Netmask t[ssmsszss0 =] [ A

Caloulator
Incivicual P Ao

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

7. An entry for this step of the Wizard is optional. If there are destination IP address(es) to be ignored,
enter the IP address and specify the Netmask, or enter the Individual IP address.

8. Click Next to go to Step 5 of the Wizard:

web Fiter - P& Trustwave:

Step 5 - Destination Ports to Exclude from Detection

Group
Ise tr helow in arder to enter the Destination Ports) that the Yieh Filter should exciude from filtering. .
L
846

Destination Port

64

[ Remove

Incividusl Port I

Host Name: [FR-20-170.q0.8e5.08t | IF: 192,168.20.170. | Varion: [FR2.0,00.5

9. An entry for this step of the Wizard is optional. If there are ports to be excluded from filtering, enter
each port number in the Individual Port field, and click Add.
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10. Click Next to go to the final step of the Wizard:

Home | Policy | Library | Reporti

Web Filter

P2 Trustwave:

Policy . Step 6 - Recap

Source IP

Include IP Exclude P

M00.40. 024 Moty | [1010-103462 Modify

Destination IP

Inclule P Exclude P

[10:10.40.43/52 [ Mosity 01010024 [wocity |

Uestihation on IP / Netmask Calculator

Excluge: Port
P/ Netmask 2552552550 ¥
64 [ wadiry >
Calculatar

[E{D

[ Back Frish || [ cencel

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

11. After review the contents in all list boxes, click Finish to accept all your entries.

As a result of these entries, the IP address(es) specified to be excluded will not be logged or filtered on the

network.

Skip to Section 5.2.2.4 to complete this process.

5.2.2.3 Block Web access via IP Sub-Group profile

1. Select the IP Sub-Group from the tree.
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2. Click Sub Group Profile in the menu to display the Sub Group Profile window:

web Fiter - P& Trustwave:

Pl
§--ccymna\ S Category | Redirect URL | Fiter Options | YouTube Video Control
2P

Group admin Currert ProfieMinimum Fikering Level

H = Available Filter Rules Minimum Filtering Level
: cimin [chi Pornograpny

i [uten Minimum Fitering Level = Pornographyracut Contert
G-l LDap

Rule Details

8
8

Category slow | wem Bock | Guta |

) Category Groups

Akt Gortert
Bandwit [7]
©
t ©
Eucation ©
©
Poitics ©
HestiFitness ©
©
Informetion Technolass ©
Intermet ©
Intermet Productiviy ©
Mo ©
©
©
Securt: %
Shopping G
fetyL ety ©
©
©

Custom Categories

Uncategorized Stes  [Pass ¥ Overal queta [0 7| Jo mn
Apply

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

3. Inthe Category Profile page, create a custom profile by selecting categories to block, pass, white list,
or assign a warn setting, and indicating whether uncategorized sites should pass, trigger a warn mes-
sage for the end user, or be blocked.

4. Click Apply.
5. Click the Redirect URL tab to display the Redirect URL page:

web Fiter - P Trustwave:

Catsgory Reditsct URL | Fiter Options: | YouTube \ideo Control
Specify & redirect URL:

@ Defautt Block Page
" Authentication Request Form

€ Custom URL:

Apply

Host Name: [FR-20-170.q0.8e5.08t | IF: 192,168.20.170. | Varion: [FR2.0,00.5

6. Select “"Default Block Page”, and then click Apply.
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7. Click the Filter Options tab to display the Filter Options page:

web Fiter - P& Trustwave:

Palicy

Fiter Options
T @ cionel eroun cmegurv| Redirect URL i |vaune ‘idea Control
EER P Filter Options

[  Strikes Blocking
[ GonglesBingahoolYoLtubel&skA0L Sate Search Enforcement

¥ Search Engine Keyword Fiter Cortrof
™ URL Keyword Fiter Cortral
[ Extend URL Keyword Fiter Cartral

Apply

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

8. Select filter options to be enabled.

9. Click the YouTube Video Control tab to display the YouTube Video Control page:

web Fiter - P& Trustwave:

Policy
(@ iobel Group Category | Redirect URL | Fiter Options | YouTube Video Control
2

@) Inherit Global Group settings

Unique YouTube for Schools ID | 0 Prug/7nP2asFaynyZalw

2 Disable YouTube Video Control for this profile

(©) Use specific YouTube for Schools D

Unigue School D
(©) Use specific VuSafe Passkey(s)

Passkey(s)

Apsly_]

Host Name: [FR-20:170.q0.8e5.n8t | IP:182.165.20.170. | Wamion: [FR 20,005

10. Select the YouTube Video Control option to use and click Apply.

As a result of these entries, the machine will not be served the Authentication Request Form, and will use
the default block page instead.
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5.2.2.4 Modify the Global Group Profile

1. Click Global Group in the tree to open the menu.

2. Select Global Group Profile to display the Category tab of the Profile window:

web Fiter P& Trustwave®

Policy : Global Group ; Gategory % | (&) 2012/11/08.10,00:23 ST

Policy T
Categor
TS gory | Port | Redirect URL | Fiter Options | YouTube Video Control
& Group: GlobalGroup  Current Profile: custom Profie

g 1oap
Rule Details

Category Pass Allows wamn Block Quota

L. Category Groups.
- 1| Adult Content
Bandwidth

C itylO)

Education

awlPoltics.
HeakhfFiness
llegalQuestionabi

Technology

Internet C:
Internet Productivity
Misc.

Security
L Shopping
ocictylLifestyk

ecccccccceccccccacac

F- |, Custom Categories

Uncategorized Sites | Block v Overall Quota |0ff ~ | |0 Hin

Apply

a. Block all categories and specify that uncategorized sites should be blocked.
b. Click Apply.
3. Click the Port tab to display the Port page:

web Fiter - P& Trustwave:

Category Port | Redirect URL | Fiter options | vouTube video contral |
Block Port(s)
LD&P 60

Port Aeld Remove

Host Name: [FR-20-170.q0.8e5.08t | IF: 192,168.20.170. | Varion: [FR2.0,00.5
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a. Enter the Port number to be blocked, and then click Add to include the port number in the Block
Port(s) list box.

b. After entering all port numbers to be blocked, click Apply.
4. Click the Redirect URL tab to display the Redirect URL page:

Home | pocy | Lorary | ¢

 togon web Fiter P Trustwave:

Category | Port Rediect URL | Fiter options | vouTuke visea Cortral |
Specity a redrect URL
" Defaul Block Page

@ ifihertication Fequest Form

€ Custom URL:

Apply

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

a. Select “Authentication Request Form”.

V- . Note: Since the Authentication Request Form radio button selection uses the host name of the server—
not the IP address—be sure there is a DNS resolution for the host name.

b. Click Apply.
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5. Click the Filter Options tab to display the Filter Options page:

web Fiter - P& Trustwave:

Catesory | Port| Redrect URL  Fiter Opfions | YouTuse Videa Cartrol
Filter Options
I x strikes Blocking
W Googlemingtshooli¥outubel/AskiA0L Sate Search Enforcement
I Search Engine Keyweord Fiter Cortral
™ URL Keyword Fiter Cortral
[ Extend URL Keyword Fiter Cartral

Apply

Hast Name: [FR-20-170.qe.8e0net | IP:192,185.20.170 | Vemion: [FR2.0,005

a. Select filter options to be enabled.
b. Click Apply.
6. Click the YouTube Video Control tab to display the YouTube Video Control page:

web Fiter - P& Trustwave:

Pol ;
o | category | Port | Redirect URL | Fiter Options | YouTube Video Control
EDAR: ® Disable YouTube Video Cortrol

(©) Enable YouTube for Schools

Unique School I
(©) Enable VuSafe

Passkey(s)

dogeaz@ Remove

Apply |

Host Name: [FR-20-170.q0.8e5.08t | IF: 192,168.20.170. | Varion: [FR2.0,00.5

a. Specify the YouTube Video Control option to use.

b. Click Apply.
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As a result of these entries, a user who does not have a filtering profile will be served the Authentication
Request Form so he/she can be authenticated.

5.2.3 Add Net Use command to Login Scripts
After testing the NET USE command, the next step is to add the NET USE command to users’ login scripts.
We recommend that you add the 3-try login script to the existing domain login script.

The 3-try login script is used for attempting to log in the user to the authentication server in three separate
attempts, in case of a login failure.

5.2.3.1 Modify the 3-try login script

Place a copy of the 3-try login script in the netlogon folder on your Domain Controller. Note that this sam-
ple script should be modified to use your own Virtual IP address instead of the IP address (192.168.0.20)
in the sample script. This script lets users be re-authenticated from the block page without re-running the
whole domain login script.

The script is as follows:

echo off

istart

cls

net use \\192.168.0.20\r3000% /delete

ttryl

echo "Running net use..."

net use \\192.168.0.20\r3000%

if errorlevel 1 goto :try2

if errorlevel 0 echo code 0: Success
goto :end

ttry2

echo Running net use...

net use \\192.168.0.20\r3000%

if errorlevel 1 goto :try3

if errorlevel 0 echo code 0: Success
goto :end

itry3

echo Running net use...

net use \\192.168.0.20\r3000%

if errorlevel 1 goto :error

if errorlevel 0 echo code 0: Success
goto :end

ierror
if errorlevel 1 echo code 1: Failed!

:end
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Once this updated login script has been added to the domain, each time users log in to Windows they will
also log in to the Web Filter. Users will be blocked according to the profiles set up on the domain.

5.2.3.2 Modify the Global Group Profile

The last step of the activation process is to adjust the Global Group Profile to set the policy for members of
an IP-based profile, or for users who are not authenticated.

If you set a restrictive profile, unauthenticated users will not be able to obtain access until they are suc-
cessfully authenticated.

If you set up a less restrictive profile to allow access, a user can still be authenticated, but won't be
prompted to authenticate him/herself unless attempting to access a site that is blocked. Since the login
script will automatically run when the user logs in, a less restrictive profile might be used to allow logging
with the user’s name without forced blocking.

1. Click Global Group in the tree to open the menu.
2. Select Global Group Profile to display the Category tab of the Profile window.

3. In the Category Profile page, select categories to block, pass, white list, or assign a warn setting, and
indicate whether uncategorized sites should pass, trigger a warn message for the end user, or be
blocked.

4. Click Apply.
5. Click the Port tab to display the Port page.

6. Enter the Port number to be blocked, and then click Add to include the port number in the Block
Port(s) list box.

7. After entering all port nhumbers to be blocked, click Apply.

8. Click the Default Redirect URL tab to display the Default Redirect URL page. Your options on this tab
will vary, based on whether your network will be using net use based authentication only, or both
Web-based and net use based authentication.

9. Click the Filter Options tab to display the Filter Options page. If necessary, select appropriate filter
options to be enabled, and click Apply.
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Glossary

ADS

Active Directory Services is a Windows 2000/2003/ 2008 directory service that acts as the central authority for network
security, by letting the operating system validate a user's identity and control his or her access to network resources.

attribute

A component of a group base or Distinguished Name (DN) that has a type and value. Attribute types include "cn" for
common name, "dc" for domain component, and “ou” for organizational unit.

authentication method
A way to validate users on a network. LDAP is the method used by the Web Filter.

authentication server
The domain controller on a domain. This server is used for authenticating users on the network.

block setting

A setting assigned to a service port or library category when creating a rule, or when setting up a filtering profile or the
minimum filtering level. If an item is given a block setting, users will be denied access to it.

bridge mode

A Web Filter set up in the bridge mode will filter all requests as with Invisible mode. Bridge mode also filters HTTPS
content for Google and YouTube, using a built-in proxy to decrypt the HTTPS traffic for these sites only.

common name (cn)
An attribute type entered for a username and group when using LDAP.

container

An LDAP server object that can be comprised of containers, organizational units, or domains. Container objects can
also "contain" other objects, such as user objects, group objects, and computer objects.

directory
This information source on a server contains attribute-based data relevant to a DN entry.

directory service

Uses a directory on a server to automate administrative tasks for storing and managing objects on a network (such as
users, passwords, and network resources users can access). ADS, DNS, and NDS (Novell Directory Services) are types
of directory services.

Distinguished Name (DN)

A string of “cn” and “dc” attribute types comprised of the username and group name, domain name, and DNS suffix.
For example: “cn=admin_user, cn=admin, dc=yahoo, dc=com”. The “ou” attribute type also could be a part of the DN.
For example: “cn=Joe Smith, ou=users, ou=sales, dc=acme, dc=com”.

DNS

Domain Name Service is a distributed Internet directory service. DNS is used mostly for making translations between
domain names and IP addresses.
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domain
An entity on a network comprised of servers, workstations, and peripherals.

domain component (dc)
An attribute type entered for a domain name and DNS suffix when using LDAP.

domain controller

An authentication server that answers logon requests from workstations in a Windows domain. There are two types of
domain controller servers: Primary Domain Controller (PDC) and Backup Domain Controller (BDC).

dynamic group
a virtual LDAP group that does not contain names of its members but is derived automatically by matching certain user
data criteria. (See also “static group”.)

entry

A collection of attribute types that comprise a Distinguished Name (DN). Each attribute type of the Distinguished Name
has a type and one or more values. These types are mnemonic strings, such as "cn" for common name, "dc" for
domain component, or “ou” for organizational unit.

filter setting
A setting made for a service port. A service port with a filter setting uses filter settings created for library categories
(block, open, or always allow settings) to determine whether users should be denied or allowed access to that port.

firewall mode

A Web Filter set up in the firewall mode will filter all requests. If the request is appropriate, the original packet will pass
unchanged. If the request is inappropriate, the original packet will be blocked from being routed through.

global administrator

An authorized administrator of the network who maintains all aspects of the Web Filter, except for managing master IP
groups, LDAP domains, and each member’s associated filtering profile. The global administrator configures the Web
Filter, sets up master IP groups and LDAP domains, and performs routine maintenance on the server.

group administrator

An authorized administrator of the network who maintains a master IP group or LDAP domain/group, and sets up and
manages members within the group/domain. This administrator also adds and maintains customized library categories
for group/domain members.

group name
The name of a group set up for a domain on an Windows Active Directory server. For example: “production” or “sales”.

invisible mode

A Web Filter set up in the invisible mode will filter all connections on the Ethernet between client PCs and the Internet,
without stopping each IP packet on the same Ethernet segment. The unit will only intercept a session if an inappropri-
ate request was submitted by a client.

LDAP

The authentication method protocol used by the Web Filter. Lightweight Directory Access Protocol (LDAP) is a directory
service protocol based on entries (Distinguished Names).
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LDAP host
The LDAP domain name and DNS suffix. For example: “yahoo.com” or “server.local”.

login (or logon) script
Consists of syntax that is used for re-authenticating a user if the network connection between the user’s machine and
the server is lost.

machine name
Pertains to the name of the user’s workstation machine (computer).

minimum filtering level

A set of library categories and service ports defined at the global level to be blocked or opened. If the minimum filter-
ing level is established, it is applied in conjunction with a user’s filtering profile. If a user does not belong to a group,
or the user’s group does not have a filtering profile, the default (global) filtering profile is used, and the minimum fil-
tering level does not apply to that user. If the minimum filtering level is set up to block a library category, this setting
will override an always allowed setting for that category in a user’s profile. Minimum filtering level settings can be over-
ridden by profile settings made in override accounts, exception URL settings, and use of the “bypass all” Rule setting.

name resolution

A process that occurs when the Web Filter attempts to resolve the IP address of the authentication server with the
machine name of that server. This continuous and regulated automated procedure ensures the connection between
the two servers is maintained.

net use
A command that is used for connecting a computer to—or disconnecting a computer from—a shared resource, or dis-
playing information about computer connections. The command also controls persistent net connections.

NetBIOS

Network Basic Input Output System is an application programming interface (API) that augments the DOS BIOS by
adding special functions to local-area networks (LANs). Almost all LANs for PCs are based on the NetBIOS.

NetBIOS name lookup
An authentication method used for validating a client (machine) by its machine name.

Network Address Translation (NAT)
Allows a single real IP address to be used by multiple PCs or servers. This is accomplished via a creative translation of
inside “fake” IP addresses into outside real IP addresses.

open setting
A setting assigned to a service port or library category when creating a rule, or when setting up a filtering profile or the

minimum filtering level. If an item is given an open (pass) setting, users will have access to it.

organizational unit (ou)
An attribute type that can be entered in the LDAP Distinguished Name for a user group.

override account
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An account created by the global group administrator or the group administrator to give an authorized user the ability
to access Internet content blocked at the global level or the group level. An override account will bypass settings made
in the minimum filtering level.

PDC

A Primary Domain Controller functions as the authentication server on a Windows Active Directory domain. This server
maintains the master copy of the directory database used for validating users.

profile string
The string of characters that define a filtering profile. A profile string can consist of the following components: cate-
gory codes, service port nhumbers, and redirect URL.

protocol
A type of format for transmitting data between two devices. LDAP is a type of authentication method protocol.

proxy server

An appliance or software that accesses the Internet for the user’s client PC. When a client PC submits a request for a
Web page, the proxy server accesses the page from the Internet and sends it to the client. A proxy server may be used
for security reasons or in conjunciton with caching for bandwidth and performance reasons.

quota
The number of minutes configured for a passed library category in an end user’s profile that lets him/her access URLs
for a specified time before being blocked from further access to that category.

router mode

A Web Filter set up in the router mode will act as an Ethernet router, filtering IP packets as they pass from one card to
another. While all original packets from client PCs are allowed to pass, if the Web Filter determines that a request is
inappropriate, a block page is returned to the client to replace the actual requested Web page or service.

rule

A filtering component comprised of library categories set up to be blocked or opened. Each rule created by the global
administrator is assigned a number and a name that should be indicative of its theme. Rules are used when creating
filtering profiles for entities on the network.

search engine

A program that searches Web pages for specified keywords and returns a list of the pages or services where the key-
words were found.

service port

Service ports can be set up to blocked. Examples of these ports include File Transfer Protocol (FTP), Hyper Text Trans-
fer Protocol (HTTP), Network News Transfer Protocol (NNTP), Secured HTTP Transmission (HTTPS), and Other ports
such as Secure Shell (SSH).

static group
An LDAP group that contains names of its members. (See also “dynamic group”.)

Sub Admin

An LDAP group administrator assigned to a specific domain, group, workstation, member, or container. This group
administrator manages the profiles of entities (nodes) assigned to him/her.
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sub-group
An entity of a master IP group with an associated member IP address, and filtering profile.

time-based profile
A user profile used by the LDAP authentication method to give a user a time limit on his/her Internet access to speci-
fied library categories.

time profile
A customized filtering profile set up to be effective at a specified time period for designated users.

tiers
Levels of authentication methods. Tier 1 uses net use based authentication for LDAP. Tier 2 uses time-based profiles
for the LDAP authentication method, and Tier 3 uses persistent login connections for the LDAP authentication method.

URL

An abbreviation for Uniform Resource Locator, the global address of Web pages and other resources on the Internet. A
URL is comprised of two parts. The first part of the address specifies which protocol to use (such as "http"). The sec-

ond part specifies the IP address or the domain name where the resource is located (such as “203.15.47.23” or "trust-
wave.com").

virtual IP address
The IP address used for communicating with all users who log on the network.

warn setting

A setting assigned to a library category or uncategorized URLs when creating a rule, or when setting up a filtering pro-
file. This designation indicates URLs in the library category or uncategorized URLs may potentially be in opposition to
the organization’s policies, and are flagged with a warning message that displays for the end user if a URL from that
library category or an uncategorized URL is requested.

Web-based
An authentication method that uses time-based profiles or persistent login connections.

white list
A list of approved library categories for a specified entity’s filtering profile.
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Appendices

Appendix A: Authentication Operations

When enabling authentication in the interface, there are three tiers from which to select based on the type
of server(s) used on the network, and various authentication options can be used with each of these tiers.

A.1 Authentication Tier Selections

Web Filter authentication is designed to support the following server types for the specified tier(s):

A.1.1 Tier 1: Net use based authentication

@ Note: Login scripts must be used for net use based authentication.

Using NetBIOS:

e Windows 2003 / 2008 Server in mixed/legacy mode
Using LDAP:

e Microsoft Active Directory Mixed Mode
e Microsoft Active Directory Native Mode

A.1.2 Tier 2, Tier 3: Web-based authentication

1. Using an LDAP domain:

e Windows Active Directory 2002 and 2003
¢ Novell eDirectory

e Sun One directory server

e Open Directory server
A.2 Tier 1: Single Sign-On Authentication

A.2.1 Net use based authentication process

The following diagram and steps describe the operations of the net use based user authentication process.
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Figure 25: Net use based authentication module diagram

Web Filter

User (Client, Machine)

1. The user logs on the network from a Windows workstation (also known as “client” or “machine”).

2. The authentication server on the network sends the user’s workstation a login script containing a net
use command.

3. The execution of this net use command causes the Windows workstation to create an “IPC share”
(command exchange) with the Web Filter as a shared network device.

@ Note: When the IPC share is created, no drives are mapped in this share.

4. Upon creating the IPC share, the software in the Web Filter queries the network authentication server
with the user's login name and password sent by the workstation.

5. Once the user is successfully authenticated, the Web Filter matches the user’s login name or group
name with a stored list of profile settings in the Web Filter. As a result of this process, the user is
assigned the appropriate level of filtering.

6. The matched profile is set for the user's IP address. The IPC connection is completed and maintained
with periodic “keep-alives.”
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7. When the user logs off, changes IP addresses, loses the network connection, or in any way causes the
IPC connection to be altered or deactivated, the Web Filter senses this change and returns the IP
address to the configured global filtering level.

Caution: Authentication will fail if a Network Address Translation (NAT) device is set up
J between the authentication server and end user clients.

A.2.1.1 Re-authentication process

1. The user loses his/her user profile after one of the following incidences occurs:

e the server is rebooted, or

e the connection from the user’s machine to the server is dropped (as with a faulty network cable)
2. A block page displays for the user.

3. In order to re-access the Internet, the user must re-authenticate him/herself by clicking a link in the
block page to generate a login script that re-authenticates the user’s profile.

A.2.2 Tier 1 authentication method

Tier 1 supports the LDAP authentication method. LDAP is a directory service protocol that stores entries
(Distinguished Names) in a domain’s directory using a hierarchical tree structure. The LDAP directory ser-
vice is based on a client/server model protocol to give the client access to resources on the network.

When a client connects to a server and asks it a question, the server responds with an answer and/or with
a pointer to the server that stores the requested information (typically, another LDAP server). No matter
which LDAP server the client accesses, the same view of the directory is “seen.”

The LDAP specification defines both the communication protocol and the structure, or schema, to a lesser
degree. There is an Internet Assigned Network Authority (IANA) standard set that all LDAP directories
should contain. Novell and Microsoft both have additional schema definitions that extend the default set-
ups.

Most server operating systems now support some implementations of LDAP authentication. The Microsoft
Active Directory LDAP-based model became available with the release of Windows 2000.

A.2.3 Name resolution methods

The name resolution process occurs when the Web Filter attempts to resolve the IP address of the authen-
tication server with the machine name of that server. This continuous and regulated automated procedure
ensures the connection between the two servers is maintained.

When using an LDAP server, the name resolution process occurs when a Domain Name Service (DNS)
entry is made. In order to accommodate this request, the LDAP server must have a valid DNS entry or the
IP address must be added to the Web Filter hosts file.
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A.2.4 Configuring the authentication server

When configuring authentication, you must first go to the authentication server and make all necessary
entries before configuring the Web Filter.

The following authentication components must be set up or entered on the console of the authentication
server:

e domain name
e usernames and passwords
e user groups

e login scripts
A.2.4.1 Login scripts

Login (or logon) scripts are used by the Web Filter for reauthenticating users on the network.

The following syntax must be entered in the appropriate directory on the authentication server console:

A.2.4.2 Enter net use syntax in the login script

The virtual IP address is used by the Web Filter to communicate with all users who log on to that server.
This address must be in the same subnet as the one used by the transmitting interface of the Web Filter.

e For testing, user information can be specified on the command line as follows:
NET USE \\virtualip\R3000$ /user:DOMAINNAME\username password
Example: NET USE \\192.168.0.20\R3000%/user:LOGO\jsmith xyz579

e The command to disconnect a session is: NET USE \\virtualip\R3000$ /delete

View login script on the server console

The login script can be viewed on the authentication server console. This script resides in the following
location on the Windows 2003 / 2008 server:

\\servername.suffix\sysvol\domainname.suffix\
policies\{guid}\user\scripts\logon
c:\winnt\sysvol\sysvol\domainname.suffix\scripts

c:\winnt\sysvol\domainname\scripts

The login script must be specified either in the user’s domain account or in the Active Directory Group Pol-
icy Object so that it runs when the user logs into the domain.

Block page authentication login scripts

In addition to the use of login scripts in the console of the authentication server, a login script path must
be entered in the Block Page window of the Web Filter Administrator console. This script is used for reau-
thenticating users on the network.
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The following syntax must be used:
\\SERVERNAME\netTogon
or

\\IPaddress\netTlogon

@ Note: See Block Page Authentication for more information about these entries.

A.2.5 LDAP server setup rules

Caution: The instructions in this Guide have been documented based on standard default set-
tings in LDAP for Microsoft Active Directory Services. The use of other server types, or any
changes made to these default settings, must be considered when configuring the Web Filter
for authentication.

o==B

If LDAP will be used, the following items should be considered:

e The administrator in charge of the LDAP server should create a user for the Web Filter in order to give
that user full read access to the groups and users in the directory.

e Since the LDAP directory is structured as a tree, data needs to be retrieved the same way. Additionally,
the order of the syntax is reversed compared to how it appears in normal file system folders. The
deepest layer is listed first, in a similar manner as a DNS domain name: e.g. “engineering.com-
pany.net”. In LDAP, a directory entry would look like this: “cn=engineering,dc=company, dc=net”.

e Make sure all network configuration settings are correct (such as DNS, IP, etc.) before configuring
LDAP settings.

@ Note: All filtering profiles are stored on the Web Filter.

A.3 Tier 2: Time-based, Web Authentication

The following diagram and steps describe the operations of the time-based authentication process.
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Figure 26: Web-based authentication module diagram

Web Filter

User (Client, Machine)

1. The user makes a Web request by entering a URL in his/her browser window.

2. The Web Filter intercepts this request and sends the user the Authentication Request Form, requesting
the user to log in with his/her login ID and password.

3. The Web Filter verifies the user’s information with the authentication server (Domain Controller, Active
Directory, LDAP, etc.).

4. The authenticated user is allowed to access the requested URL for the time period specified by the
administrator.

A.3.1 Tier 2 implementation in an environment

In an environment where Tier 2 time-based profiles have been implemented, end users receive filtering
profiles after correctly entering their credentials into a Web-based Authentication Request Form. A profile
remains active for a configurable amount of time even if the user logs out of the workstation, changes IP
addresses, etc.

Tier 2 time-based profiles do not call for the Web Filter to maintain a connection with the client machine,
so the Web Filter cannot detect when the user logs off of a workstation. In order to remove the end user’s
profile, one of two scripts detailed in this sub-section should be inserted into the network’s login and/or
logoff script.

The Tier 2 Script should be used if Tier 2 is the only tier implemented in an environment. The Tier 1 and
Tier 2 Script should be used if Tier 2 is implemented along with Tier 1 in an environment. Since both sets
of scripts use the NET USE command, the client machine must already have the ability to connect to the
Web Filter via NET USE in order for the profile to be removed in either environment.
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A.3.1.1 Tier 2 Script

If using Tier 2 only, this script should be inserted into the network’s login script. If the network also uses a
logoff script, Trustwave’s script should be inserted there as well. The inclusion of this script ensures that
the previous end user’s profile is completely removed, in the event the end user did not log out success-
fully.

echo off

:start

cls

net use \\10.10.10.10\LOGOFF$ /delete

ttryl

NET USE \\10.10.10.10\LOGOFF$

if errorlevel 1 goto :try2

if errorlevel 0 echo code 0: Success
goto :end

ttry2

NET USE \\10.10.10.10\LOGOFF$

if errorlevel 1 goto :try3

if errorlevel 0 echo code 0: Success
goto :end

1try3

NET USE \\10.10.10.10\LOGOFF$

if errorlevel 1 goto :error

if errorlevel 0 echo code 0: Success
goto :end

rerror
if errorlevel 1 echo code 1: Failed!

:end
net use \\10.10.10.10\LOGOFF$ /delete

A.3.1.2 Tier 1 and Tier 2 Script

In an environment in which both Tier 1 and Tier 2 are used, this version of Trustwave’s script should be
inserted into the network’s login script. Trustwave’s script attempts to remove the previous end user’s pro-
file, and then lets the new user log in with his/her assigned profile.

echo off

:startremove

cls

NET USE \\10.10.10.10\LOGOFF$ /delete

:tryremovel

NET USE \\10.10.10.10\LOGOFF$

if errorlevel 1 goto :tryremove2

if errorlevel 0 echo code 0: Success
goto :endremove
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:tryremove?2

NET USE \\10.10.10.10\LOGOFF$

if errorlevel 1 goto :tryremove3

if errorlevel 0 echo code 0: Success
goto :endremove

:tryremove3

NET USE \\10.10.10.10\LOGOFF$

if errorlevel 1 goto :removalerror
if errorlevel 0 echo code 0: Success
goto :endremove

:removalerror
if errorlevel 1 echo code 1: Failed to send removal request!

:endremove
net use \\10.10.10.10\LOGOFF$ /delete

ttryl

NET USE \\10.10.10.10\R3000%

if errorlevel 1 goto :try2

if errorlevel 0 echo code 0: Success
goto :end

ttry?2

NET USE \\10.10.10.10\R3000%

if errorlevel 1 goto :try3

if errorlevel 0 echo code 0: Success
goto :end

1try3

NET USE \\10.10.10.10\R3000%

if errorlevel 1 goto :error

if errorlevel 0 echo code 0: Success
goto :end

rerror
if errorlevel 1 echo code 1: Failed!

:end

in environments that use both Tier 1 and Tier 2, if a logoff script is used on the network, the Tier 2 Script
should be inserted into the network’s logoff script.

A.4 Tier 3: Session-based, Web Authentication

Figure 26 and the steps below describe the operations of the session-based authentication process:

1. The user makes a Web request by entering a URL in his/her browser window.
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2. The Web Filter intercepts this request and sends the user the Authentication Request Form, requesting
the user to log in with his/her login ID and password.

3. The Web Filter verifies the user’s information with the authentication server (Domain Controller, Active
Directory, LDAP, etc.).

4. A Java applet window opens on the user’s workstation while the original window loads the requested
URL. The user will continue to be authenticated as long as the window remains open.

Note: If the Java applet fails to launch, as on Android and iOS-based devices, enabling the
time-based fallback option lets the user access the Internet for the duration of time specified.

A.5 Authenticator

The Authenticator ensures the end user is identified on his/her workstation, via an executable file that
launches during the login process. To use this option in a Windows environment, the Authenticator client
can be installed on the user’s workstation or launched from a network share during login. In a Macintosh
environment, the application should be installed on the client machine, where it will be automatically
launched when the user logs in.

Tips:
@ e When installing this application on multiple Macintosh workstations simultaneously, the
Apple Remote Desktop product can be used to deploy the Authenticator in bulk.

e See http://www.trustwave.com/software/8e6/hlp/auth/auth.html for online help.

A.5.1 Workstation requirements

Note: If using the Authenticator in a Citrix Virtual Desktop Infrastructure (VDI) environment,
see http://www.trustwave.com/software/8e6/hlp/auth/auth-citrix.html for setup information.

A.5.1.1 Windows environment

The Authenticator client works with the following Windows operating systems:
e Windows XP Pro SP1 and 2

e Windows XP with Novell client v4.91

e Windows Vista (all editions except Home and Starter)

e Windows 7 (all editions except Home and Starter)

Notes:
@ e Windows XP and Vista and 7 Home/Starter Editions can be used if the Novell eDirectory cli-
ent and Authenticator are installed in a Novell network environment.

e Terminal Services must be enabled on Windows for Fast User Switching support.
e Remote Desktop Connections are not supported.
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A.5.1.2 Macintosh environment

The following minimum workstation components are required when using a Macintosh:
e Macintosh OS X 10.5 or 10.6

e Intel processor

A.5.2 Enable, download Authenticator

Downloading, installing and configuring the Authenticator Deployment Kit on a Windows machine results
in the creation of a platform-specific package that can be installed on a network share accessible by an
Active Directory domain controller, a Novell eDirectory server, or on a Windows or Macintosh workstation
joined to a domain via Active Directory or OpenDirectory.

When installed on a workstation, the Authenticator automatically authenticates the end user when the
user logs into the workstation. If installing the deployment kit in a Macintosh environment, an Open Direc-
tory server should be used. The end user will be automatically authenticated when logging into the work-
station.

1. To enable the Authenticator, in the Web Filter user interface, navigate to System | Authentication |
Enable/Disable Authentication.

Home | Policy | Library ‘ Reporting | System | Help | Logout Web Filter ']Trustwave‘

System i @ & 2012/04/18 13:54:15
S system Authentication

~Control o

- Hetwork Authentication mode: Enabled Enable Disable

~Administrator

~Secure Logon Web_based Authentication

~Diagnostics.

~alert ) Tier 1: Web-based Authentication disabled (Net Use enabled)

~Software Update

+-Synenronization O Tier 2: Use time-based profies. Timeout minutes: |20

~hode

B :thentication @ Tier 2: Use persistent logins via a Java Appiet

~Backup/Restore

~Reset [¥] This option is recommended for authenticating Android and i0S-based devices, since browsers on these devices failto launch the Java applet. Timeout minutes: |60

~Radius Authentication Settng:

e Tier 2 & 3 Note: In an Graanization with more than S000 users, Sowness may be experienced dnng the authenticaton srocess, In this scanano, MBS recommends using 3 Web Filter with an SSL accelerator card
~Hardware Failre Detection instalied, Please contsct MGG for more information.

X Strkes Blocking
~~ifarn Option Seting
~Customization On @ Off
~-Quota Setting
Ul SSL Certificate

Map Workstation Name Across All Domain Labels

M86 Authenticator

© on @ off Download M3§ Kit

It is highly recommended that the M86 Authenticator aption be turned on at all tmes.
Novell eDirectory Agent

on @ off
Sending Keep Alive

® on @ off Inactive session lifstime (in minutes): 20150

[_epy ]

2. In the Authenticator frame, click “On”.

3. To download the Authenticator, click Download Authenticator Deployment Kit to launch the
Authenticator Web page where you select the Authenticator file you wish to download.

A.5.3 Authenticator Deployment Kit

The Authenticator Deployment Kit, used for configuring the Authenticator for deployment via the Package
Editor, is comprised of the following resources:
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Unconfigured packages containing the Authenticator software
A tool for setting or modifying Authenticator packages (the “package editor,” CfgTool.exe)
A script for uninstalling the Authenticator from a Macintosh workstation (Uninstall-Authenticator.sh)

Link to an online help file providing an overview of this product

A.5.4 Work flow in environments

The administrator downloads and then installs the Authenticator Deployment Kit on his/her machine. Then
he/she uses the Package Editor application to configure packages for a Windows or Macintosh environ-
ment.

A.5.4.1 Windows environment

1.

Once the Authenticator client package for Windows is configured, the administrator installs that pack-
age on target workstations, or deploys it via a network logon script.

Using a Windows machine, an end user logs on the Active Directory domain, or logs on the eDirectory
tree via a Novell client.

The Authenticator is launched in one of the following methods, based on the installation mode setup:

a. Netlogon Mode - If the Authenticator is deployed via a network login script, the script invokes
Authenticat.exe from a network share.

b. User Mode - If installed in User Mode, Authenticator is launched from the user’s local \Program
Files tree via a startup registry key.

c. Service Mode - If installed in Service Mode, Authenticator starts with Windows, and detects the
user login dynamically.

@ Note: The Service Mode is not supported in Novell Client for Windows.

151

Authenticator determines the authentication environment, then retrieves the username and related
identifying information using either Windows or Novell APIs, and sends this information (via LOGON
event) to the Web Filter.

The Web Filter looks up the group memberships for the user (via Windows AD, PDC, or eDirectory
through LDAP), and determines the profile assignment.

The Web Filter sets the profile for the end user with username (including the group name, if it is avail-
able) and IP.

The Authenticator client periodically sends a “heartbeat” packet to the Web Filter to sustain the con-
nection and profile as long as the user is logged in and connected to the network.

The end user logs off, and the Authenticator client sends a LOGOFF event to the Web Filter. The Web
Filter removes the user's profile.
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A.5.4.2 Macintosh environment

1. Once the Macintosh package is configured, the administrator installs the package on target worksta-
tions.

2. An end user logs on the domain, and OS X launches Authenticator.

3. Authenticator identifies the end user by using OS X Directory Services, retrieving the username and
related identity information, which it sends to the Web Filter (via a LOGON event).

4. The Web Filter looks up the user’s group memberships and determines the profile assignment.

5. The Web Filter sets the profile for the end user with username (including the group name, if it is avail-
able) and IP.

6. Authenticator client continually sends a “heartbeat” to the Web Filter until the end user logs off or dis-
connects.

7. If the user logs off, Authenticator sends a LOGOFF event to the Web Filter. The Web Filter removes the
user’s profile.

A.5.5 Download and install the Deployment Kit

1. In the Web Filter user interface, go to System | Authentication | Enable/Disable Authentica-
tion window.

2. In the Authenticator frame, click Download Authenticator Deployment Kit to launch the Trust-
wave Web page where you can select the Authenticator Deployment Kit file to download to your
machine.

3. Once the deployment kit .msi file is downloaded to your machine, click that file to launch the Authen-
ticator Deployment Kit Setup Wizard, with the End User License Agreement displayed:

i M86 Security Authenticator Deployment Kit Set p —1=lx]
End-User License Agreement
Please read the following license agreement carefully
END USER LICENSE AGREEMENT ﬂ

Ver. 02Apri2

This END USER LICENSE AGREEMENT, together with all Exhibits (the
“Agreement”) is an agreement between the purchaser of Trustwave
Products (the "Customer”) and Trustwave Holdings, Inc., a Delaware
corporation with a place of business at 70 W. Madison St., Suite 1050,
Chicago, IL 60602 ("Trustwawve”). The terms and conditions of this
lAgreement apply to the Trustwawve Products provided by Trustwave,
hereunder.

Trustwave is willing to license the Software and the Documentation to
Customer on the condition that Customer accepts all of the terms in this
|Agreement. By entering Customer’s initials in the acceptance box, nr;l

[~ I accept the terms in the License Agreement;

Print Back I [dext I Cancel |
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4. After reading the EULA, click the check box corresponding to "I accept the terms in the License Agree-
ment”, and then click Next to go to the Choose Setup Type step:

i'é MB6 Security Authenticator Deployment Kit Setup ] = 5[

Choose Setup Type
Chaose the setup bype that best suits vour needs

Typical

Installs the most common program Features, Recommended Far most users,

Custom |

Allowss users to choose which program Features will be installed and where
they will be installed. Recommended for advanced users.

Complete I

All pragram features will be installed. Requires the most disk space.

Back | fext | Cancel |

5. Select the setup option for installing the Authenticator (“Typical”, "Custom”, “"Complete”), and then
click Next to proceed with the option you selected for installing the application. If you chose the Cus-
tom option, you will need to specify where or how the main executable and support files will be
installed on your machine, and/or where or how Windows and Macintosh packages for the Authentica-
tor will be installed for distribution to user workstations.

6. When your machine is ready to install the Deployment Kit, the page that confirms the installation pro-
cess is ready to begin displays:
=T

Ready to install M36 Security Authenticator Deployment Kit @

Click Install ko begin the installation. Click Back to review or change any of your
installation settings. Click Cancel ko exit the wizard,

Back I Install I Cancel
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7. Click Install to begin the installation process. The following page displays when the installation pro-
cess is complete:

i'é‘- MB6 Security Authenticator Deployment Kit Seti P ] = 5[

Completed the MB6 Security
Authenticator Deployment Kit Setup
Wizard

Click the Finish button ta exit the Setup Wizard.

Eack I Finish I Carics] |

8. Click Finish to close the wizard dialog box.

A.5.6 Access the Deployment Tool window

Once the Authenticator Deployment Kit is installed on your machine, the Authenticator Deployment Tool
window and Authenticator Package Configuration window are used for configuring packages for Windows
or Macintosh.

The Authenticator Deployment Tool window is accessible via Start | All Programs | M86
Authenticator Deployment Kit | Package Editor.

The Authenticator Deployment Tool’s package editor log window displays the operations performed when
creating and configuring packages.
Note: Before exiting the Authenticator Deployment Tool and Package Configuration windows,
be sure to save all entries you intend to save for packages you‘ve configured. To exit the

Authenticator Deployment Tool window, with the Package Configuration window closed, go to
File | Exit.

A.5.7 Configure a New Package set

1. In the Authenticator Deployment Tool window, go to File | New Package... to open the Choose
Product Version dialog box:

Choose Package Yersion |

The Following package versions are available For
deployment. Choose one:

o

Cancel | Ok I
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2. Select the Authenticator software version from the available choices, and then click OK to close the

Choose Product Version dialog box and to open the Package Configuration window:

Authenticator Package Configuration i

X

File
—Package Information
Path: | Ci\Proaram FlesiftB8 Security\Authenticakor Deployment Kit|PadksgePototypesiz 0.1
Configuration revision: |0 I Save as defaults Config. schema version ; 2
~Client Optians
- . REQUIRED (e.g. "2.0.1.0" o
RA" = R3O0 Server Addressies): | e el R
Name | Yalue [ class [Cateaory Description
RP 17 Basic Server communication Server host port rurber.
cF Basic Miscellaneous Path on client computer o configuration File with additional aption settings - Windaws onty. (May be UNC
w1 Basic Logaing Log werbosity level: 0 = nothing, 4 = max detail
g Advanced  UserfComputer identity  Template used For generating user LDAP Distinguishied Hame. %51 s replaced with raw usemame
UM Advanced  UserfComputeridentity  Template used for generating computer LDAP Distinguished hame. ‘%1 is replaced with raw computer n
LRE Advanced  UserfComputeridentity  Enwironment typs: 235=Auto(dsfault), 0=Windaws, 1=Movell, 2=5un, 3=0penDir, 4=AD._via_0D,5=05%
RH 42000 Advanced  Server cammunication Inkerval (15) at which heartbeat pings are sent to the server
Rt 40000 Advanced  Server communication Logon timeout (M5} to receive logon ack from server after sending request
RW 60000 advanced  Server communication Initial retry tims window size (M5} For random sslection during server congestion mitigation
RM  2.000000 Advanced  Server communication Windows resize multplier - usad ba expand R window with sach successive logon ack timeout
LE 0 Advanced  Logging Use Windows event loginstead of logFle (Windaws anly, 1 or 0)
LF Fllenad lerEmg el s e e —
k1 advanced  Logaing Bitmap of Iogging cataaories to enabls (Windaws only. -1 = alf)
w Advanced  UserfComputeridentity  User name averride. (lanared in release buids)
(0] Advanced  UserjComputer identity Display name override. {Ignored in release buids)
g L ELTEY A lear il A kar idamFiky emn nams rsarvida (Tarevad im valasea buildey b
<] i »

3. The Package Configuration window is comprised of the Package Information and Client Options
frames.

®

A.5.7.1 Specify Package criteria

Note: To exit the Package Configuration window at any time before saving your edits, select
File | Cancel from the menu.

The Package Information frame includes the following information: Path on the system where the current
package is located, Configuration revision number, Configuration schema version nhumber, and package
version numbers.

The following fields are editable:

e Configuration revision: This number is automatically incremented by “1” each time changes made
to the package configuration are saved. When deploying the Authenticator to end user workstations,
the installer uses this revision number to determine whether a newer configuration is already installed
on the workstation.

v

e Save as defaults: By checking this box, your configuration will be saved in a central defaults file for
use in the next “Save” command.

v

155

Tip: To ensure updates to end user workstations are properly applied, if you are making con-
figuration-only changes, it is better to edit the previous package rather than create a new one.

Tip: By enabling this feature, if creating a new package you can apply these saved default set-

tings to the new package by choosing File | Apply Defaults from the menu.
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A.5.7.2 Specify Client Options

The Client Options frame includes fields used for specifying configuration settings.

1. Inthe field "RA" | R3000 Server Address(es) enter the virtual IP address(es) of the Web Filter
server(s), separating more than one IP address by a semi-colon (;). Typically this entry is just a single
IP address for each server, but the full syntax is:

{server_spec}; {server_spec};..
server_spec= {hostname or IP addr} [: port]

2. Review the Basic class parameter fields and make any necessary modifications in the corresponding

Value fields:
Name Value Category Description

RP 139 Server communication Server host port number: This value is used for
any server_spec which does not contain an
explicit port number. If this value is changed from
the default value, the new port nhumber must be
entered via a command line change in the Web
Filter. (Contact Technical Support for assistance in
making this change in the Web Filter.)

CF Miscellaneous Path on client computer to configuration file with
additional option settings; Windows only. (May be
UNC)

LD 1 Logging Log verbosity level: 0 = nothing, 4 = max detail.
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3. For advanced users, if necessary, make modifications in the corresponding Value field for any of these
Advanced class parameters:

Name Value Category Description
uQ User/Computer identity Template used for generating user LDAP
Distinguished Name. '%1' is replaced with raw
username.
UM User/Computer identity Template used for generating computer LDAP

Distinguished Name. '%1' is replaced with raw
computer name.

uT 255 User/Computer identity Environment type: 255=Auto(default),
0=Windows, 1=Novell, 2=Sun, 3=0OpenDir,
4=AD_via_0D, 5=0SX

RH 42000 Server communication Interval (MS) at which heartbeat pings are sent
to the server.

RX 40000 Server communication Logon timeout (MS) to receive logon ack from
server after sending request.

RW 60000 Server communication Initial retry time window size (MS) for random
selection during server congestion mitigation.

RM 2.0 Server communication Window resize multiplier: Used for expanding RW
window with each successive logon ack timeout.

LE 0 Logging Use Windows event log instead of lodfile.
(Windows only, 1 or 0)

LF Logging Log file path on client computer. (Windows only;
operates from the command line)

LC -1 Logging Bitmap of logging categories to enable.
(Windows only. -1 = "all')

A.5.7.3 Save configuration settings, download files

In the Package Configuration window, the following options are available from the File menu for saving the
package configuration:

e Save - Saves the current package

e Save as... - Launches the Save Package window in which you specify the Package Name, click
OK and then Yes in a dialog box to close both the box and window

+ Save and Quit - Saves your edits and closes the Package Configuration window

When the package is saved the Configuration revision number in the Package Configuration window is
automatically incremented to the next sequential number, and the Authenticator Package Contents local
Web page launches, providing a summary of package contents with links to various components generated
in the package.
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Figure 27: Authenticator Package Contents page

Lioix

[ |
ME(_7J [ 86 Authenticator Package Contents

windows Installer - User Mode

— Authenticator.msi

windows Installer - Service Mode

4

The Authenticator Package Contents page includes the following information, with links to files generated
for the package:

¢ Windows Installer - User Mode (Authenticator.msi): This package installs Authenticator in
"user mode" as a normal application that runs under the user's identity from the local machine. It puts
the Authenticat.exe program into the appropriate location under Program Files along with your config-
uration data, and adds an entry to the registry to launch Authenticator when the user logs in.

* Windows Installer - Service Mode (Authenticator-Service.msi): This package installs Authenti-
cator as a Windows service that runs under the LocalSystem account on the user's workstation. It puts
the Authenticat_s.exe program into the appropriate location under Program Files along with your con-
figuration data, and registers it with the Service Control Manager.

¢ Windows - Logon script Mode (Authenticator-Netdeploy.zip): The .zip file contains files for

deploying Authenticator on a Windows network share. It contains the Authenticat.exe binary, a config-
uration file, and a VB script (.vbs) which is invoked during user login to a Windows domain. With this
package, nothing is permanently copied on the user's workstation.

¢ Mac Installer (M86Authenti r.pkg.tar): This package installs Authenticator on the client com-
puter so that it is launched when the user logs in. If multiple users are logged in, each user gets
his/her own running instance.

e Configuration - Package configuration Options and their corresponding Values and Descriptions.
Note: More information about these tools is provided in subsequent pages in this section of
the Guide.
A.5.8 View Package Configuration contents

In addition to viewing a summary of package contents using the Authenticator Package Contents page,
actual package contents are accessible via the Authenticator Deployment Tool window.
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1. From the Authenticator Deployment Tool window, select File | Explore packages... to launch the
Authenticator Deployment Kit's Packages folder containing all packages created for the Authenticator:

@ C:*Documents and Settings'dotalApplication Data'M86 Security'Authenticator D -0 x|

File Edit Wiew Favorites Tools Help ‘ "

ek - ) - G | jr“Sear:h El-
Address Ia CiiDocuments and SettingsidotaiApplication DatalMas SecurityiAuthenticator Deployment KitiPackages j Go

Folders X | _Mame =« | size | Type | Date Modified
& Adobe El IE5)ew Package 1 File Folder 62112010 3:45 PM

| AdobeumM

(5 Ahead

() Apple Computer

[ Audacity

(23 com.adobe.mauby, 487SE0ZDIFE
1 Corel

(Z3) EDrawings

() Google

(2 GTek

125 Help

(2 HPQ

(T TeoPx

() Identities

(53 InterTrust

(23 Inkuit

1 Lavasaft

() Leadsrkach

() Ma6 Security

B I3 Authenticator Depluyment Kil

[ Folders

Q Hew Packaqe 1
- 1) Temp | hd
4

EI ] | ]

Q Tip: The Packages folder is also accessible from the Select Package window by clicking the
Explore packages... button.
2. Double-click the selected package to display its contents.

3. When you are finished, click the “*X” in the upper right corner of the folder to close it.

A.5.9 Edit a Package Configuration

1. From the Authenticator Deployment Tool window, select File | Edit Package... to open the Select
Package window:
seleccpackage =

Packages Path : |E:\D ocuments and SettingsidotabApplication Data\MB6 Security\Authenticator Deplopment Kit\Pac

Package Name |NEW Package 1

Caricel
Packages :
Explore packages

2. From the Packages list box, choose the package to be edited; this action populates the Packages Path
and Package Name fields with pertinent criteria about the package.

| 1f

Q Tip: Click Explore packages... to open the Authenticator Deployment Kit's Packages folder
and choose the package to be edited from the available selections.
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3. Click OK to close the Select Package window and to launch the Authenticator Package Configuration
window displaying the last saved edits made for the package.

@ Note: The “Configuration revision” is incremented to the next sequential revision number.

4. After making your edits, choose a Save option for saving the configuration package.

A.6 Novell eDirectory Agent

Novell eDirectory Agent provides Single Sign-On (SSO) authentication for an Web Filter set up in a Novell
eDirectory environment. Using Novell eDirectory Agent, the Web Filter is notified by the eDirectory server
when an end user logs on or off the network, and adds/removes his/her network IP address, thus setting
the end user’s filtering profile accordingly.

A.6.1 Environment requirements

A.6.1.1 Novell eDirectory servers

The following eDirectory versions 8.7 or higher with Master, Read/Write, Read replicas have been tested:
e eDirectory 8.7 in RedHat Linux 9.0

e eDirectory 8.7 in NetWare 6.5 SP5

A.6.1.2 Client workstations

To use this option, all end users must log in the network. The following OS have been tested:
¢ Windows 2003 / 2008 Professional/
e Windows XP / Vista / 7

¢ Macintosh
A.6.1.3 Novell clients

The following Novell clients have been tested:
e Windows: Version 4.91 SP2

¢ Macintosh: Prosoft NetWare client Version 2.0
A.6.1.4 Windows minimum system requirements

The following minimum server components are required when using NetWare eDirectory server 6.5:
e Server-class PC with a Pentium II or AMD K7 processor
e 512 MB of RAM

e Super VGA display adapter
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e DOS partition of at least 200 MB and 200 MB available space
e 2 GB of available, unpartitioned disk space outside the DOS partition for volume sys:
e One network board

e CD drive

The following Windows server components are recommended for optimal performance when using Net-
Ware eDirectory server 6.5:

e Server-class PC with two-way Pentium III, IV, or Xeon 700 MHz or higher processors
e 1GB of RAM

e VESA compliant 1.2 or higher display adapter

e DOS partition with 1 GB of available space

e 4 GB of available, unpartitioned disk space outside the DOS partition for volume sys:
e One or more network boards

e Bootable CD drive that supports the El Torito specification

e USB or PS/2* mouse

A.6.1.5 Macintosh minimum system requirements

The following minimum server components are required when using a Macintosh:
e 0SX10.5

e Intel processor

e Super VGA display adapter

e One network board

e CD drive

A.6.2 Novell eDirectory setup

The eDirectory Agent uses the LDAP eDirectory domain configuration setup in the Web Filter Administrator
console. The eDirectory Agent receives notification from the eDirectory server regarding logon and logoff
events by end users. The Novell client must be installed on each end user’s workstation in order to handle
logons to the eDirectory network. In this setup, the Novell client replaces the Windows logon application.

A.6.3 Web Filter setup and event logs

When using a Novell eDirectory server and choosing to use the Novell eDirectory Agent option in the Web
Filter:
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e Enable Novell eDirectory Agent in the Enable/Disable Authentication window.

Notes:
@ e If using an SSO authentication solution, Tier 2 or Tier 3 should be selected as a fallback
authentication operation.

e If applicable, a back up server can be specified in the LDAP domain setup wizard, in the
event of a connection failure to the primary Novell eDirectory server. Email alerts are sent
to the administrator in such events.

e When choosing the Novell eDirectory Agent option, the Authenticator option must be disabled.

Note: Back up server settings are made in the Default Rule tab of the LDAP Domain Details
window, described in Chapter 3: LDAP Authentication Setup.

e Once the Novell eDirectory Agent option is set up, the View Log File window can be used to view end
user logon/logoff events and the debug log.
Note: After the Novell eDirectory Agent is enabled, an individual's username will not display in

the event log until he/she logs in again. Until that time, the user will be logged by his/her cur-
rent filtering profile, which most likely would be IPGROUP or DEFAULT user.
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Appendix B: Obtain, Export an SSL Certificate

When using Web-based authentication, the LDAP server’s SSL certificate needs to be exported and saved
to the hard drive, then uploaded to the Web Filter so that the Web Filter will recognize LDAP server as a
trusted source.

This appendix provides steps on exporting an SSL certificate from a Microsoft Active Directory or Novell

server—the most common types of LDAP servers. Also included is information on obtaining a Sun One
server’s SSL certificate.

B.1 Export an Active Directory SSL Certificate
B.1.1 Verify certificate authority has been installed

1. From the console of the LDAP server, go to Start | Programs | Administrative Tools | Certifica-
tion Authority to open the Certification Authority window:

{4 Certification Authority = =10ix|
| i v ||+ = |5 DB/ 2) > m |

fa [ Description [

@Zdumam‘lucal Certification Authority

. [(] Issued Certificates
(22 Pending Requests

| |
2. Verify that the certificate authority has been installed on this server and is up and running—indicated
by a green check mark on the server icon.

B.1.2 Locate Certificates folder

1. Go to Start | Run to open the Run dialog box. In the Open field, type in mmc.exe to specify that
you wish to access the Microsoft Management Console:
o 21|

Type the name of a program, Folder, document, or
Intermet resource, and Windows will open it For you,

Open:
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2. Click OK to open the Console window:

J Action  ¥iew  Eavorites “ - = | &l @

Tree I Favorites | Name [

=]

3. From the toolbar, click Console to open the menu. Select Add/Remove Snap-in to open the
Add/Remove Snap-in dialog box.

4. Click Add to open the Add Standalone Snap-in dialog box:

Add Standalone Snap-in é x|
Available Standalone Snap-ins:

Shap-in | “Wendor |A
Active Directory Domains and Trusts  Microsoft Corporation
@Actwe Directory Sites and Services Microzoft Corporation
@Actwe Directory Users and Computers - Microsoft Carparation
aflActwaX Control

Certificates Microzoft Corporation
@3 Certification Authority Micrasoft Corporation
Component Services Microsoft Corporation
Q Computer Management Microzoft Corporation
gDevica Manager Micrasoft Corporation
Q DHCF Microsoft Corporation LI
Desciption

The Certificates snap-in allows you to browse the contents of the
cerlificate stares far pourself, a service, or a computer,

|||

5. Select Certificates, and click Add to open the Certificates snap-in wizard dialog box:
certificates snapin

This snap-in will always manage certificates far:
" My user account
" Service account

" Computer acoount

< Back IWI Cancel
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6. Choose “Computer account”, and click Next to go to the Select Computer wizard page:
setert computer £

Select the computer you want thiz Snap-in to manage.

This snap-in will always manage:

¢ Lncal computer: (the computer this cansale is running on)

" Another computer: | Browge..

™ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console

< Back I Finish I Cancel |

7. Choose “Local computer: (the computer this console is running on)”, and click Finish to close the wiz-
ard dialog box.

8. C(lick Close to close the Add Standalone Snap-in dialog box. Click OK to close the Add/Remove Snap-
in dialog box.

9. Notice that the snap-in has now been added to the Console Root folder:

"Fii Console1 - [Console Root\Certificates (Local Computer)\PersonaliCertificates] =lal x|
8 Console  window  Help D=2’ @ |=lsx
Actin Wew Favoriees || &= = | E[Em | 02 =
Tres |Favnntes | Issued To /. [ 1ssusd B [ Expiration Date_ [ 1t
[ Conscle Root 'E!_zoooqcserver.qczdumain.\uca\ qezdomain local #/7/2008 =
B Certificates (Local Computer) [Elaczdomain.local ac2domain local 6/7i2024 <
=0 Personal

Certificates
-0 Trusted Rook Certification Authoritie
-] Enterpriss Trust

(13 Intermediate Certification Authoritie

Trusted Publishers

-] Untrusted Certificates

(2 Third-Party Rook Certification Autho
(2 Trusted People

[#-{_7] Certificate Enrollment Requests

@ sec

< | T | »l

[Personal stare contains 2 certificates. [

B.1.3 Export the master certificate for the domain

1. Go to the right panel of the Console and select the master certificate for the domain that you just
added.
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2. Right-click the certificate to open the menu, and select All Tasks | Export:

nsole1 - [Console Root\Certificates (Local Computer)'Personal\Cert
“8) Console  Window  Help IsN=Y = MR ST
fction  View  Favoriees H e 3| \ % | % 2
Tree IFavontes | IssuedTo /. [ 1ssusd e [ Expiration Date

gezdomain, local 6/7/2006

000geserver.gcZdomain. ocal

_11 Console Roat
E-E Certificates (Local Computer)
=[] Parsonal

{23 Certificates Open |
{20 Trusted Root Certification Authoritie 5
) Enterprise Trust cut Request Certificate with Mew Key. ..
(23 Intermediate Certification Autharitie Copy Request Certificate with Same Key...
Delete Renew Certificate with Mew Key...

(2 Trusted Publishers

(23 Untrusted Certificates o——
(23 Third-Party Root Certification Autha e £ L KT
(2 Trusted People
(L) Certificate Entolment Requesks
[ sPc

Renew Certificate with Same Key. ..

Help

< |l |

[Export a certificate [ [

This action launches the Certificate Export Wizard:

ate Export Wizard x|

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store ta vour disk,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or ko establish secure network
connections. A certificate stare is the system area where
certificates are kept.

To continue, click Mext,

= Back I Next > I Cancel |

3. Click Next to go to the Export Private Key page of the wizard:

Certificate Export Wizard x|

Export Private Key
‘fou can choose to expatt the private key with the certificate.

Private keys are password protected. IF you want ko export the private key with the
certificate, you must type a password on a later page.

Do you wank ko expart the private key with the certificate?
" Yas, export the private key

' o, do not export the private key

< Back I Next > I Cancel
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4. Select “No, do not export the private key”, and click Next to go to the Export File Format page of the
wizard:

Certificate Export Wizard e x|

Export File Format
Certificates can be exported in a variety of file Formats,

Select the Farmat you want to use:

~ DER encoded binary ¥.502 {.CER)

% Base-64 encoded %509 (,CER)

" Crypragraphic Message Syntax Standard - PKCS #7 Certificates [.P76)
I | Include allicertificates in the certification path it possible

" personal Information Exchange - FKES #12 (FEx)
I™ Include allicertificates in the certification path if possible
I” Enable strong protection (requires IE 5,0, T 4.0 5P4 or shove)

™ Delete the private key i the expartis successful

< Back I Next > I Cancel |

5. Select “Base-64 encoded X.509 (.CER)"” and click Next to go to the File to Export page of the wizard:

Certificate Export Wizard E

File to Export
Specify the name of the file you want to expart

File name:

I E:\domain.cer Browse, ..

< Back I Next = I Cancel |

6. Enter the File name of the file to be exported, followed by the .cerextension. Click Next to go to the
final page of the wizard:

=

Certificate Export Wizard

Completing the Certificate Export
Wizard

‘You have successfully completed the Certificate Export
wizard,

‘fou have specified the following settings:

File Karne Esidom
Export Keys Mo
Include all certificates in the certification path Mo
File: Format Basetd
4 i

< Back I Finish I Cancel |

7. Notice that the specified settings display in the list box, indicating the certificate has been successfully
copied from the console to your disk. Click Finish to close the wizard dialog box.
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8. Close the Console.

The certificate can now be uploaded to the Web Filter.

B.2 Export a Novell SSL Certficate

1. From the console of the LDAP server, go to the tree in the left panel and open the Security folder to
display the contents in the Console View (right panel):

Novell Gonsoleone} "0
| File Edit View Wizards Tools Help X
[Hao/® e@al | 2e @lal
@ My Wiarlct Consaole View i)
? @ nos P& OC-TREE CA
© @5 QC-TREE e
ke % %GE o &) security Policy
& NUNEENng €@ Authorized Login Met..
G Marketing 2L ey
@ “2 Programming OgITRAleY;
oag % Authorized Post Logi
qc
@ %2 Sales
& RHsLDAPZ
@ [ Security
6items %)
[User: admin [Tree: .QC-TREE.

2. Find the tree’s folder and right-click it to open the menu. Select Properties to open the Properties dia-

log box:
(€ Properties of OGTREE CA. e
General | Centificates ~ | MDS Rights ~ | Gther | Rights ta Files and Falders ﬂ

| Seif Signed Centificate

Subject name:  |q|| = Organizational CA O=0C-TREE

Issuer name:  |0U=Organizational CA.O=0C-TREE
Effective date: Uiy 12, 2004 9313 1 AM FDT
Expiration date: [uiy12, 2014 93131 AM PDT

Deails || EBxpon I”
Page Options.. ok |[_cancer [ Appry [ Hew

3. Click the Certificates tab to go to the Self Signed Certificate page.
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Click Export to open the Export A Certificate window:

L

ExportiA Cerlificate;

Specify an output format for the cerificate.

[ %8

POt Ry e T
® File in binary DER format
! File in Base64 format

Filename: |jroutheIfSignedCer‘t.der

-

| Export || Cancel || Help |

Select “File in binary DER format” for the Output format. The path of the certificate displays in the File-

name field.

Click Export to open another window that asks where you would like to save the certificate—the most

convenient place would be your desktop.

The certificate can now be uploaded to the Web Filter.

B.3 Obtain a Sun One SSL Certificate

Unlike Microsoft or Novell, the Sun One LDAP directory does not have a tool for exporting an SSL certifi-
cate once it has been imported to the LDAP server.

Therefore, a copy of the root certificate—in the .cer or .der format—that was used to sign the LDAP

server's certificate must be uploaded to the Web Filter. This certificate can be an internally generated root
certificate (if you have a certificate authority to generate the certificate), or can be the root certificate used
by the external signing authority.
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Appendix C: LDAP Server Customizations

The Web Filter has been tested on common types of standard LDAP servers with default settings. However,
due to the number of LDAP servers available, and the limitless ways in which any type of LDAP server can

be configured, customizations may need to be made on such an LDAP server that fits either description.

Note: Please contact technical support for assistance in implementing any of the changes
described in this appendix.

C.1 OpenLDAP Server Scenario

C.1.1 Not all users returned in LDAP Browser window

In this scenario, a query is performed in the LDAP Browser window on an OpenLDAP server, and not all
users are returned.

To resolve this problem, do the following:
1. Change the current directory to /usr/local/shadow/etc/1dapgroup

2. Find the subdirectory bearing the name of the LDAP domain, and change the current directory to that
subdirectory.

3. Open the file "ldapobjectdef.conf” for editing.

4. Search for the line "LDC_LDAP_query_name_prefix CN="
5. Replace “"CN=" with “uid=" and save these changes.

6. Restart the Web Filter.
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Appendix D: Profile Format and Rules

The file with filtering profiles you upload to the server must be set up in a specified format, with one com-
plete profile per line. This format will differ depending on the type of profiles in the file: Workstation, user,
group, container, or quota.

Each non-quota filtering profile in the file must contain the following items:
1. The workstation name, username, group name, or container name.
2. Filtering profile criteria:
e Rule number (Rule0, Rulel, etc.), or
e rule criteria:
a. Ports to Block or Filter
b. Categories to Block or Open

c. Filter Mode
3. Redirect URL (optional).

4. Filter Options (optional).
An LDAP quota filtering profile is set up in the following format:

1. Enter the workstation name, username, group name, or container name.
2. Press the Tab key on your keyboard to leave a space.
3. Enter the quota string.
D.1 Username Formats
@ Note: For examples of valid username entries, see File Format: Rules and Examples in this

appendix, or go to
http://www.trustwave.com/software/8e6/hlp/r3000/files/2group_textfile user.html

D.2 Rule Criteria

Rule criteria consists of selections made from the following lists of codes that are used in profile strings:
e Port command codes:

A = Filter all ports

B = Filter the defined port number(s)

I = Open all ports

J = Open the defined port number(s)

M= Set the defined port number(s) to trigger a warn message

Q = Block all ports
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R = Block the defined port number(s)

e Port Numbers:
21 =FTP (File Transfer Protocol)
80 = HTTP (Hyper Text Transfer Protocol)
119 = NNTP (Network News Transfer Protocol)
443 = HTTPS (Secured HTTP Transmission)
Other

e Filter Mode Values:
1 = Default, Block Mode
2 = Monitoring Mode
4 = Bypassing Mode

e Category command codes:

Category command codes must be entered in the following order: J, R, M, 1. "PASSED"” should either
be entered after J, R, or M, or after a string of category codes following ], R, or M.

J = Positioned before the category/categories defined as "always allowed."
R = Positioned before the category/categories defined as "blocked."

M = Positioned before the category/categories defined as containing URLs potentially against the
organization’s policies, and accompanied by a warning message.

I = Positioned at the end of a profile string, indicating that all other categories should “pass.”

PASSED = When positioned at the end of a string of categories or after a category command code,
this code indicates that unidentified categories will follow suit with categories defined by that code: ]
(pass), R (block), or M (receive warning message).

e Category Codes:

For the list of category codes (short names) and their corresponding descriptions (long names), go to
http://www.trustwave.com/software/8e6/hlp/r3000/files/2group_textfile cat.html#cat

due to the addition of new categories and modification of current categories. For explanations
and examples of category items, go to
https://www.trustwave.com/web-security/web-filtering/database-categories

ﬂ Note: The list of library category codes and corresponding descriptions is subject to change

Appendices
Copyright © 2013 Trustwave Holdings, Inc. All rights reserved. 172


https://www.trustwave.com/web-security/web-filtering/database-categories
http://www.trustwave.com/software/8e6/hlp/r3000/files/2group_textfile_cat.html#cat

Trustwave Web Filter - Authentication Guide - Version 5.1.00

¢ Filter Option codes:
e 0Ox1 = Exception URL Query (always enabled)
e 0x2 = X Strikes Blocking
e 0x4 = Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search Enforcement
e 0x100 = Search Engine Keyword
e 0x200 = URL Keyword

e 0x1000=Extend URL Keyword Filter Control

Note: To enable multiple filter codes, add the codes together—i.e. 1 + 2 + 4 + 100 + 200 +
1000 = 1307—which means that 0x1307 should be entered at the end of the profile string. To
disable all filter codes, enter Ox1 at the end of the profile string.

¢ Quota format

A separate file—apart from the LDAP profile file—must be used in order to include quotas in the LDAP
group/user profile. In this file, each quota profile must be entered on a separate line in the following
manner:

a. Type in the username.
b. Press the Tab key on your keyboard to leave a space.

c. Type in the quota string using this format: Overall Quota minutes, a comma (, ), the first library
category code, a colon ( : ), the number of quota minutes, and a comma between each quota.

Note: See http://www.trustwave.com/soft-
ware/8e6/hlp/r3000/files/2group_textfile_format Idap.html for examples of LDAP filtering pro-

file entries. Quota profile entries are included in these pages.

D.3 File Format: Rules and Examples

When setting up the file to upload to the server, the following items must be considered:
e Each profile must be entered on a separate line in the file.

e Category Codes must be entered in capital letters.

e Port and category command codes must be entered in capital letters.

e A redirect URL cannot exceed 200 characters in length.

e The string must end with “0x1” if no filter options will be enabled.

o If quotas are to be used in filtering profiles, these must be entered in a separate file from the LDAP
profile file.
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D.3.1 LDAP Profile List Format and Rules

When setting up the “ldapwrkstnprofile.conf” file, “ldapuserprofile.conf” file, “ldapgroupprofile.conf” file,
or “ldapcontainerprofile.conf” file, each entry must consist of the Distinguished Name (DN), with each part
of the DN separated by commas (,). The DN should be followed by a semicolon (;), and then a rule num-
ber or rule criteria (port, category, and filter mode specifications). A redirect URL can be included, if a spe-
cific URL should be used in place of the standard block page. If a redirect URL is not included, a blank
space should be entered in its place in the profile string. Each segment of the profile string following the
semicolon for the DN should be separated by commas (,). “0x1” should be placed at the end of a profile
string without any filter options enabled.

D.3.1.1 Workstation profile list format

Here are examples of workstation profile entries in an Idapwrkstnprofile.conf file:

CN=R3KWRK1, CN=Computers, DC=logo, DC=net; R 21 A, J R KDPORN GPORN M
PASSED I,1, , Ox1

CN=WIN2003-79AHM, OU=Domain Controllers, DC=logo, DC=net; RuleO, , 0x1306

Note: The DN format must contain the workstation name and LDAP group "CN" ("common
name") attribute type, and the domain and DNS suffix "DC" ("domain component") attribute
type. The "OU" ("organizational unit") attribute type also can be included. Each attribute type
should be followed by an equals sign (=), and separated by a comma ().

When translated, these strings of code mean:

e profile for a workstation named “R3KWRK1", LDAP group “Computers”, domain “logo”, DNS suffix
“.net”: Block port 21 and Filter all other ports, Block Child Pornography and Pornography/Adult Con-
tent, Warn on Uncategorized URLs, and Pass all other categories, use filter mode 1, use redirect URL
http://www.cnn.com in place of the standard block page, no filter options enabled.

e profile for a workstation named “WIN2003-79AHM", organizational unit “Domain Controllers”, domain
“logo”, DNS suffix “.net”: Block all ports, use minimum filtering level, use filter mode 1, use standard
block page, enable all filter options.

D.3.1.2 User profile list format

Here are examples of user profile entries in an ldapuserprofile.conf file:

CN=Jane Doe, CN=Users, DC=qc, DC=local; R 21 A, J R KDPORN GPORN M PASSED
I,1, , Ox1

CN=Public\, Joe Q., OU=Users, OU=Sales, DC=qc, DC=local; Rule0O, , 0x1306

Note: The DN format must contain the username and user group "CN" ("common name")

@ attribute type, and the domain and DNS suffix "DC" ("domain component") attribute type. The
"OU" ("organizational unit") attribute type also can be included. Each attribute type should be
followed by an equals sign (=), and separated by a comma ().

When translated, these strings of code mean:
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e profile for a user with username “Jane Doe”, user group “Users”, domain “qc”, DNS suffix “.local”:
Block port 21 and Filter all other ports, Block Child Pornography and Pornography/Adult Content, Warn
on Uncategorized URLs, and Pass all other categories, use filter mode 1, use redirect URL
http://www.cnn.com in place of the standard block page, no filter options enabled.

o profile for a user with username “Public\, Joe Q.”, organizational units “Users” and “Sales”, domain
"qc”, DNS suffix “.local”: Block all ports, use minimum filtering level, use filter mode 1, use standard
block page, enable all filter options.

D.3.1.3 Group profile list format

Here is an example of a group profile entry in an Idapgroupprofile.conf file:

CN=Sales, CN=Users, DC=qc, DC=local; Rulel, 1, http://www.cnn.com, Ox1

Note: The DN format must contain the group name—and, if applicable—user group "CN"
("common name") attribute type, and the domain and DNS suffix "DC" ("domain component")
attribute type. The "OU" ("organizational unit") attribute type also can be included. Each attri-
bute type should be followed by an equals sign (=), and separated by a comma (,).

When translated, this string of code means:

e profile for group with ID “Sales”, user group “Users”, domain “qc”, DNS suffix “.local”: Bypass all cate-
gories, use filter mode 1, use redirect URL http://www.cnn.com in place of the standard block page,
no filter options enabled.

D.3.1.4 Container profile list format

A container profile entry in an Idapcontainerprofile.conf file will be similar to entries made in workstation,
user, and group profile files, however the Distinguished Name will be slightly different, based on how con-
tainers are set up in your organization.

D.3.2 LDAP Quota Format and Rules

When setting up the “quota.conf” file, each entry must consist of the Distinguished Name (DN), a Tab
space, and quota criteria. A zero (0) should be used if no Overall Quota minutes are included. For exam-
ple:

CN=Admin, CN=Users, DC=tc, DC=1local 0, PARNML:15, RELIG:15
CN=Sales, CN=Reps, DC=tc, DC=local 10, GNEWS:5, SPORTS:5, TRAFIC:10

Note: The DN format must contain the group name—and, if applicable—user group "CN"
("common name") attribute type, and the domain and DNS suffix "DC" ("domain component")
attribute type. The "OU" ("organizational unit") attribute type also can be included. Each attri-
bute type should be followed by an equals sign (=), and separated by a comma (,).

When translated, these strings of code mean:

e quota profile for "Admin”, user group “Users”, domain “tc”, DNS suffix “.local”: No Overall Quota min-
utes, and 15 quota minutes for each category listed.
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e quota profile for “Sales”, user group “Reps”, domain “tc”, DNS suffic “.local”: 10 Overall Quota minutes,
5 quota minutes for the first two categories listed, and 10 quota minutes for the last category listed.
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Appendix E: Override Pop-up Blockers

An override account user with pop-up blocking software installed on his/her workstation will need to tem-
porarily disable pop-up blocking in order to authenticate him/herself via the Options page:

i
J File Edt Wiew Favorites Tools  Help |-
| eBack » = - @ 2] &} Qisearch [GaFavorites cHHstory | Eh- S -5
| Address |1 http:200.10,100,75:81 jcgifblock.cai =] e ||uks »
=
OPTIONS HELP

UserMachine: LOGODomain Admins\GLANG
IP: 20010101140

Categony:  Alcohol
Blocked URL:  http: finwwy coors .com/

Option 1: Click here for secure Web-hased authentication.

Option 2:  If you have an overtide account, enter your username and password.

Username; |

Password: I Crverride

Warning! The averride accaunt optios will not function If anttpopup software is instalied on
your system.

Option 3 If the sbove profile is incorrect or there has been an error, you cart

= Re-start your system and re-login or
» Iry re-authenticating your user profile

-]
|&] Done ’_ |_ | Internet 4

This appendix provides instructions on how to use an override account if typical pop-up blocking software
is installed, as in the following products: Yahoo! Toolbar, Google Toolbar, AdwareSafe, Mozilla Firefox, and
Windows XP Service Pack 2 (SP2).

E.1 Yahoo! Toolbar Pop-up Blocker
E.1.1 If pop-up blocking is enabled

1. In the Options page, enter your Username and Password.

2. Press and hold the Ctrl key on your keyboard while simultaneously clicking the Override button—this
action opens the override account pop-up window.

E.1.2 Add override account to the white list

If the override account window was previously blocked by the Yahoo! Toolbar, it can moved from the black
list and added to the white list so that it will always be allowed to pass. To do this:
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4.
5.

Go to the Yahoo! Toolbar and click the pop-up icon to open the pop-up menu:

2 Yahoo! Toolbar: Overview - Microsoft Internet Explorer _1olx1
Flo Edt View Favortes Tools Help |

Back ~ = - (D [A) 4| Qearch [iFavortes rede B | By S W - 15

Adiress [ ] hetpfadi comparicn yahos, comjconfig] 3R TG, srema -] #a ‘Lim@
-2 [search vl [- |- 4)- | coma + @ tiyvahoo! [ Games ~ 5" Personsis - »
fble Pop-Up Blocker -
Y}iHQOLTODlhaI‘ Piay Sound When Pop-Up Is Blocked Yahoo! - Help
Yiew Recently Blocked Pop-Lps »

Al
Total Pop-Ups Elocked: 3 Next >

Why am T stil getting pop-ups?

Overview Search Anywhere 7 Eaels Try It Now
Pop-Up Blocker Test
More Help...

Save time online with Yahoo! Toolbar _ TelaFriend about Pop-Up Blacker

Choose Always Allow Pop-Ups From to open the Yahoo! Pop-Up Blocker dialog box:

Yahoo! Pop-Up Blocker N x|
Sources of Recently Blocked Pop-Ups:
edit companion, yahoo,com H Al

Always Allow Pop-Ups From These Sources:

trustwave.com Bemove
Help I Close

Select the source from the Sources of Recently Blocked Pop-Ups list box to activate the Allow button.

Click Allow to move the selected source to the Always Allow Pop-Ups From These Sources list box.

Click Close to save your changes and to close the dialog box.

E.2 Google Toolbar Pop-up Blocker

E.2.1 If pop-up blocking is enabled

1.

In the Options page, enter your Username and Password.

2. Press and hold the Ctrl key on your keyboard while simultaneously clicking the Override button—this

action opens the override account pop-up window.

E.2.2 Add override account to the white list

To add the override account window to the white list so that it will always be allowed to pass:

1. Go to the Google Toolbar and click the Pop-up blocker button:
/i Google Toolbar Options Help - Microsoft Internet Explorer P =1alx]
Fie Edit Wiew Favortes Tools Help ﬁ
Gk - = - @ [H A | @ocach GFavorkes @reda B | B S - 2
Adsress [{€] hetp: ftookbar guogle, comfpopup._help.html =] @6 [unks
Google - | =] 6o @ B v | £ soomarkdc Ghobiocked [ ol | Fdoptions H

C\{kth\s button to always allow popups on mBBsecurity.com =
G OC )8 [e ‘ 70 let an individual popup through, press the il key whie cliking on a nk,
Toolbar
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2. Clicking this button toggles to the Pop-ups okay button, adding the override account window to your

white list:
3 Google Toolbar Dptions Help - Microsoft Internet Explorer . =|al x|
Fle Edt Vew Favorkes Toss Hep Ex
wBack ~ = - @D (8] A | Qoearch GFavortes @riedia B | B S W - [H
Adress [&] hitp: toalbar.google. comipapup_elp html =] P ‘Unks
Googee~ [ el 8- | & mmm([@wmu | Fdostions
[Allowing popups For megsecurty.com i
GO ( )g[e lick this button to block popups on this site
Toolbar

E.3 AdwareSafe Pop-up Blocker
E.3.1 If pop-up blocking is enabled

1. In the Options page, enter your Username and Password.

2. Press and hold the Ctrl key on your keyboard while simultaneously clicking the Override button—this
action opens the override account pop-up window.

E.3.2 Temporarily disable pop-up blocking

AdwareSafe’s SearchSafe toolbar lets you toggle between enabling pop-up blocking (# popups blocked)
and disabling pop-up blocking (Popup protection off) by clicking the pop-up icon.

1. In the IE browser, go to the SearchSafe toolbar and click the icon for # popups blocked to toggle to
Popup protection off. This action turns off pop-up blocking.

2. Inthe Options page, enter your Username and Password.
3. Click the Override button to open the override account pop-up window.

4. Go back to the SearchSafe toolbar and click the icon for Popup protection off to toggle back to # pop-
ups blocked. This action turns on pop-up blocking again.

E.4 Mozilla Firefox Pop-up Blocker

E.4.1 Add override account to the white list

1. From the Firefox browser, go to the toolbar and select Tools | Options to open the Options dialog
box.
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2. Click the Content tab at the top of this box to open the Content section:
opions £
EEEEYE:

Main Tabs Content  Applications  Privacy  Security Adva-nced

¥ Black pop-up windows ;E;ceptiunsm:...

V¥ Load images automatically Exreptions
¥ Enable JavaScript Advanced..

¥ Epable Java

~Fants & Colors

Default font: | Times Mew Roman j Size:! |16 j Advanced...
Colars...
Languages

Choose your preferred language for displaying pages Choose..

oK | Cancel | Help |

3. With the “Block pop-up windows"” check box checked, click the Exceptions... button at right to open

the Allowed Sites - Pop-ups box:
=13l

Yau can specify which web sites are allawed ko apen pop-up windows. Type
the exact address of the site you want to allow and then click Allow,

Address of web site:

Al |

Site | status |

www. trustwave.com Allow

Remave Site | Remove all Sites | Clase |

4

Click Allow to add the URL to the list box section below.

Click Close to close the Allowed Sites - Pop-ups box.

N o o a

Click OK to close the Options dialog box.
E.5 Windows XP SP2 Pop-up Blocker
E.5.1 Set up pop-up blocking

There are two ways to enable the pop-up blocking feature in the IE browser.
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E.5.1.1 Use the Internet Options dialog box

1. From the IE browser, go to the toolbar and select Tools | Internet Options to open the Internet
Options dialog box.

2. Click the Privacy tab:

General | Security  Privacy |Cuntant | Connections | Programs | Advanced |

Settings
g= Select a setting for the Internet zone.

Medium

- Blocks third-party cookies that do not hawe a compact
privacy palicy

| - Blocks third-party cookies that save information that can
,T, be used to contact you without wour explicit consent

- Restricks first-party cookies that save information that
can be used ta contact you withaut your implicit consent

Sikes | Import Advanced | Default |

Pop-up Blocker

é, Prevent mast pop-up windows from Settings

appeaing.

¥ Turn on Pop-up Blocker

InPrivate

,.ln_ ™ Do not collect data Far use by InPrivate Filtering

Disable toalbars and extensions when InPrivate Browsing
¥ starts

[e]4 I Cance| | Apply |

3. In the Pop-up Blocker frame, check “Turn on Pop-up Blocker”.

4. Click Apply and then click OK to close the dialog box.

E.5.1.2 Use the IE toolbar

In the IE browser, go to the toolbar and select Tools | Pop-up Blocker | Turn On Pop-up Blocker:

|@ Microsoft Office Online: ion T - Mi Internet Explorer

File Edit Wiew Favorites Tools  Help

»

Mail and Mews v | o =1
" ~gle - & -
O Gt o X Pop-up Blacker ¥ Turm On Pop-up Blocker ogle | O 2cerch e
- | Manage Add-ons...
nddress ] hitp:Joffice. microsa

Synchronize. .. ==
Links @] 86 &) Source @&]¢  windows Update (&) Be6 Channel Partners Mewslstter & 8] TurboPipe 4] Be6 Website Liser Management
Inited St windows Messenger

i 1£Q Lits
U?i 6’&“""% Online 5un Java Consols

Tnkernet Options. ..

Larch: | Downloads [v]

When you click Turn On Pop-up Blocker, this menu selection changes to Turn Off Pop-up Blocker and acti-
vates the Pop-up Blocker Settings menu item.

You can toggle between the On and Off settings to enable or disable pop-up blocking.
E.5.2 Temporarily disable pop-up blocking

1. In the Options page, enter your Username and Password.

2. Press and hold the Ctrl key on your keyboard while simultaneously clicking the Override button—this
action opens the override account pop-up window.
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E.5.3 Add override account to the white list

There are two ways to disable pop-up blocking for the override account and to add the override account to
your white list.

E.5.3.1 Use the IE toolbar

1. With pop-up blocking enabled, go to the toolbar and select Tools | Pop-up Blocker | Pop-up
Blocker Settings to open the Pop-up Blocker Settings dialog box:

Pop-up Blocker Settings 1 x|
[ Exceptions
Pop-ups are cumently blocked. You can allow pop-ups from specific:
|_ # 1| websites by adding the site to the list below.
Address of wehsite to allaw:
[ Add
Allowed sites
20911161493 Remave
72714.253.104 —I
Femove all.
1~ Motifications and blocking level:
[V Play & saund when a pap-up is blacked.
¥ Show Information Bar when a pop-up is blocked
Blacking leve!
IMsd\um Block most automatic pop-ups j
Leam more about Pop-up Blocker Close:

2. Enter the Address of Web site to allow, and click Add to include this address in the Allowed sites
list box. Click Close to close the dialog box. The override account window has now been added to
your white list.

3. In the Options page, enter your Username and Password.

4. Click the Override button to open the override account pop-up window.
E.5.3.2 Use the Information Bar

With pop-up blocking enabled, the Information Bar can be set up and used for viewing information about
blocked pop-ups or allowing pop-ups from a specified site.

Set up the Information Bar

1. Go to the toolbar and select Tools | Pop-up Blocker | Pop-up Blocker Settings to open the Pop-
up Blocker Settings dialog box.

2. In the Notifications and Filter Level frame, click the check box for "Show Information Bar when a pop-
up is blocked.”

3. Click Close to close the dialog box.

Access your override account
1. In the Options page, enter your Username and Password.
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2.

4.

5.

Click the Override button. This action displays the following message in the Information Bar: “Pop-up
blocked. To see this pop-up or additional options click here...”:

2 Trustwave Web Filter - Windows Internet Explorer

/192, 168, 1,230 flogin.jsp

Click the Information Bar for settings options:
| € Trustwave web Fiter WindowsIntemetbwlorer

(S B Hitps://192. 168.1.230 floin.isp

Always Allow Pap-ups from This Site. ..

Information Bar Help

Select Always Allow Pop-ups from This Site—this action opens the Allow pop-ups from this site? dialog
box.

Click Yes to add the override account to your white list and to close the dialog box.

@ Note: To view your white list, go to the Pop-up Blocker Settings dialog box and see the entries

6.

183

in the Allowed sites list box.

Go back to the Options page and click Override to open the override account window.
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