ACCEPT THE SECURITY CERTIFICATE FOR THE WEB FILTER ACCESS THE WEB FILTER VIA ITS LAN 1 IP ADDRESS

ACCEPT THE SECURITY CERTIFICATE FOR THE
WEB FILTER

Access the Web Filter via its LAN 1 IP Address

A. Launch an Internet supported browser:

» Firefox 6.0
 Internet Explorer 8.0
e Safari 5.1

» Google Chrome 13.0

B. In the address field, type in the LAN 1 IP address assigned to the Web Filter. Be
sure to use “https” and port :1443 for a secure connection, appended by
“/login.jsp”. For example, if the Web Filter were assigned an IP address of
10.10.10.10, you would enter
https://10.10.10.10:1443/login.jsp in the browser’s address field.

C. Click Go to display the security issue page:

* If using Firefox, proceed to Accept the Security Certificate in Firefox.
 If using IE, proceed to IE Security Certificate Installation Procedures.
« If using Safari, proceed to Accept the Security Certificate in Safari.

« If using Google Chrome, proceed to Accept the Security Certificate in
Chrome.
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Accept the Security Certificate in Firefox

A. If using a Firefox browser, in the page “This Connection is Untrusted,” click the
option | Understand the Risks:

This Connection is Untrusted

S

‘ou have asked Firefox to connect securely to 190.160.20.104:144 3, but we can't confirm that
wour connection is secure,

Mormally, when you try to connect securely, sites wil present trusted identification to prove that you
are going ko the right place. However, this site's identity can't be verified,

What Should I Do?

If you usually connect ko this sike without problems, this error could mean that someone is trying ko
impersonate the site, and you shouldn't continue.

Get me out of here! |

Technical Details

< 1 Understand the Risks >

B. In the next set of instructions that display, click Add Exception...:

This Connection is Untrusted

s

‘fou have asked Firefox bo connect securely to 190.160.20.104:1443, but we can't confirm that
wour connection is secure,

Mormally, when you try to connect securely, sites will present trusted identification ko prove that you
are going ko the right place. However, this site's identity can't be verified.

what Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

Gek me out of here! I

Technical Details

I Understand the Risks

If you understand what's going an, you can tell Firefox to start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your

connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Clicking Add Exception opens the Add Security Exception window:
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Add Security Exception x|

\ You are abouk ko override how Firefox identifies this site.
! . Legitimate banks, stores, and other public sites will nok ask you to do this.

—Server —
Location: wkkps: 190, 160,20, 104 1443 Get Certificate

—Certificate Status

This site attempts ta identify itself with invalid information, iew... |

Wrong Site
Certificate belongs ko a different site, which could indicate an identity theft,

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized authority,

< V¥ Permanently store this exception }
N
e

< Confirm Security Exception |D Cancel |

C. In the Add Security Exception window, click Get Certificate and wait a few
seconds until the security certificate is obtained by the server.

D. With the checkbox Permanently store this exception selected, click Confirm
Security Exception to open the Security warning dialog box:

Warning - Security x|

The web site's certificate cannot be verified. Do you |
want to continue?

Name: 190.160,20,104

Publisher: WFR lago.com

¥ &lways trusk conkent: From this publisher,

w The certificate cannot be werified by a trusted source, More Inforrnation...
.

E. With the checkbox “Always trust content from this publisher.” populated, click
Yes to close the Security warning dialog box and to access the login window of
the Web Filter user interface:

web Fiter /W

Username: Eoligdll
Password: sesss

LOGIN
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IE Security Certificate Installation Procedures

Accept the Security Certificate in IE

Go to the appropriate sub-section if using the following Windows operating system
and IE browser:

* Windows XP or Vista with IE 8
 Windows 7 with IE 8

Windows XP or Vista with IE 8

A. If using an IE 8 browser on a Windows XP or Vista machine, in the page “There
is a problem with this website's security certificate.”, click Continue to this
website (not recommended):

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer oy =]

@A v [ hitpsif1a0.160.20.220: 1443 =l #2)|x | [sooae P

Fle Edt Wiew Favorites Tools  Help

5 =
$% &F @ Certificats Erron Navigation Blacksd | | B - B - = - hReas - 0 Tooks -

El

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this weby and do not { to this
@‘ Click here to close this webpage.

< & Continue to this website (not recommended). >

@ More information

R

! P T T e mternst T 100% -
Figure A1: Windows XP, IE 8

Selecting this option displays the Web Filter login page with the address field
and the Certificate Error button to the right of the field shaded a reddish color:
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/2 M86 Security Web Filker - urimd-—- - =13l x|
"(-‘ |- IE https: /{190, 160.20,220: 1443 login. jsp j @'&rtiﬁcate Error || %4 3 IGnane £-
Fle  Edt  Wiew Favortes oo op—
S8 e @ mas Security Web Fier

fp v B - o= - b Page + () Took v 7

web Fiter — MEE

Username: |

Password:

| [ |6 mteme i - g
Figure A2: Windows XP, IE 8

B. Click Certificate Error to open the Certificate Invalid pop-up box:

/7 M86 Security Web Filter - Windows Internet Explorer o =] 5]
@j\, + [ httpsif190.160.20.220: 1443flogin.jsp =]\ certificste Erar || 49| X | [co0gle 2 -
Fle Edt ¥ew Favortss Teok  Help 3

S8 €hE @M Sacurity weh Fiter

Ika' Certificate Invalid

The security certificate presented by this
wehsite has errors

This problem may indicate an atterpt to
fool you or intercept any data you send to
the server.

We recommend that you close this
wehpage

Ahout certificate errors

‘ Wiew cerificates ,

Usemame:

Password:

i |

| [ [ [ [ memnet TA00% -
Figure B: Windows XP, IE 8

C. Click View certificates to open the Certificate window that includes the host
name you assigned to the Web Filter:
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Certificate

General | petais | Certfication Path |

fd I3

@x’ Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Issued to: wihlogo.com
Issued by: wilogo.com

Yalid from 2/4/2010 to 2[zj2020

Install Certificate. ..

Statement

Figure C: Windows XP, IE 8

D. Click Install Certificate... to launch the Certificate Import Wizard:

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy cettificates, certificate trust
lists, and certificate revocation lists From your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ta protect data or to establish secure network.
connections. A certificate store is the system area where
certificates are kept.

To continue, click Next.

x|

< Back I Mext = I

Cancel

Figure D: Windows XP, IE 8

E. Click Next > to display the Certificate Store page:

Certificate Import Wizard

Certificate Store

Certificate stares are system areas where certificates are kept.

x|

‘Windows can autamatically select a certificate store, or you can specify a location Far

" Automatically select the certificate store based on the type of certificate

¢ Place all certificates in the Following store

Certificate store:

Browse... |

< Back I ek = I

Cancel

Figure E: Windows XP, IE 8
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F. Choose the option “Place all certificates in the following store” and then click

Browse... to open the Select Certificate Store pop-up box:

Select Certificate Store x|

Select the certificate stare you want ko use.

{1 Persanal .
el Trusted Root Certification Authorlties

-{7] Entetprise Trust
{7 Intermediate Certification Authorities
{27 Active Direckory User Object

{771 Trosked Publishers o
< | »

™ Show physical stores

cos |

Figure F: Windows XP, IE 8

. Choose “Trusted Root Certification Authorities” and then click OK to close the
pop-up box.

. Click Next > to display the last page of the wizard:

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

Wou have successfully completed the Certificate Import
wizard,
ou have specified the following settings:

Certificate Store Selected by User  Trusted Root Certific.
Conkent Certificate

« o

< Back I Finish I Cancel |

Figure H: Windows XP, IE 8

Click Finish to close the wizard and to open the Security Warning dialog box
asking if you wish to install the certificate:

Security Warning |

't ‘ou are about to install a certificate From a certification autharity (CA) claiming to represent:
< WF.logao. com

‘Windows cannot validate that the certificate is actually from "WF logo.com”.  You should confirm its arigin by contacting "WF logo com. The
Fallawing number will assist vou in this process:

Thumbprint {shal): CSESE0EA 34EF47AG 5254AEBS 60ACA0E0 945DDFES
WWarming:
IF vou install this root certificate, Windows will automatically trust any certificate issued by this Ca. Installing a certificate with an unconfirmed

thumbprint is a security risk. IF you click "Yes" you acknowledge this risk.

Do you want ka install this certificate?

Figure I: Windows XP, IE 8

. Click Yes to install the certificate and to close the dialog box. When the certifi-
cate is installed, the alert window opens to inform you the certificate installation
process has been completed.

K. Click OK to close the alert box, and then close the Certificate window.
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Now that the security certificate is installed, you will need to map the Web Filter's
IP address to its host name. Proceed to Map the Web Filter’s IP Address to the
Server’s Host Name.

Windows 7 with IE 8

A. If using an IE 8 browser on a Windows 7 machine, in the page “There is a
problem with this website's security certificate.”, click Continue to this website
(not recommended).

B. From the toolbar, select Tools > Internet Options to open the Internet Options
pop-up box.

C. Select the Security tab, click Trusted sites, and then click Sites to open the
Trusted sites pop-up box.

D. In the Trusted sites pop-up box, confirm the URL displayed in the field matches
the IP address of the Web Filter, and then click Add and Close.

E. Click OK to close the Internet Options pop-up box.
F. Refresh the current Web page by pressing the F5 key on your keyboard.
G. Follow steps A to K documented in Windows XP or Vista with |IE 8:

» When the security issue page re-displays with the message: "There is a
problem with this website's security certificate.", click Continue to this
website (not recommended) (see Figure Al). Choosing this option displays
the Web Filter login window with the address field and the Certificate Error
button to the right of the field shaded a reddish color (see Figure A2).

» Click Certificate Error to open the Certificate Invalid pop-up box (see Figure
B).

» Click View certificates to open the Certificate window that includes the host
name you assigned to the Web Filter (see Figure C).

» Click Install Certificate... to launch the Certificate Import Wizard (see Figure
D).

» Click Next > to display the Certificate Store page (see Figure E).

» Choose the option “Place all certificates in the following store” and then click
Browse... to open the Select Certificate Store pop-up box (see Figure F).

» Choose “Trusted Root Certification Authorities” and then click OK to close the
pop-up box.

» Click Next > to display the last page of the wizard (see Figure G).

* Click Finish to close the wizard and to open the Security Warning dialog box
asking if you wish to install the certificate (see Figure H).

» Click Yes to install the certificate and to close the dialog box. When the certif-
icate is installed, the alert window opens to inform you the certificate installa-
tion process has been completed (see Figure I).

* Click OK to close the alert box, and then close the Certificate window.

H. From the toolbar of your browser, select Tools > Internet Options to open the
Internet Options pop-up box.

I. Select the Security tab, click Trusted sites, and then click Sites to open the
Trusted sites pop-up box.

J. Select the URL you just added, click Remove, and then click Close.
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Now that the security certificate is installed, you will need to map the Web Filter's
IP address to its host name. Proceed to Map the Web Filter’s IP Address to the
Server’s Host Name.

Map the Web Filter’s IP Address to the Server’s Host Name

A. From your workstation, launch Windows Explorer and enter
C:\WINDOWS\system32\drivers\etc in the Address field to open the folder
where the hosts file is located:

& C:\ WINDDWS' system32',drivershetc = | Ellil
File Edit Yiew Favorites Tools Help | ",'
J Back J - ? /.. ) search Folders | Elv
Address I_} CHAWINDOWSsystem32i driversietc j GO
Mame - | Size | Type | Date Modified |
File and Folder Tasks & hosts 1KE File 2{12{2010 11:07 AM
4 Moke Fold [ Rosts.ics 1KE ICSFile 11/20/2006 10:28 AM
3 Make a new folder B Imhiosts.sam 4KE SAMFile 5/0/2004 1:00 PM
-] S\ﬂs“ this Folder to the B netwcrks 1KE Fils 5/9/2004 8:00 PM
7 share this Folder @pmtucul 1KE File 8/9/2004 §:00 PM
@Services TKE File 12/10/2005 11:36 AM
@Serwces.bak GKE BAK File 12/19/2006 11:12 AM

€

Other Places

»

Details
etc
File: Folder

Date Modified: Wednesday,
December 10, 2008, 11:09 AM

B. Double-click “hosts” to open a window asking which program you wish to use to
open the file. Double-click “Notepad” or “TextPad” to launch the hosts file using
that selected program:
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=lolx|
File Edit Format Yiew Help

# Copyright (o) 1993-1999 Microsoft Corp. A:J
#

# This is a sample HOSTS file used by Microsoft TCR/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.

# The IP address and the host name should be separated by at least one

# space.

#

# Additionally, comments (such as these] may be inserted on individual

# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 10&.54.94.97 rhino.acme.com # source server

# 38.25.83.10 ¥ . ACWe . com # % client host

0,001 localhost
:190.160.20.220 WF. logo. com
[ -]

and then save and close the file.

. Enter a line in the hosts file with the Web Filter’s IP address and its host name,

. In the address field of your newly opened IE browser, from now on you will need

to use the Web Filter’s host name instead of its IP address—that is https://
hostname:1443/login.jsp would be used instead of https://x.x.x.x:1443/

login.jsp. Click Go to open the Web Filter login window:

/2M86 Security Web Filter - Windows Internet Explorer =10l x|
@—\__: € | hitpsi/iwiioge.com1 443/ login ) =1 & ][] | [conle P~

File Edit Wiew Favaorites Tools  Help

T e (€ M8t Security web Filter o -

- e v hPage v (CfTeds -

Web Filter

Username: |

Password:

T [@temst

0% v g
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Accept the Security Certificate in Safari

A. If using a Safari browser, the pop-up window "Safari can't verify the identity of
the website..." opens:

— Safari can't verify the identity of the website
. | “sr-20-180.m86.com"”.

@ The certificate for this website is invalid. You might be connecting to a

PR website that is pretending to be “sr-20-180.m86.com", which could put
your confidential information at risk. Would you like to connect to the
website anyway?

® Show Certificate ( Cancel ) (Cnntinue )

Click Show Certificate to open the certificate information box at the bottom of
this window:

= Safari can't verify the identity of the website
I “sr-20-180.m86.com”.
@ The certificate for this website is invalid. You might be connecting to a
L. website that is pretending to be "sr-20-180.m86.com”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

] Always trust “SR-20-180.m86.com" when connecting to “sr-20-180.m86.com”

gy SR-20-180.m86.com

SR-20-180.mB86.com
| ertifferie
. Self-signed root certificate
- Expires: Sunday, February 23, 2020 9:50:04 AM PT
€ This root certificate is not trusted
» Trust
» Details
@ (" Hide Certificate ) (" Cancel ) ( Continue )

A

B. Click the "Always trust..." checkbox and then click Continue:

— Safari can't verify the identity of the website
iAoM “sr-20-180.m86.com”,
@ The certificate for this website is invalid. You might be connecting to a
| website that is pretending to be "sr-20-180.m86.com”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

@ust “SR-20-180.m86.com” when connecting to "sr—20—130,m@

= —_—
=3 5R-20-180.m86.com

SR-20-180.m&6.com
Self-signed root certificate
Expires: Sunday, February 23, 2020 9:50:04 AM PT

€ This root certificate is not trusted

Centyferet

e

- Trust

» Details

® (Fide Certicate )
!

C. You will be prompted to enter your password in order to install the certificate.
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Accept the Security Certificate in Chrome

If using a Chrome browser, in the page “This is probably not the site you are
looking for!” click the button Proceed anyway:

0 Sytemn Dashbaoard - MBS & £

& + & g

I (58 Vhware |

eporter A4 Web Filter T4 A4 Web Filter 75 AA MBS Wk Filter and AA WFR Web Filter A4 MBS Zource Engine
This is probably not the site you are looking for!

192.168,20.78

Procesd anyway | Jack io safaty

¥ Halp ma yndarsiand

Clicking this button launches the Web Filter login window:

web Fiter /W

Username: Eoligdll
Password: sesss

LOGIN

4;3} NOTE: The Security Certificate must be accepted each time a new browser is launched.
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