WHITEPAPER — SpamCensor Explained

SPAMCENSOR EXPLAINED

October, 2006

Contents

Introduction

SpamCensor Defined

How does it work?

How are the rules made and scored?

Why isn’t the SpamCensor updated as often as a virus scanner?

How effective is SpamCensor?

B W W w N NN

Conclusion

This document provides basic information about the MailMarshal SpamCensor. It explains the technology, describes how
SpamCensor detection is kept up to date, and includes a chart that illustrates the effectiveness of this technology at blocking real-
world spam.
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Introduction

The SpamCensor first appeared in MailMarshal Version 5.5. Since then it has proven to be an effective, flexible and
extensible tool for fighting spam.

Often Marshal is asked questions such as:

¢ \What exactly is the SpamCensor?

eHow does it work?

eHow are the rules made and scored?

e\Why isn't it updated as often as anti-virus tools?
e How effective is it?

This document answers these questions.

SpamCensor Defined

Technically, the SpamCensor is a special MailMarshal category script. Category scripts use XML script files to
extend MailMarshal's capability.

The SpamCensor is supplied and automatically updated by Marshal. It is currently built and published on a weekly
basis by anti-spam experts in Marshal’s TRACE (Threat Research and Content Engineering) team.

The SpamCensor is a key element in the MailMarshal anti-spam toolkit. While it is a powerful tool, it's important to
realize it is one element in MailMarshal’s anti-spam arsenal. It happily works in conjunction with other features such
as RBL lookups, URL filtering, CountryCensor, Directory Harvest Attack (DHA) prevention, receiver block rules and
anti-spoofing. This document only deals with SpamCensor.

How does it work?

The SpamCensor is a heuristic filter that consists of about 3000 individual tests or rules for spam. It is not a
signature-based system like an anti-virus scanner, where each signature operates independent of the other
signatures. Rather it is a scoring-based system where rules work in combination, to end up with a total score which
represents the ‘spamminess’ of a message.

Many different types of tests or rules are applied against each message. The header is checked for irregular fields
and data, including the telltale footprints of the spammers’ tools. The message body is checked for the characteristic
patterns of key words and phrases and their relationship to other words and phrases. HTML code is parsed, again
searching for spammers’ footprints. The message, and its components, size and structure are also checked.

When the threshold of 60 is reached, the message is considered spam and action can be taken. The following
message log illustrates this:

—————— Cat egory <Span® evaluation result ------
- EV_GENR_XSnmal | BodyLT100: (24.00) Msg body is between 5 and 100 bytes
- HTTP_LINK: (1.00) HTTP link in nmessage
- MSG SIZE_1: (-1.00) IsBigger than 1K
- MI_GENR_XSmal | Hyper| nk: (10.00) Message body |ess than 100b with web |ink
- RH_GENR Header Sus21: (20.00) Header pattern common in spam
- RH_GENR Header Sus215: (15.00) Header pattern common in spam
- RH_GENR Header Sus247: (10.00) Header pattern common in spam
- RH_GENR_Header Sus49: (22.00) Header pattern common in spam
- RH GENR Helol P: (5.00) IP used in any HELO - current or previous
- RH_GENR_Hel ol PtoMM (25.00) |IP used in HELO to Mail Marshal
- RH_GENR Local host: (20.00) Received from | ocal host
- RH_GENR_XMail erMssing: (1.00) Mssing X-Mailer: Field
- TC HTTP_SEX: (16.00) Http link contains sex
Total score: (168.0) required(60.0)
SpanFilter: Version 130 26- Sept enber-2006
—————— End of Category <Spanme evaluation ------
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How are the rules made and scored?

The SpamCensor's rules are crafted by members of Marshal’s TRACE (Threat Research and Content Engineering) team.
The team is a group of security analysts who examine live spam streams for patterns and trends. The experience of
the team and knowledge of spam patterns or "traits’ is a key factor in the effectiveness of the SpamCensor.

This 'human factor’ should not be undervalued. Sometimes in the anti-spam community a lot of weight is given to
automatic machine-learning systems, where human input is minimal. These systems serve a purpose, but can easily
create problems if not configured, trained and monitored correctly.

In fact, the TRACE team uses a number of back-end, proprietary tools that machine-learn by applying statistical
analysis techniques to large volumes of spam and legitimate emails. The tools are especially good at highlighting
patterns and trends that are not easily seen by humans. The results are fed into the SpamCensor, but only after being
checked by the TRACE team prior to being implemented.

The values assigned to each SpamCensor rule are generated by an automated scoring algorithm. Every week, each
SpamCensor is trained on over half a million messages to optimize the filter. This maximizes spam detection and
minimizes false positives. Fresh data is added daily to keep the training program up to date. The SpamCensor is then
delivered to the customer, updated and pre-trained every week — but with no extra configuration needed.

Why isn't the SpamCensor updated as often as a virus scanner?

Sometimes customers ask why the SpamCensor is not updated as often as other anti-spam solutions or their virus
scanner. The simple answer is that it is not a signature-based system. In such systems, each signature is an
independent entity and equates to a single message. In the SpamCensor, rules are feuristic and /nterdependent
which means individual signature updates are unnecessary. A weekly release cycle is used to carefully craft, train,
and test each SpamCensor prior to release.

This approach to spam detection results in a highly gredictivefilter. The bulk of spam is sent by relatively few
spammers so patterns seen today are often repeated tomorrow. The readable content of a spam message may differ,
but how the message is put together doesn’t. The SpamCensor’s ability to detect these underlying trends is what
makes it so effective.

How effective is SpamCensor?

The TRACE team closely monitors the performance of the SpamCensor on MailMarshal servers, which are subjected to
live streams of incoming spam.

The following chart illustrates SpamCensor’s performance during Aug-Sep 2006. The average effectiveness of
SpamCensor alone during this period was 98.3%. When combined with other recommended rules (URLCensor, IP
filtering, Spamhaus DNS Blacklists) MailMarshal's total effectiveness against spam was an average of 99.5%.
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MailMarshal Spam Detection Aug-Sep 2006
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Source: Marshal MailMarshal server running recommended rules against ‘live’ spam.

Conclusion

This document provides basic information about the MailMarshal SpamCensor technology. With its unique heuristic
capability, and backed by the resources of the Marshal TRACE team, the SpamCensor has proven to be a robust and
highly effective anti-spam filter that is easily deployed.

To learn more about SpamCensor best practices, refer to the Marshal Whitepaper MailMarshal Anti-Spam Basics.

To learn more about the many other features of MailMarshal, or to evaluate the product, visit the Marshal website at
http://www.marshal.com.
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