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This document discusses the spammer’s use of images in spam email, and documents

MailMarshal’s success in combating this spam type.
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What is Image Spam?

Image spam is simply spam with an attached image. Spam with pictures is not new but in
the past almost all spam images were actively downloaded from the web by the email client
upon viewing.

Spam with an attached image started to appear in numbers in the second half of 2005.
Image spam exploded in mid 2006 and by early 2007 it had reached a peak of over 50% of
total spam received. However, by the end of 2007, image spam had dropped back to under
10%. Spammers largely abandoned the technique in the face of better anti-spam defenses
against the technique.
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Why Image Spam?

Why did spammers turn to image spam? To avoid anti-spam devices it seems. Image spam
has several advantages for spammers:

e It gets the message across, by-passing anti-spam techniques that scan the message body for

spam-like text.

e Pretty graphics can allow for a colorful and “professional looking” message.

e It allows for several techniques for spammers to randomize each message, again by-passing
anti-spam techniques based on signatures of the message or image, or technologies based on

Optical Character Recognition (OCR) i.e. extracting text from images.

Image Spam Techniques

Various image spam techniques have been used by spammers. This section highlights some
of the tricks employed.
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It’s only “text”
Some images consist only of words; the image below is from a recent spam email:
Hello,
You have basn chosen to participate in an invitation only limited time event!

Are you currently paying over 3% for your mortgage? STOP! We can help you lower that
today!

Answar only a few questions and we can give you an approval in under g0 seconds it is
that simple!

And stop fighting for lenders,lat them fight for you!

Make tham work for your business by giving you the lowest rates around!

Two hundrad and thirty thousand dellar loans are availabla for only three hundred and
forty dollars /month!

WE ARE PRACTICALLY GIVING AWAY MONEY!

Think vour credit is too bad to gat a deal like this? THINK AGAIN!
Wa will have you saving your money in no time!

Are you ready to save your money?

Regards.

Randomization Techniques

To avoid signature-based anti-spam devices, spammers have acquired the ability to
randomize each image file on the fly, by subtly altering size, color and inserting random
pixels in each file. Here are some examples:

Stock Spots
Note the insertion of colored pixels at random:

Forecasttor July, 2006

mee: $5 50 :
m Price Target: $12.00
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Color Streak
Note the multicolored lines of pixels at the bottom of the image:

It's time to save on medicines!
ABSOLUTELY NO PRESCRIPTION! FAST SHIPPINGI

: H'I \GRA - CIALIS - VALIUM - TRAMADOQOL - AMBIEN
. SOMA - XANAX - PROPECIA - MERIDIA - ATIVAN
(4 "ELEBREX - PROZAC - PAXIL - LIPITOR
Jscrc.'cst package, to your door! Shipped from Canadal

CUCK HERE AND SAVE 70% ON MEE_HCINES N(}Wlll i

Shades of Gray
Can you see the subtle changes in color between these two images?

HAN DBAGS
& PURSES T

Beaufiful handerafied
luxury items

JEWELRY

Elegart, day and night.
Undeniably chic.

PENS

Superior beauty & elegance
carved to he last detall.

NECKTIES §

Haute couture neckfies,
hand-sewn with the finest silks

Stock Splits

This trick, associated with a certain type of stock spam, splits the original image into
multiple images, again to avoid signature filters and possibly image scanning software as
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Note the three attached images, viewed in a MailMarshal Console:

Messagel Laog Details I

| B44ad7OE70000,44ad7962000d.0001
jﬂ Message Headers
j_}I Message Body
jﬂ Message Body
@ deepen,qif
E] precondikion, gif

E] weil.gif

The images are these:

To All Investors..

An Investor ALERT is being issued starting right NOW.
Keep your eyes glued Thursday 6th, 2006
EXPLOSIVE PICK FOR OUR MEMBERS!

Trade Date: Thursday, July 6, 2006
Company: COSCO ESP Inc.
Symbol: CCPI

Price: $0.31

Iﬂvesi‘nr were very excited to hear about the new overseas relationships developed,
S lgf company announceing of a $3,000,000.00 contract with MASS
ervices

This is a considerable jump from the contract for
3265 .00 from Feb of gxs year. .

Movement on this stock is not a surpnse once you have done the due diligence. We are seeing great
things for this company and its investors over the next few days, and in the week to come.

Nan' mioe aitt and sart oo hid in far fivot thinae Thiroedar: maaminee

WE EXPECT THIS TO TAKE OFF AT THE OPENING BELL THURS
MORNING.

Don't Snooze and Loose...

DAY
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The email client re-assembles the pieces when the message is opened:

1 Internet scoundrel

© Ble Edt Yew Toos

& ® w || o X | O

Reply Reply Al Forward Print Delete

Message  Help

From: Edna Schneider
Date: Friday, 7 July 2006 7:07 a.m,
To: daxon@ganymede. com

Subject:  Internet scoundrel

EHE]

Y 4 W

Addresses

To All Investors..

Keep your eyes glued Thursday Gth, 2006
EXPLOSIVE PICK FOR OUR MEMBERS!

Trade Date: Thursday, july 6, 2006
Company: COSCO ESP Inc.
Symbol: CCPI

Price: $0.31

Services l%s
3265 .00 from Feb of this year.

Don't miss out and put your bid in for first thi
WE EXPECT THIS TO TAKE OFF AT THE
MORNING.

Don't Snooze and Loose...

An Invesior ALERT is being issued starting right NOW.

Investor were very exciled to hear about the new overseas relationships developed,
e.specmﬂy follom:ﬁ company announceing of a $3,000,000.00 contract with MASS
This is a considerable jumnp from the contract for

Movement on this stock is not a surprise once you have done the due diligence. We are seeing great
things for this company and its investors over the next few days, and in the week to come.

Thursday morni
PENIN

BELL THURSDAY

Wild Backgrounds

In their quest to bypass anti-spam filters, spammers have sometimes taken their ‘art’ to
extremes, especially to fool OCR (Optical Character Recognition) technology that aims to
scan images to extract text. Some images use highly colored and patterned backgrounds,
uneven letters, and randomly inserted pixels around the border. Each image is unique and
hard to read by any software attempting to use OCR.
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Animated Gifs

Another trick employed is the use of animated gifs. These are created by combining
multiple gif images in one file, which when displayed one after another, gives the
appearance of movement. Below are two frames from an animated gif spam. The first frame
is random stuff, designed to make each image unique and to fool OCR technologies. The
second frame is the actual spam message.

Want the degree but can‘t find the
time?

AT N
LU I Y CERTT PR T MY S TN YL NP LY M TR LT CHS Y Rl T AT TR ) P N
- b

Y- ud-. 7] T AT T
wre al=an- b wer, oo ﬁavnmlh Hhn dnig s amd ==a =4 ens

R o L A R Y B e

B T T | R L
ST AFAm S oA P EeAIERee b baw A sma crechimne St ok
AT IRE T

LA AT, -h E
Popal sl [ L T T
AL IS Tﬁl'l!.\' NHM GIVE YALIE WHHK
EXI'EIUEHLE IHE LHAKLE 1U EAR™ FL|

THF IGHPA FOMEF-SLTIAN YA I'IFSFH'Url

CALL NOW:

1-213- 596 5768

Another animated gif example gets around the issue of providing a URL in the message
body for a user to click on. Instead the URL is provided in the image. The image is also
animated which draws attention to the URL and the user must manually enter it in a
browser. The aim here is to evade filters that utilize URL blacklists.

Please don "t click. Enter manually following address
in address bar of your browser: www.dvarx.com

3 bout:blank - Microsoft Internet Explorer

Just type
www . dvarx. com

J File Edit View Favorites Tools Help

in address bar

J Address I . AVAary . com
of your hrowser
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Standard Images

Let’s not forget straightforward “standard” images. No obvious tricks are employed, but the
mere fact the essential message is contained in the image renders text scanners useless.
Moreover, as opposed to the wild tricks described above, standard images can lend an air of
professionalism and authenticity to the email:

Canadian @ Pharmacy
#1 Internet Online Drugstore

Viagra ’ Viagra Soft Tahs Cialis Soft Tahs
i Our price §1.53 Our price §1.78 Our price §3.61
Cialis l——w;_-_,; Viagra Jelly g‘; Levitra
Our price §2.23 Our price $4.25 i Our price §3.63
= Soma %ﬁa Kamagra "T" Herhal Phentermine
- Our price £0.67 e o Ourprice $5.56 == Ourprice $2.3

We reduced prices and added new products!

Click here

Why did Image Spam Rise and Fall?

At its peak, image spam was a huge a problem. The mere use of images renders simple
text-based scanners useless. The ability of spammers to randomize and split images means
each image is unique. Systems relying on “fingerprinting”, signatures or OCR become less
effective. Moreover, image spam is larger and the explosion of image spam in late 2006
caused headaches for many companies and ISPs as their infrastructure struggled to cope
with the extra burden.

However, during 2007, spammers increasingly moved away from image spam, likely in
response to an improved range if anti-spam defenses specifically targeting image spam.
Also, as image spam is larger, spambots send less spam per hour than smaller, non-image
spam. These factors saw spammers swing back to sending greater numbers of ‘ordinary’
plain text spam in 2007.

Drawbacks of OCR Technology

Many vendors have turned to OCR (Optical Character Recognition) in an effort to improve
their detection rates against image spam. This technology aims to scan images to extract
text.

While this idea sounds good, in practice there are a number of problems. It is very resource
intensive - scanning all images would cripple a high volume mail server. And, even if you do
successfully extract text from an image, you are then left with the problem of weighting or
scoring that text — hitting some of the limitations of traditional key word scanning.
Furthermore, as we have seen in this paper, the spammers have been quick to adjust to
OCR technology by introducing irregular and wavy text, and wild backgrounds in their
images.

M*RSHAL
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In sum, OCR is not suitable as a frontline defense against image spam. There is plenty of
other information about a typical image spam message to identify it as spam.

Effectiveness of MailMarshal Against Image Spam

MailMarshal performs exceptionally well against image spam. The graph below shows
MailMarshal performance against image Spam since the image spam ’flood’ in latter half of
2006. Performance typically remained well above 99% with an average over the period of
99.4%. MailMarshal’s lowest point in the whole period still remained above 96.5%.
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Source: Marshal live “honeypot” streams

Why is MailMarshal So Effective?

MailMarshal utilizes the “Defense-in-Depth” concept, where multiple technologies are used
to lessen the risk from one component being circumvented. Solutions relying on only one or
two technologies are extremely vulnerable to changing spammer tactics. MailMarshal
utilizes defense-in-depth with a range of proven anti-spam and content filtering
technologies to provide a true layered anti-spam system.

In particular, MailMarshal incorporates Marshal’s own SpamCensor technology, which
analyzes message content, size and composition, and attachments. The SpamCensor
incorporates unique scanning technology that targets the footprints left by spambots -
devices installed on compromised computers which are responsible for the overwhelming
majority of spam sent today. By targeting these ‘botprints’ and other repeatable
characteristics, the SpamCensor detects new waves of spam, over and over again. The fact
that spam may include an image is of little significance. Rather, it is the other information in
the email around the image that is important. MailMarshal seeks to target those distinctive
patterns.

M‘iRSHAL
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Conclusion

The image spam phenomenon of late 2006 showed the inventiveness and technological
prowess of spammers. Image spam was initially successful at evading anti-spam devices
based on simple text scanning, signatures and even newer technologies such as OCR.

Enterprises need a multi-faceted solution that goes beyond traditional spam detection
technologies. MailMarshal provides such a solution, and it has proven itself very effective

against image spam.

10



THIS DOCUMENT AND THE SOFTWARE DESCRIBED IN THIS DOCUMENT ARE FURNISHED UNDER AND
ARE SUBJECT TO THE TERMS OF A LICENSE AGREEMENT OR A NON-DISCLOSURE AGREEMENT. EXCEPT
AS EXPRESSLY SET FORTH IN SUCH LICENSE AGREEMENT OR NON-DISCLOSURE AGREEMENT,
MARSHAL LIMITED PROVIDES THIS DOCUMENT AND THE SOFTWARE DESCRIBED IN THIS DOCUMENT
"AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. SOME JURISDICTIONS DO NOT ALLOW DISCLAIMERS OF EXPRESS OR IMPLIED WARRANTIES
IN CERTAIN TRANSACTIONS; THEREFORE, THIS STATEMENT MAY NOT APPLY TO YOU.

This document and the software described in this document may not be lent, sold, or given away without
the prior written permission of Marshal, except as otherwise permitted by law. Except as expressly set
forth in such license agreement or non-disclosure agreement, no part of this document or the software
described in this document may be reproduced, stored in a retrieval system, or transmitted in any form
or by any means, electronic, mechanical, or otherwise, without the prior written consent of Marshal.
Some companies, names, and data in this document are used for illustration purposes and may not
represent real companies, individuals, or data. This document could include technical inaccuracies or
typographical errors. Changes are periodically made to the information herein. These changes may be
incorporated in new editions of this document. Marshal may make improvements in or changes to the
software described in this document at any time.

© 2008 Marshal Limited, all rights reserved.

U.S. Government Restricted Rights: The software and the documentation are commercial computer
software and documentation developed at private expense. Use, duplication, or disclosure by the U.S.
Government is subject to the terms of the Marshal standard commercial license for the software, and
where applicable, the restrictions set forth in the Rights in Technical Data and Computer Software
clauses and any successor rules or regulations.

Marshal, MailMarshal, the Marshal logo, WebMarshal, Security Reporting Center and Firewall Suite are
trademarks or registered trademarks of Marshal Limited or its subsidiaries in the United Kingdom and
other jurisdictions. All other company and product hames mentioned are used only for identification
purposes and may be trademarks or registered trademarks of their respective companies.
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Phone: +44 (0) 1256 848080
Fax: +44 (0) 1256 848060

Email:emea.sales@marshal.com
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Marshal Inc.

5909 Peachtree Dunwoody Road NE,
Suite 770,

Atlanta,

GA 30328

USA

Phone: +1 404 564-5800
Fax +1 404 564-5801

Email:americas.sales@marshal.com
info@marshal.com | www.marshal.com
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Marshal Software (NZ) Ltd
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