After the malware was installed, the user transacted with his online bank—still oblivious that anything was wrong—while the
attacker viewed the screenshot below. This screenshot shows the number of times the malware was accessed and by the

type of browser, giving the attacker easy manageability and tracking of the attack toolkit. This particular screenshot is from the
LuckySploit attack toolkit:

Once the malware was successfully installed, the attacker was able to remotely control the infected computer from the control
panel. The following screenshot is an example of different parameters that can be set, such as the “dollar” range from minimum
to maximum amounts. This is an important setting, because banks have different limits on which transactions are allowed or will
be validated. They might garner the needed information, so desired parameters can be set— from monitoring the installation to
seeing which banks are being used to scan the infected computer logs. These options need to be set for each installation.

Configuration Options for the Attack
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EXECUTION OF THE ATTACK

With the attacker setting all their required parameters, the installation is ready to be deployed. At this time, the victim is still

unaware of this infection. Note: the victim’s anti-virus scanner was running in the background and did not detect this infection.

The attack is now ready to execute.

The victim logs into his online banking system to transfer £53,94 (approximately $66.36 USD), but the malware running on the
user’s PC changes the amount to £8576,31 ($10,550.99 USD) and changes the destination to the drop name or Money Mule (this
is the account to which the funds are actually being transferred). If the online banking system requests validation of this transfer,

the malware will rewrite the pages—changing the transfer amount back to victim’s original amount of £563,94. The user is

completely unaware and believes the transfer occurred as normal, and thus validates the transfer. Even if the victim returns to
view the bank statement or activity after the transaction, the malware will automatically modify the user’s view of the transaction or
statement to appear as though only the amount of £53,94 was transferred. Below is the transaction balance as it appears for the

user, which shows the original amount.
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ezuruck M > | ‘x] I’.ﬂ ; 7 ! Suchen \‘/.‘:(Fmriten (:‘] =T )
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The log that the attacker sees shows the real story along with other information that has been captured, such as login names,

pass codes, etc.:

09:39:04 2009-08-24 GMT FJFAFJP1HAWOHNCAIN

NAME=POST1
USERHOST=postbank.de
USERACC=27156464
USERPASS=q3q2b
BALANS=2027.69
INET_LIMIT=15000.00
DISPO_LIMIT=7000.00
MAXBETRAG=
BLZ=60050101
TRUEAMOUNT=53,94
AMOUNT=8576,31

%DROP_BLZ%=|LBBW/BW-BANK STUTTGART]|

%DROPNAME%=|VIKTOR KLOSE]|
%KONTONUMMER%=|103009706|

%BLZ%=|60010070|
%C1%=|Ref Num 995345|
%C2%=|Ref Num 995345|
%C3%=|Ref Num 995345|
%C4%=|Ref Num 995345|
COMMENT: Tigr

EXINF=

DATE: 24.08.2009

VERSN: iexplore.exe 6.0.2900.2180

IP: 77.1.142.125

This log is how the attacker can monitor and track what has been
happening with this particular installation, how the funds will be
received, which Money Mules are being used, and so on.

At this point, one might think the attacker has covered most ways
in which a user would access his account information—but it goes
even further than that. Even if the user downloads a PDF

version of their bank statement, the Man-in-the-Middle malware
can change the PDF information to re-create the PDF file,
disguising the true transaction amount. Only when the bank
account runs out of funds or when the user gets a physical
statement or calls his bank is the deception uncovered.

In this example, over the period of 15 days, the cybercriminal stole
£193,606 (about £12,000 a day), and in total, we estimate about
£300,000 or $369,252.53 USD was taken from this account.

DETAILS OF THE DECEPTION
Crucial details of this example attack include:

e The transaction is carried out from the victim’s PC

e The money is sent to a local bank account— in this example,
it was a German based bank account but could be any
account with any financial institution

e Each fraud transaction has a different (semi-random) amount
that tries to circumvent different traits banks look for in
detecting fraudulent transactions

e The transaction conforms to the restrictions imposed on the
compromised account by the bank

e The amount is lower than the threshold of transactions that
need to be further examined (“below the radar”)

e Money Mules’ accounts are only used to a certain degree (no
more than “X” amount of Euros in a certain period)

WHAT IS A MONEY MULE?

When the victim’s account is compromised and
funds are stolen, cybercriminals need to hide their
tracks as much as possible. In order to do this,
they use unsuspecting middlemen called Money
Mules. These are people that the stolen funds get
transferred to first; the cybercriminal might use
several of these Money Mules to further muddle
the trail. All the money transfers are simple wire
transfers supported by any bank.

These Money Mules are recruited and groomed
in a variety of ways, whether lured to meet new
companions, through promises of easy money
such as the infamous Nigerian prince scams,
or simply through direct pressure. Typically, the
Money Mules have no idea they are involved in
cybercrime.

Money Mules are recruited by specialists whose
sole purpose is to supply an on-going supply of
these unsuspecting people for attackers to use.
Since Money Mules are traded on exchanges and
forums for attackers to be able to use— with a
percentage of any funds going to the recruiters—
this in itself this is a lucrative business.

Man-in-the-Middle Malware: Between You and Your Money
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EXAMPLE TWO OF MAN-IN-THE-MIDDLE MALWARE

In this scenario, we examine the Clampi Trojan. The Clampi Trojan will insert additional fields into Web pages, such as bank login
pages, to extract additional information from the individual. Many banks ask for additional login credentials to validate transactions
over a certain amount, or for any international transfers. One popular piece of extra information is to request an account holder’s
debit card number. The screenshot below is from a machine infected with Clampi. The Clampi Trojan added a prompt for a debit
card number as part of the login process. Clampi is actually inserting this field into the Web page, and then removes it when sent
to the bank. Now the attacker has the debit card number. From here, the attacker can log into the online banking account and
authorize any transaction from that account.

Online banking

Log In - Step 2

Your PIN

Enter T foliceeing rumbers from your PIN

Ermaw e v numt M

Enter w Srd rumber [

Eriar 1 41 rumber .

Your Password

Ertie Fa llow g Cuar iClirs $Gm your Pisbword
Erder @ 151 character |_

Enter e Id charscwr r“

Erter Te o Characwr I

Extra security Lyer

Vour deb card ramber —

Online Banking Login Page Infected with Clampi Trojan Malware

CONCLUSION

This paper has provided examples of what Man-in-the-Middle attacks can do how they work, and how they’re used. The paper’s
goal is to explain the seriousness of these attacks and expose the growing use and popularity of this targeted form of attack.

[t provides some insight into why we are seeing an increase in the number of attacks using Man-in-the-Middle malware, how it
works with attack toolkits, and what we face in today’s Internet threat landscape.

To learn more about these attack toolkits, including how they are executed and monetized, read the M86 Security Labs Report,
“Attack Toolkits: There’s an App for That”.
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