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Review of 2009

Some wins…

• Rouge ISP takedowns

• Botnets disabled

But also plenty of ‘business as usual’
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2010 Threat Predictions

4



1. Continued Rise of Scareware

• Rouge applications that appear to be genuine

• Some users are even paying for the privilege of using them

• Aimed at the home user but have been seen in the enterprise

• Redirects users 
funds away from 
security companies
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• How do you tell the 
difference?

• How can technology 
help?

• User training can 
also help…



2. Search Engine Optimization & Poisoning

• Great way of directing unsuspecting users to your site

• Works by manipulating search results to elevate malicious landing 
pages up search results

• Many different methods but many work by loading up the malicious 
page with keywords and phrases related to any hot trend

• Trends can be collected from services like Google trends

• Takes advantage of the users inherent trust in search engine results
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3. Botnets to Grow in Sophistication

• Most successful Botnet take downs revolve around the disruption of 
the botnets command & control system

• New protocols being used for C&C

– Twitter

– Google groups

– Mobile version of Facebook

• This means the C&C activity is harder to detect and stop

• Also moving from rudimentary hardcoded IP’s to domain names and 
fast flux domain registrations to evade detection
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4. Evolution of Compromised Website Infections

• Dramatic shift from hacker established sites to the infection of 
legitimate sites already happened

• Legitimate websites less likely to be blocked or are viewed with a 
higher reputation, both of which can circumvent traditional web 
security tools

• In the past injected Iframes pointing to malicious websites were 
common, now starting to see more direct infection of sites with the common, now starting to see more direct infection of sites with the 
actual malicious code residing on the legitimate website
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5. SaaS Service/Cloud Based Architecture Buzz

• “Cloud” was the new buzz word in 2009, many organizations shifting 
internal applications and their data to the “cloud”

• The shift is inevitable, and brings a lot of great features, just make 
sure you consider the security implications

– Security can be greater with the cloud due to the ‘fuzzy’ location nature

– Or it can be more of a target if an attacker gained access through some 

base level vulnerability, many attractive targets sitting in the same place base level vulnerability, many attractive targets sitting in the same place 
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6. Targeting 3rd Party Applications

• It’s not just operating system vulnerabilities that are being used for 
attacks

• Many of these applications become so large and complex with their 
own programming capabilities that they resemble OS’s as well, 
unfortunately this often also means a higher level of vulnerabilities

• Application vendors are typically less able to release urgent updates 
compared to OS vendorscompared to OS vendors

• Many technologies such as JavaScript for Acrobat are themselves 
used for the attack for example websites using Flash banners 
provided from advertising networks find themselves unwittingly 
launching malicious code
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7. Internationalized Domain Name Abuse

• Non-Latin characters supported since October 2009

• Implications for URL Filtering and Reputation lists

• Also can be used for phishing attacks

– IDN homograph attacks
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8. Expanded Use of Web API’s

• Many sites such as Twitter & Facebook are expanding their support 
for 3rd party development through API’s

• These API’s designed for positive use can just as easily be used for 
bad

• Rouge application can take advantage of the implicit trust of the 
hosting site, do users actually realize the application they are now 
using is not actually part of Facebook?using is not actually part of Facebook?

• We have seen a lot higher growth rate in the bad applications rather 
than the good
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9. URL Shortening Services

• Problem is that the user is not fully sure where the link will lead them

• Many different providers of Shortened URL services (Way over 100)

• Some like bit.ly are providing capability for browsers to show the 
actual destination URL, but this is not usual and there is no common 
method

• Already we have seen many cases of providers solely dedicated to 
nefarious usagenefarious usage

• The current hype of Twitter is not helping 
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Summary

• 2010 will see further increases in the volume of threats and the 
complexity of threats (We said the same thing last year!)

• Excellent opportunity 
to revisit your current 
Email & Web security 
platforms – how are 
they keeping up?
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they keeping up?


