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MailMarshal® as a Service
M86 Security Hybrid Email Filtering Service
MailMarshal as a Service (MaaS) is now available to MailMarshal SMTP and MailMarshal Exchange customers as a hybrid 
managed service. MaaS offers managed anti-spam, anti-virus, content filtering and image analysis services that can be enabled as 
a complementary managed service in conjunction with your own MailMarshal server(s). 

Deploying MaaS in a hybrid environment means that you can eliminate spam, viruses, blended threats and other unwanted, non-
business email in-the-cloud. The key advantage of MaaS is that unwanted email is removed by our services before it is sent to 
your organization, saving you bandwidth, costs, resources, processing time and administration. 

MaaS offers convenience and cost effective up-stream filtering and allows your email administrators to utilize in-house MailMarshal 
Servers for more productive and company sensitive tasks such as Acceptable Use Policy enforcement, Data Leakage Prevention 
(DLP) and compliance. 

EMAIL SECURITY

COMBINING MANAGED SERVICE CONVENIENCE 
WITH INHOUSE PRIVACY & CONTROL

Our MailMarshal customers tell us that they love the flexibility 
and powerful features that MailMarshal SMTP and MailMarshal 
Exchange provide. They have been increasingly asking for the 
same functionality to be offered as a service, so they don’t have 
to worry about incoming threats and can dedicate their resources 
on more productive tasks such as implementing and monitoring 
policies for archiving, encryption and data leakage prevention. 

MaaS in a hybrid model enables your organization to retain 
security and control over your email with your own MailMarshal 
server(s) but offload mundane tasks, such as spam management, 
to MaaS. The Maas Web Console provides you with a familiar 
MailMarshal interface, enabling you to maintain full control over 
your email and measure the effectiveness of hybrid email filtering 
services. 

HOW MAILMARSHAL AS A SERVICE WORKS

MaaS is convenient, cost effective and takes only minutes to 
enable. A simple redirecting of your MX record to route your 
email to the MaaS servers is all that is required to setup the 
service. Once enabled, MaaS acts as an Internet-based email 
filter for your organization, removing unwanted or potentially 
dangerous email and only delivering legitimate email to your 
organization. 

MaaS offers carrier-grade datacenter infrastructure hosted 
on the latest hardware with 24/7/365 monitoring by expert 
technicians. The service is backed by all-hours telephone and 
Internet support. 
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FLEXIBLE SERVICES, PREDICTABLE COSTS
We offer a selection of tiered service packages so you can choose the services you require. For example, if you only want spam filtering 
services, then that is all you need to subscribe to. Service costs are fixed on a monthly basis, providing for predictable budgeting, so 
there won’t be any surprise expenses.

COMPLIMENTARY 14-DAY TRIAL
You don’t have to take our word for how effective MaaS is. It is easy to setup and we offer a free, non-obligatory trial of the service.
Simply contact us using the details provided below to arrange a complimentary 14-day evaluation service or visit us on the Web at:
www.marshal8e6.com.

SERVICES  

Anti-Spam • Spam and phishing email filtering. 
• 99.5% spam filtering with ~0.001% false 
   positives. 

• A multi-layered anti-spam system that 
   provides consistent anti-spam protection 
   against new and evolving spam methods. 

• Personalized, intuitive end-user spam 
   release system so email users can review 
   their spam and ensure legitimate 
   messages are never lost.

• Save bandwidth - up to 90% of today’s email is spam; MaaS removes this
   spam ensuring you only receive the legitimate 10% of email that you want. 

• Save time - with almost no spam in your email, your employees are free to
   get on with their work without the productivity drains that come with spam. 

• Save money - on average, receiving, storing, manually identifying and
   deleting spam costs US$0.04 per spam message. That may not sound like
   much, but the average user receives around 20,000 spam messages a year 
   MaaS virtually eliminates spam and associated costs, saving your 
   organization thousands of dollars.   
 
• Be protected - email is favored by hackers and criminals to deliver
   malicious code or to lure recipients to unsafe web sites. 
   MaaS blocks emails with attached viruses or embedded URL’s to known
   infection sites. This ensures your computers and confidential data are
   protected and preserves the stability of your business communications.  

• Be protected - email is favored by hackers and criminals to deliver
   malicious code or to lure recipients to unsafe web sites. 
   MaaS blocks emails with attached viruses or containing URL’s 
   to preserve the stability of your business communication.   

• Save money - diagnosing and fixing a computer virus infection 
   can cost thousands of dollars. MaaS identifies and removes  
   viruses and malware from your incoming email before you even 
   receive them, ensuring that users do not accidently open an  
   infection occurs through vulnerability exploit

• Save time - suffering a virus infection can severely disrupt your 
   email system, potentially resulting in lost business. MaaS helps  
   to ensure that you spend your time productively focusing on  
   your business rather than fixing email problems. 

• Save bandwidth - reject emails with large attachments or messages with
   non-business attachments such as MP3’s, thus saving bandwidth.  

• Provide a safe and productive workplace - employers are obligated to
   provide a safe workplace for employees, free from harassment and 
   exposure to inappropriate material. MaaS filters messages containing 
   offensive language or non-business content. 

• Preserve your reputation - business email is like electronic letterhead. It is
   binding and reflects directly on your organization. MaaS enforces your 
   acceptable use policies ensuring that employees act responsibility and 
   prevents potentially embarrassing conduct. 

• Secure confidential information - for many businesses, information is their
   most important asset. MaaS protects your intellectual property or 
   confidential data against email leaks. 

• Provide a safe and productive workplace - filter out potentially offensive
   images which could lead to legal liability resulting from employee 
   exposure to explicit content. 

• Preserve your reputation - ensure that employees don’t put your
   organization in a potentially embarrassing or legally liable position by 
   emailing pornographic content. 

• Virus and malware email filtering. 

• A layered anti-virus service incorporating 
   traditional anti-virus scanning as well as 
   keyword analysis, URL reputation checks 
   and deep content inspection of attachments.  

• Notification system to sender and/or  
   recipient when a virus is detected and  
   blocked. 

• Reporting tools to measure anti-virus 
   effectiveness.

• Custom, policy-based email filtering. 
• Automatically manage incoming or outgoing 
   email based on your requirements. E.g.: 

     • Block oversize email messages 
     • Block offensive email containing
        profanity or derogatory remarks  
     • Restrict outgoing email containing 
        confidential information

• Report on your email filtering policies to 
   measure their effectiveness and identify 
   problem employees.  
   

• Pornographic image filtering. 
 
• Analyzes images embedded or attached to  
   email messages, blocking pornographic  
   content. 
   

Anti-Virus

Content Filtering

Image Analysis

FEATURES BENEFITS  
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TRY BEFORE YOU BUY
M86 Security offers free product trials and evaluations. Simply contact us or visit www.m86security.com/downloads
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